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Preface

The IFIP TC-6 International Conference on Personal Wireless Communications,
PWC, is the main conference of the IFIP Working Group 6.8, Mobile and Wire-
less Communications. The 11th PWC was held in Albacete, Spain, on September
20-22, 2006. There were 181 submissions from 29 countries, which were evaluat-
ed by the program committee members assisted by external reviewers. After a
thorough review process, 45 papers were selected to be included in the program.
Thus, the acceptance rate was 24 %.

The papers selected in this volume illustrate the state of the art and current
trends in the broad area of personal wireless communications. The program was
organized into 9 topics:

Mobile and Wireless Networking
QoS

Ad-Hoc

Security

Wireless LAN

Cross-Layer Design

Wireless Sensor Networks
Physical Layer

Mobile and Wireless Applications.

© XN T WD

We are grateful to the two keynote speakers, Hari Kalva and Pedro Marron,
for accepting our invitation. We would like to thank all the members of the Tech-
nical Program Committee and the additional referees. Without their support,
the conference organization would not have been possible. Last but not least,
we are also grateful to all the authors and participants who trusted us to orga-
nize this event and to Springer’s LNCS Editorial for supporting us again this
year. We expect PWC 2006 to have been a fruitful and stimulating internation-
al forum for exchanging ideas and experiences in the area of personal wireless
communications.

September 2006 Pedro Cuenca and
Luis Orozco-Barbosa



General Co-chairs

Pedro Cuenca
Luis Orozco-Barbosa

Steering Committee

Augusto Casaca
Ramon Puigjaner
Guy Pujolle

Pedro Cuenca

Ivan Stojmenovic
Luis Orozco-Barbosa
Ottio Spaniol

Guy Omidyar

Jan Slavik

Organizing Committee

Pedro Cuenca
Francisco Delicado
Jests Delicado
Gerardo Fernandez
Raiil Galindo
Antonio Garrido
Jose Luis Martinez
Francisco Mico
Teresa Olivares

Luis Orozco-Barbosa
Francisco José Quiles
José Villalén

Organization

Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain

INESC, Portugal

Universidad de las Islas Baleares, Spain
University of Paris 6, France

Universidad de Castilla-La Mancha, Spain
University of Ottawa, Canada

Universidad de Castilla-La Mancha, Spain
University of Technology of Aachen, Germany
Consultant, USA

TESTCOM, Czech Republic

Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Valencia, Spain

Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain
Universidad de Castilla-La Mancha, Spain

Technical Program Committee

Dharma P. Agrawal
Raffaele Bruno
Augusto Casaca
Amitabha Das
Francisco M. Delicado

University of Cincinnati, USA

IIT-CNR, Italy

INESC, Portugal

Nanyang Technological University, Singapore
Universidad de Castilla-La Mancha, Spain



VIII Organization

Luigi Fratta

Rajit Gadh

Javier Garcia
Jorge Garcia
Silvia Giordano
Takeshi Hattori
Sonia Heemstra de Groot
Villy Baek Iversen
Ahmed Kamal
Ousmane Koné
Hyong W. Lee
Victor Leung
Miguel Lépez
Pascal Lorenz
Zoubir Mammeri
Vicenzo Mancuso
Pietro Manzoni
Ali Miri

Ignacious Niemegeers
Guy Omidyar
Stephan Olariu
Teresa Olivares
Manuel Perez Malumbres
Samuel Pierre
Ramon Puigjaner
Fernando Ramirez
Pedro Ruiz

Guy Pujolle

Pierre R. Chevillat
Debashis Saha
Jun-Bae Seo

Jan Slavik

Ottio Spaniol

Dirk Staehle

Ivan Stojmenovic
Samir Tohme

Luis Villasenor
Jozef Wozniak

Invited Lectures

Hari Kalva
Pedro Marrén

Politecnico di Milano, Italy

UCLA, USA

Universidad Complutense de Madrid, Spain
Universidad Politécnica de Cataluna, Spain
ICA-DSC-EPFL, Switzerland

Sophia University, Japan

Ericsson EuroLab, The Netherlands
Technical University of Denmark, Denmark
Towa State University, USA

Université Paul Sabatier - IRIT, France
Korea University, Korea

University of British Columbia, Canada
Universidad Auténoma Metropolitana, Mexico
University of Haute Alsace, France
University of Toulouse, France

University of Palermo, Italy

Universidad Politécnica de Valencia, Spain
University of Ottawa, Canada

Delft University, The Netherlands
Consultant, USA

Old Dominion University, USA

Universidad de Castilla-La Mancha, Spain
Universidad Miguel Herndndez, Spain

Ecole Polytechnique du Montreal, Canada
Universidad de las Islas Baleares, Spain
ITAM, Mexico

Universidad de Murcia, Spain

University of Paris 6, France

IBM Zurich Research Laboratory, Switzerland
Indian Institute of Management (IIM), India
ETRI, Korea

TESTCOM, Czech Republic

University of Technology of Aachen, Germany
University of Wuerzburg, Germany
University of Ottawa, Canada

ENST, France

CICESE, Mexico

Technical University of Gdansk, Poland

Florida Atlantic University, USA
University of Stuttgart, Germany



Referees

Dharma P. Agrawal
Raul Aquino

Robert Bestak
Raffaele Bruno
Augusto Casaca
Pierre R. Chevillat
Pedro Cuenca
Francisco M. Delicado
Jestus Delicado
Amitabha Das

Diego Dujoune

Luigi Fratta

Rajit Gadh

Javier Garcia

Jorge Garcia
Francisco Garcia-Ugalde
Antonio Garrido
Silvia Giordano
Javier Gomez

Takeshi Hattori

Sonia Heemstra de Groot

Villy Baek Iversen
Ahmed Kamal
Ousmane Koné
Hyong W. Lee
Ki-Dong Lee
Victor Leung
Miguel Lépez
Pascal Lorenz
Zoubir Mammeri
Vicenzo Mancuso
Pietro Manzoni
Francisco Mico
Ali Miri

Ignacious Niemegeers

Guy Omidyar
Stephan Olariu
Teresa Olivares

Luis Orozco-Barbosa

Paulo Pereira

Manuel P. Malumbres

Samuel Pierre

Sponsoring Institutions

Organization X

Ramon Puigjaner
Guy Pujolle
Francisco José Quiles
Victor M. Ramos
Fernando Ramirez
Pedro Ruiz

Miguel Ruiz-Sanchez
Debashis Saha
Jun-Bae Seo
Yongho Seok

Jan Slavik

Ottio Spaniol

Dirk Staehle

Ivan Stojmenovic
Samir Tohme

José Villalén

Luis Villasenor
Jeong-Joe Won
Jozef Wozniak
Zhanping Yin

DSI: Departamento de Sistemas Informéticos, UCLM

EPSA:

Escuela Politécnica Superior de Albacete

13A: Instituto de Investigacién en Informatica de Albacete
PCyTA: Parque Cientifico y Tecnoldgico de Albacete

UCLM:
JCCM:
MEC:

Universidad de Castilla-La Mancha
Junta de Comunidades de Castilla-La Mancha
Ministerio de Educacién y Ciencia



Table of Contents

Mobile and Wireless Networking

Mobility Protocols for Handoff Management in Heterogeneous
Networks ..o 1
F. Siddiqui, S. Zeadally

Supporting Group Communication in WCDMA Networks .............. 13
Antonios Alexiou, Dimitrios Antonellis, Christos Bouras

Scheme for Improving Transmission Performance of Realtime Traffic
in Handover Between HMIPv6 Intermap Domains . .................... 25
Wongil Park, Jonghyoun Choi, Byunggi Kim

DonorList: A New Distributed Channel Allocation Scheme
for Cellular Networks . ... ..o 37
Tamer Tulgar, Muhammed Salamah

QoS

QoS-Aware Video Communications over TDMA /TDD
Wireless Networks . ... ... 50
Francisco M. Delicado, Pedro Cuenca, Luis Orozco-Barbosa

Channel State-Aware Joint Dynamic Cell Coordination Scheme

Using Adaptive Modulation and Variable Reuse Factor

in OFDMA Downlink ........ ... 64
Dae Wook Byun, Young Min Ki, Dong Ku Kim

Comparative Analysis Among Different Monitoring Functions

in a Bandwidth Renegotiation Scheme for Packet Switched Cellular

Networks . ..o 76
Hermes Irineu Del Monego, Luiz Nacamura Junior,
Richard Demo Souza, Anelise Munaretto Fonseca,
Marcelo Eduardo Pellenz

Load Balancing Approach for Wireless IEEE 802.11

QoS Enhancement ....... ... . .. .. 88
Issam Jabri, Nicolas Krommenacker, Adel Soudani, Thierry Divoux

Ad-Hoc (I)

Stable and Energy Efficient Clustering of Wireless Ad-Hoc Networks

with LIDAR Algorithm ....... .. .. ... 100

Damianos Gavalas, Grammati Pantziou,
Charalampos Konstantopoulos, Basilis Mamalis



XII Table of Contents

DNS-Based Service Discovery in Ad Hoc Networks: Evaluation
and Improvements . ... .. ...t 111
Celeste Campo, Carlos Garcia-Rubio

A Hop-by-Hop Multipath Routing Protocol Using Residual
Bandwidth for Wireless Mesh Networks . .......... ... .. .. ... ..... 123
FEun-Joo Oh, Sungil Lee, Jae-Sung Lim

Lowest Weight: Reactive Clustering Algorithm
for Adhoc Networks . .. ..ot e 135
Mohamed Elhoucine Elhdhili, Lamia Ben Azzouz, Farouk Kamoun

Security

Distributed Self-policing Architecture for Fostering Node Cooperation

in Wireless Mesh Networks ... ... .. .. . 147
Lakshmi Santhanam, Nagesh Nandiraju, Younghwan Yoo,
Dharma P. Agrawal

RFID Systems: A Survey on Security Threats and Proposed

SOIULIONS . .ot 159
Pedro Peris-Lopez, Julio Cesar Hernandez-Castro,
Juan M. Estevez-Tapiador, Arturo Ribagorda

TMSI Allocation Mechanism Using a Secure VLR Authorization
in the GSM System . .........oiiiu i e 171
Mi-Og Park, Dea-Woo Park, Sang-Geun Kim

On the Anomaly Intrusion-Detection in Mobile Ad Hoc

Network Environments ............. .. 182
Ricardo Puttini, Maira Hanashiro, Fabio Miziara, Rafael de Sousa,
L. Javier Garcia-Villalba, C.J. Barenco

Ad-Hoc (II)

Locally-Constructed Trees for Adhoc Routing ........... ... ... .. ... 194
Ricardo Marcelin-Jiménez

Overlay Small Group Multicast Mechanism for MANET .............. 205
Uhjin Joung, Hong-Jong Jeong, Dongkyun Kim

Context Awareness in Network Selection for Dynamic Environments. . . .. 216
Daniel Diaz, Andrés Marin, Florina Almendrez,
Carlos Garcia-Rubio, Celeste Campo

A Secure Global State Routing for Mobile Ad Hoc Networks ........... 228
Chen Jing, Cui Guo Hua, Hong Liang



Table of Contents XIII

Wireless LAN

ARSM: Auto Rate Selection Multicast Mechanism for Multi-rate

Wireless LANS .o 239
José Villalon, Yongho Seok, Thierry Turletti, Pedro Cuenca,
Luis Orozco-Barbosa

On Self-coordination in Wireless Community Networks ................ 251
Frank A. Zdarsky, Ivan Martinovic, Jens B. Schmitt

Distributed Opportunistic Scheduling in TEEE 802.11 WLANs .......... 263
Seong-il Hahm, Jongwon Lee, Chong-kwon Kim

Mean Effective Gain of Compact WLAN Genetic Printed Dipole
Antennas in Indoor-Outdoor Scenarios............ ..., 275
Pedro Luis Carro, Jesus de Mingo

Cross-Layer Desing

Experimental Assessment of a Cross-Layer Solution for TCP /IP

Traffic Optimization on Heterogeneous Personal Networking

Environments . ..... .. 284
Luis Sdnchez, Jorge Lanza, Luis Mufioz

Cross-Layer Loss Differentiation Algorithms to Improve TCP
Performance in WLANS . ... . 297
Stephane Lohier, Yacine Ghamri Doudane, Guy Pujolle

Performance Evaluation of AQM Schemes in Rate-Varying 3G Links .... 310
Juan J. Alcaraz, Fernando Cerdan

Performance Evaluation of Cross-Layer Routing for QoS Support

in Mobile Ad Hoc Networks ......... . i 322
Maria Canales, José Ramdn Gillego, Angela Herndndez-Solana,
Antonio Valdovinos

Wireless Sensor Networks (I)

Medium Access Control with an Energy-Efficient Algorithm
for Wireless Sensor Networks . ....... ... ... i, 334
SangSoon Lim, SungHo Kim, JaeJoon Cho, Sunshin An

Giving Neurons to Sensors: An Approach to QoS Management
Through Artificial Intelligence in Wireless Networks . .................. 344
Julio Barbancho, Carlos Ledn, Javier Molina, Antonio Barbancho

An Energy Efficient Method for Tracking Mobile Ubiquitous Robots
Using Wireless Sensor Network ........ ... .. . i, 356
Hyunsook Kim, Jeongho Son, Sukgyu Lee, Kijun Han



X1V Table of Contents

LSec: Lightweight Security Protocol for Distributed Wireless

Sensor Network .. ..ot

Riaz Ahmed Shaikh, Sungyoung Lee, Mohammad A.U. Khan,
Young Jae Song

Physical Layer

Design of New Concatenated Space-Time Block Codes Using Odd

Transmit ANLENNAS . . . ..o vttt et

Taejin Jung, Wangrok Oh

Performance of Downlink Group-Orthogonal Multicarrier

SYStemSs . ..o

Felip Riera-Palou, Guillem Femenias, Jaume Ramis

Performance Characterization of UWB SSMA Using Orthogonal

PPM-TH in Dense Multipath.......... .. ... .. ... ... ... .....

Fernando Ramirez-Mireles

An Efficient Bit Loading for OFDM with Diversity Scheme

over Mobile Channel .......... ... . .. . . . . .

Tae Jin Hwang, Sang Soon Park, Ho Seon Hwang

Generalized Rake Receiver for Spreading-IFDMA Systems ...........

Wei Wang, Ling Wang, Zhigiang He, Jiaru Lin, Wei Qiu,
Elena Costa

Wireless Sensor Networks (IT)

A Key Management Scheme for Large Scale Distributed

Sensor Networks .. ..o

Yong Ho Kim, Hwaseong Lee, Dong Hoon Lee, Jongin Lim

A Quadtree-Based Data Dissemination Protocol for Wireless Sensor

Networks with Mobile Sinks . ...... ...

Zeeshan Hameed Mir, Young-Bae Ko

A Virtual Spanner for Efficient Face Routing in Multihop

Wireless Networks . ..o

Héctor Tejeda, Edgar Chdvez, Juan A. Sanchez,
Pedro M. Ruiz

Modified RWGH and Positive Noise Mitigation Schemes for TOA

Geolocation in Indoor Multi-hop Wireless Networks .................

Young Min Ki, Jeong Woo Kim, Sang Rok Kim,
Dong Ku Kim



Table of Contents

Mobile and Wireless Applications

The Use of Wireless Networks for the Surveillance and Control of

Vehicles in an Airport Environment ........ ... ... ... .. ... ... ...,

Augusto Casaca, Tiago Silva, Antonio Grilo, Mdrio Nunes,
Franck Presutto, Isabel Rebelo

Security Analysis and Implementation Leveraging Globally

Networked REIDs . . ... o

Namje Park, Seungjoo Kim, Dongho Won, Howon Kim

Smart Blood Bag Management System in a Hospital Environment ... ...

Soo-Jung Kim, Sun K. Yoo, Hyun-Ok Kim, Ha-Suk Bae,
Jung-Jin Park, Kuk-Jin Seo, Byung-Chul Chang

Energy Efficient Utilization of IEEE 802.11 Hot Spots in 3G

Wireless Packet Data Networks . ........ .. ..

F. Ozan Akgiil, M. Oguz Sunay

Author Index . ... .

XV



Mobility Protocols for Handoff Management
in Heterogeneous Networks

F. Siddiqui' and S. Zeadally®

! Wayne State University, Detroit, MI 48202, USA
2 University of the District of Columbia, Washington, DC 20008 USA

Abstract. Future generation networks are expected to be a combination of
several types of access technologies that vary in their characteristics. Efficient
handoff management techniques are required to enable end-users to seamlessly
access these networks as they roam across different geographic locations. We
describe recent protocols (application, transport, and network) such as Mobile
IP, Session Initiation Protocol (SIP), and Stream Control Transmission Protocol
(SCTP) that have been deployed to handle handoffs. We present an empirical
performance evaluation of the three protocols using performance metrics such
as handoff delay. We found that Mobile IP yields the highest handoff delay out
of all the three mobility protocols. SIP and SCTP yield (33 %) and (55 %)
lower handoft delays compared to Mobile IP.

Keywords: Handoff, Mobility, Heterogeneous, Protocols, Networks.

1 Introduction

The demand for ubiquitous information access has led to the convergence of several
types of networks including Ethernet Local Area Network (LAN), General Packet
Radio Service (GPRS), Global System for Mobile Communication (GSM), Wireless
Local Area Network (WLAN), Bluetooth, etc. In such heterogeneous environments
mobility management is the basis for providing continuous network connectivity to
mobile users roaming between these access networks. There are two major
components of mobility management: Location management and Handoff
management. Location management enables the network to discover the current
attachment point of the mobile user. Handoff management enables the mobile node to
maintain the network connection as it continues to move and change its access points
or base stations to the network.

Several protocols have been proposed [9] [10 [11] to address the issue of mobility
management in heterogeneous networks. These approaches operate at different levels
of the network protocol stack.

e Network Layer: Mobile IP [1] was proposed by the Internet Engineering Task
Force (IETF) to handle mobility management at the network layer. It handles
mobility by redirecting packets from a mobile node’s home network to the mobile
node’s current location. Deployment of Mobile IP requires network servers
including a home agent and a foreign agent that are used to bind the home address

P. Cuenca and L. Orozco-Barbosa (Eds.): PWC 2006, LNCS 4217, pp. 1 -2 2006.
© IFIP International Federation for Information Processing 2006



2 F. Siddiqui and S. Zeadally

of a Mobile Node (MN) to the care-of address at the visited network and provide
packet forwarding when the MN is moving between IP subnets.

e Application Layer: The Session Initiation Protocol (SIP) [2] is an application
layer protocol that keeps mobility support independent of the underlying access
technologies. In the SIP approach, when an MN moves during an active session into
a different network, it first receives a new network address, and then sends a new
session invitation to the correspondent node. Subsequent data packets from the CN
are forwarded to the MN using the new address. The MN also needs to register its
new IP address with a SIP server called a Registrar to enable other nodes on the
network to reach it by querying the Registrar server.

e Transport Layer: A third approach for mobility management has been proposed
at the transport layer in the form of the Stream Control Transmission Protocol
(SCTP) [3]. The SCTP-based approach uses multihoming for implementing
mobility management. The multihoming feature allows a SCTP to maintain multiple
IP addresses. Among those addresses, one address is used as the primary address for
current transmission and reception. Other addresses (secondary) can be used for
retransmissions. The multihoming feature of SCTP provides a basis for mobility
support since it allows a mobile node (MN) to add a new IP address, while holding
an old IP address already assigned to it.

In this paper we present a comparison of SIP, Mobile IP and SCTP for supporting
handoff management in heterogeneous networks. We present an empirical evaluation
of handoff latency achieved in the case of each protocol when a mobile user roams
across different types of networks. We also identify issues in setting up a testbed to
conduct handoff delay tests. The rest of this paper is organized as follows. In section 2
we give an overview of the three mobility management protocols: SIP, Mobile IP, and
SCTP. Section 3 discusses the experimental procedures and testbed setup used for
conducting our performance evaluation tests. In section 4 we present a performance
analysis of handoffs conducted across different network types. Finally, in section 5
we make some concluding remarks.

2 Mobility Management Protocols

2.1 SIP-Based Terminal Mobility

SIP is an application-layer control protocol that can establish, modify and terminate
multimedia sessions [2]. SIP defines several logical entities, namely user agents,
redirect servers, proxy servers and registrars. SIP inherently supports personal
mobility and can be extended to support service and terminal mobility [8]. Terminal
mobility allows a device to move between IP sub-nets, while continuing to be
reachable for incoming requests and maintaining sessions across subnet changes.
Mobility of hosts in heterogeneous networks is managed by using the terminal
mobility support of SIP.
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Fig. 1. SIP-based Mobility Management

Terminal mobility requires SIP to establish a connection either during the start of a
new session, when the terminal or MN has already moved to a different location, or in
the middle of a session. The former situation is referred to as pre-call mobility, latter
as mid-call or in-session mobility. For pre-call mobility, the MN re-registers its new
IP address with the Registrar server by sending a REGISTER message, while for mid-
call mobility the terminal needs to notify the correspondent Node (CN) or the host
communicating with the MN by sending a re-INVITE message about the terminal’s
new IP address and updated session parameters. The CN starts sending data to the
new location as soon as it receives the re-INVITE message. The MN also needs to
register with the redirect server in the home network for future calls. Figure 1 shows
the messages exchanged for setting up a session between a mobile node and a
correspondent node and continuing it after changing the access network.

2.2 Mobile-IP-Based Mobility

Mobile IP is a mobility management protocol proposed to solve the problem of node
mobility by redirecting packets to the mobile node’s current location. The Mobile IP
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architecture is shown in figure 2. Its main components include a Home Agent (HA)
and a Foreign Agent (FA). HA is a router on a mobile node's home network, which
encapsulates datagrams for delivery to the mobile node when it is away from home,
and maintains current location information for the mobile node. FA is a router on a
mobile node's visited network (foreign network) that provides routing services to the
mobile node when registered. The FA decapsulates and delivers datagrams, tunneled
by the mobile node's HA to the mobile node. When a mobile node moves out of its
home network it must obtain another IP. So, in Mobile IP, a mobile host uses two IP
addresses: a fixed home address (a permanent IP address assigned to the host’s
network) and a care-of-address - a temporary address from the new network (i.e.
foreign network) that changes at each new point of attachment. When the mobile node
moves, it has to first discover its new care-of-address. The care-of-address can be
obtained by periodic advertising from the FA through broadcasting. The mobile node
then registers its care-of-address with its home agent by sending a Registration
Request to its home agent via the foreign agent. The HA then sends a Registration
Reply either granting or denying the request. If the registration process is successful,
any packets destined for the MN are intercepted by the HA, which encapsulates the
packets and tunnels them to the FA where decapsulation takes place and the packets
are then forwarded to the appropriate MN.

GPRS core

SGSN GGSN

Internet

WLAN: Wireless Local Area Network MN: Mobile Node CN: Correspondent Node
GPRS: General Packet Radio Service SIP: Session Initiation Protocol
GGSN: Gateway GPRS Support Node SGSN: Serving GPRS Support Node

MN FA HA CN
|

l; Registration Request———»] |
|

[« Registration Reply———— -

DATASESSION —

Initial
Registration

Registration Registration
Request Request

Re-registration
care-of-address
after roaming

to new network

Handoff

Registrati Registration
Signaling | [a— ceisiation g Reg ——

Reply Reply

- Tunneling packet
through new
network

MN: Mobile Node CN: Correspondent Node
SR: SIP Registrar Server HA: Home Agent FA: Foreign Agent

Fig. 2. Mobile-IP-based Mobility Management
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2.3 SCTP Based Mobility

The Stream Control Transmission Protocol (SCTP) [3] is a reliable connection-
oriented transport protocol that operates over a potentially unreliable connectionless
packet service, such as IP. Before peer SCTP users can send data to each other, a
connection must be established between two endpoints. This connection is called an
association in SCTP context. A cookie mechanism is employed during the
initialization of an association to provide protection against security attacks. Figure 3
shows a sample SCTP message flow. An essential property of SCTP is its support for
multihomed nodes, i.e. nodes that can be reached under several IP addresses. If a
client is multi-homed, it informs the server about all its IP addresses with the INIT
chunk's address parameters. An extension to the SCTP called mSCTP (Mobile SCTP)
also allows dynamic addition and deletion of IP addresses from an association, even if
these addresses were not present during association startup. This feature of SCTP is
used to support mobility of hosts across different networks.

INIT
————INIT_ACK-
COOKIE_ECHO——m|
[«———COOKIE_ACK

Initial
Registration

— DATASESSION

ASCONF——— = Addition ofnew Il

Handoff < ASCONF ACK: A Address and

Signaling = continuation of
— DATASESSION session

MN: Mobile Node CN: Correspondent Node
ASCONF: Address Configuration

Fig. 3. SCTP-based Mobility Management

3 Performance Evaluation of Mobility Protocols

3.1 Experimental Testbed

We conducted experimental measurements to determine the handoff delay
experienced while roaming across different networks. The handoff tests were
conducted for each of the mobility protocols: SIP, Mobile IP, and SCTP.

Figure 4 shows the experimental testbed used for conducting the handoff
measurements. The setup consists of a DELL laptop (client machine) equipped with
three network interface cards (NICs): a built-in Natsemi Ethernet NIC (100 Mbps), a
built-in Orinoco WLAN NIC (11 Mbps) and an external PCMCIA GPRS Sierra
Wireless aircard 750 (144 Kbps). The Ethernet interface (ethO) of the client machine
is connected to a 100 Mbits/sec switch that connects to the external IP network
(Internet). The WLAN interface (ethl) of the client machine is associated with a
WLAN access point, which is in turn connected to the router for Internet access. The
GPRS interface (ppp0) is associated with a T-Mobile GPRS base station, which
connects to the Internet via the GPRS core network. In order to use the GPRS
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WLAN: Wireless Local Area Network
GPRS: General Packet Radio Service
SR: SIP Registrar
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FA: Foreign Agent
NAT: Network Address Translator

Ethernet

Fig. 4. Experimental Testbed used for SIP, Mobile IP, and SCTP Handoff Performance
Measurements

network, we purchased a GPRS data plan subscription from the T-Mobile service
provider [5]. Other components of the testbed include a SIP Registrar server, a Home
Agent, and a Foreign Agent.

The client (Mobile Node) and the server (Correspondent Node) machines were
loaded with Redhat 9.0 Linux operating system and used a kernel version of 2.4.20-8.
For SCTP-based mobility tests, a user-level implementation of SCTP called Sctplib-
1.3.1 [6] (developmental version) was used. For Mobile-IP-based tests, a Mobile IP
user-level implementation called Dynamics [7] from Helsinki University of Technology
was used. SIP-based mobility was tested by implementing a simple SIP user-agent
client [8], a SIP user agent server and a SIP Registrar server using the SIP methods
(INVITE, ACK, BYE, REGISTER, and CANCEL) described in RFC 3261 [2].

3.2 Measurement Procedures and Performance Metrics

We measured the handoff delay experienced when roaming across three types of
networks: Ethernet, WLAN and GPRS by implementing mobility protocols at the
application (SIP), network (Mobile IP) and Transport (SCTP) layers.

In the case of SIP, we measured the handoff delay experienced by a mobile node in
six different cases:

e GPRS to WLAN
e WLAN to GPRS
o Ethernet to WLAN
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e WLAN to Ethernet
e Ethernet to GPRS
e GPRS to Ethernet

In the case of SCTP and Mobile IP, we measured the handoff delay in two different
cases:

o Ethernet to WLAN
e  WLAN to Ethernet

The performance metrics that we measured are as follows:

o Total Handoff Delay: The total handoff delay is the time difference between the
last data packet received at the old network interface and the first data packet
received on the new network interface. The total handoff delay includes the
handoff time as well as the time taken for the first data packet to arrive from the
mobile node to the correspondent node.

o Handoff Signaling Time: The handoff signaling time is a measure of the time
required to exchange signaling messages to execute a handoff. The number of
signaling messages exchanged is different for each mobility management
protocol.

o Packet Transmission Delay after handoff: The packet transmission delay after
the handoff is a measure of the transmission time of a packet from the mobile
node to the correspondent node after the mobile node has moved to a new
network.

3.2.1 SCTP and Mobile IP Issues for NAT Traversal

It was not possible to measure the handoff delay (for SCTP and Mobile IP) while
moving from the GPRS network to the other networks (Ethernet and WLAN) and vice
versa because the GPRS operator assigns a dynamic, private IP address to the mobile
node. A dynamic IP address is one that is not manually specified and is not a
permanent address. It is a temporary address that is dynamically configured using the
Dynamic Host Configuration Protocol (DHCP). A private IP address is one that can
be used by any machine and is therefore re-usable. However, private IP addresses are
not routable over the public Internet. They are used in private networks due to the
shortage of public, routable IP addresses. The range of IP addresses reserved for
private use includes 10.0.0.0 — 10.255.255.255, 172.16.0.0 — 172.31.255.255,
192.168.0.0 — 192.168.255.255. Also, each Internet provider network employs a
Network Address Translator (NAT) for providing Internet access to the internal nodes
with private IPs and also for security purposes.

The problem with Dynamics implementation of Mobile IP is that it is not "NAT
traversal" capable. When a mobile node moves to the GPRS network, it acquires a
care-of-address (CoA), which is a private address. Then the mobile node sends a
Registration Request to the Home Agent (HA) to register its new CoA. However, at

the NAT gateway, the private IP address of this packet (source IP address in the IP
header) is replaced by the public IP address of the NAT gateway. When the
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Registration Request arrives at the HA, the HA detects that that the source address of
the packet (which is the public address) is different from the CoA inside the
Registration Request message (present in the Mobile IP header). Therefore the HA
drops the request. Thus, in the case of the Dynamics, it is necessary to have a public,
static IP address for the mobile node. Hence, handoffs involving the GPRS network
could not be tested due to the assignment of a private IP.

In the case of SCTP, when the mobile node is located in the GPRS network and the
correspondent node is located on a different network, all packets from the mobile
node have to pass through the NAT. SCTP has certain issues related to NATs. If
Network Address Port Translation is used with a multihomed SCTP endpoint, then
any port translation must be applied on a per-association basis such that an SCTP
endpoint continues to receive the same port number for all messages within a given
association. The NAT needs to understand this requirement to allow mobility support
using SCTP. Since existing NATs are not designed to support SCTP, a NAT assigns a
different port number when the SCTP association changes its primary address. The
SCTP server does not accept the change in the port number and breaks the
association. Thus SCTP cannot be experimented with a GPRS network employing a
NAT that is not configured to support SCTP.

4 Experimental Results and Discussion

In this section we present an analysis of the handoff performance obtained for the
three mobility management protocols. Figure 5 shows the total handoff delay obtained
while roaming from Ethernet to WLAN and vice versa using SIP, Mobile IP and
SCTP. It is worthwhile mentioning that SIP, Mobile IP and SCTP operate at the
application, network, and transport layers respectively.

Total Handoff Delay for SIP, MIP and SCTP

1600
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1000
800 -
600 -

400 ~
200 -
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o Ethernet to WLAN
B WLAN to Ethernet

Handoff Delay (ms)

Fig. 5. Total Handoff Delay for SIP, Mobile IP and SCTP
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Fig. 6. Handoff Signaling Time for SIP, Mobile IP, and SCTP

It can be observed from figure 5 that the total handoff delay in either direction
(Ethernet to WLAN and vice versa) is the lowest in the case of SCTP followed by SIP
and is the highest in the case of Mobile IP. The total handoff delay is lowest for SCTP
(31% lower compared to SIP and 55% lower compared to Mobile IP for WLAN to
Ethernet handoff). The reason for the low handoff delay in the case of SCTP is
because the SCTP client immediately adds the IP address of a newly discovered
network to its list of available networks and also relays this information to the SCTP
server. When a handoff is initiated due to the unavailability of the current network,
the client sends an ASCONF_DELETEIP message to the server (for removing the old
IP address) and starts using the interface with the new IP address for data
transmission. Thus, the handoff process with SCTP involves very few signaling
messages thereby resulting in a low total handoff time. Table 1 lists the signaling
messages exchanged for implementing handoffs using SIP, Mobile IP and SCTP.

Table 1. Components of Handoff Signaling: SIP, Mobile IP, and SCTP

Protocol Handoff Messages

SIP Re-Register
ACK
Mobile IP  Registration Request,
Registration Reply
SCTP ASCONF_DELETE IP

In the case of SIP, when a handoff is initiated, the SIP client sends a Re-INVITE
message to the SIP server using the new interface. After the SIP server acknowledges
the Re-INVITE, the communication between the client and the server is continued.
Thus, handoff delay in the case of SIP is the two-way delay involved in sending the
Re-INVITE message and receiving an acknowledgement. We determine the handoff



10 F. Siddiqui and S. Zeadally

delay at the correspondent node as the time difference between the last data packet
received at the old network interface and the first data packet received at the new
network interface. Thus, the handoff delay also includes the transmission time of the
first packet following the handoff signaling. In the case of Mobile IP, the handoff
involves a higher number of signaling messages compared to SIP and SCTP. Mobile
IP requires the mobile node needs to send a Registration Request to the Foreign Agent
that forwards the request to the Home Agent. The Registration Reply is sent by the
Home Agent to the Foreign Agent which then gets forwarded to the mobile node. Due
to the high signaling overhead involved in the case of handoffs based on Mobile IP,
the signaling time is also higher.

Figure 6 shows the handoff signaling time in the case of the SIP protocol when the
mobile node moves across various networks. It can be observed that the signaling
time is the highest when the mobile node makes a handoff to a GPRS network. The
signaling time is comparatively lower when the mobile moves to the WLAN and is
the lowest in the case of transition to an Ethernet network. We note that the low
signaling delay associated with transition to an Ethernet network is probably because
of Ethernet’s lowest transmission latency. To confirm this explanation, we performed
a simple test using Netperf [4] to determine the available bandwidth and the latency
offered by each of these networks. As shown in table 2, the latency incurred on the
GPRS network is comparatively higher as compared to Ethernet and WLAN. This
accounts for the high handoff signaling delay when the mobile node moves to the
GPRS network. We also observe (from figure 6) that there is a 41 % reduction in the
handoff signaling time in the case of SIP when compared to Mobile IP (for handoff to
a WLAN) and a 60 % decrease in the handoff signaling time in the case of SCTP as
compared to Mobile IP.

Table 2. Network Characteristics determined by running a Netperf test

Network Link Speed Actual Measured Average

Type Bandwidth Latency (one-way)
GPRS 114 Kbps 28.9 Kbps 891 ms

WLAN 11 Mbps 5.51 Mbps 61 ms

Ethernet 100 Mbps 88.8 Mbps 36 ms

Figure 7 shows the transmission delay incurred by packets arriving at the
correspondent node after the handoff. We observe that in the case of Mobile IP, we
obtained highest packet transmission delay. As observed from figure 7, there is a 47
% decrease in the packet transmission delay in the case of SIP as compared to Mobile
IP (in the case of handoff to a WLAN) and a 54 % decrease in the packet transmission
delay with SCTP as compared to Mobile IP (in the case of handoff to a WLAN). This
is because, after handoff, packets from the Mobile Node to the Correspondent Node
have to be routed through the Home Agent and the Foreign Agent before they can
reach the Correspondent Node. This introduces additional delay in the transmission
time. The packet transmission delay for SCTP and SIP is almost the same. In both
these cases, the packets following handoff are sent directly from the Mobile Node to
the Correspondent Node. This results in a lower packet transmission delay for SIP and
SCTP as compared to Mobile IP.
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5 Conclusions and Future Work

In this paper we have compared the handoff performance of three types of mobility
management protocols: SIP, Mobile IP and SCTP. We found that SCTP performs
well both, in terms of handoff delay, as well as the packet transmission time after a
handoff. The SIP protocol incurred a higher handoff delay compared to SCTP but the
packet transmission time for packets after a handoff was almost comparable for the
two protocols. Mobile IP showed higher handoff delay as well as longer packet
transmission time following handoff to a new network. However, Mobile IP keeps the
change in the IP address completely transparent to the other end-system. In the case of
SIP and SCTP, the change in the destination IP address has to be conveyed to the
node at the other end. SCTP-based mobility is however completely transparent to the
application, whereas in the case of SIP, applications need to be aware of mobility.

We also discussed the issues that exist in connection with deploying Mobile IP and
SCTP over networks using private IP addresses and deploying NATs. Mobile IP and
SCTP are not capable of operating in networks with NAT mechanisms. Since almost
all network operators use NATs in their networks, it is crucial to extend these
protocols to enable them to operate across heterogeneous domains. One method that
can be used is to enable this feature is to use UDP encapsulation in each of these
protocols. Since most NATs are already designed to provide support for UDP packets,
encapsulating SCTP packets inside UDP can make SCTP operate across NATS
belonging to different network domains. However, this would introduce additional
encapsulation-decapsulation delays. In our future work, we aim at overcoming the
drawbacks of these protocols and design a solution for handoff management that is
not specific to a single layer of the network protocol stack, but employs a cross-layer
design for achieving seamless handoffs across heterogeneous networks. We plan to
implement a mobility middleware that performs handoffs using the information from
various layers (such as link quality information from layer 2, QoS information from
layer 4, etc) of the protocol stack and is deployable across existing network
configurations.
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Abstract. It is known that multicast is an efficient method of supporting group
communication as it allows the transmission of the packets to multiple destina-
tions using fewer network resources. Along with the widespread deployment of
the third generation cellular networks and the fast-improving capabilities of the
mobile devices, content and service providers are increasingly interested in
supporting multicast communications over wireless networks and in particular
over Universal Mobile Telecommunications System (UMTS). In this paper, a
multicast scheme for UMTS is analyzed. We analytically present the multicast
routing mechanism behind our scheme as well as the multicast group manage-
ment functionality of the scheme. Furthermore, we present an evaluation of our
scheme in terms of its performance. The critical parameters for the evaluation
of the scheme are the number of users within the multicast group, the amount of
data sent to the multicast users, the density of the multicast users within the
cells and finally the type of transport channel used for the transmission of the
multicast data over the air.

1 Introduction

UMTS constitutes the third generation of cellular wireless networks which aims to
provide high-speed data access along with real time voice calls. Wireless data is one
of the major boosters of wireless communications and one of the main motivations of
the next generation standards [9]. The multicast transmission of real time multimedia
data is an important component of many current and future emerging Internet applica-
tions, such as videoconference, distance learning and video distribution. It offers
efficient multidestination delivery, since data is transmitted in an optimal manner with
minimal packet duplication [10], [11].

Compared with multicast routing in the Internet, mobile networks such as UMTS
pose a very different set of challenges for multicast. First, multicast receivers are
nonstationary and consequently may change their point of attachment to the network
at any given time. Second, mobile networks are generally based on a well-defined tree
topology, with the nonstationary multicast receivers being located at the leaves of the
network tree. It is therefore not appropriate to apply conventional IP multicast routing
mechanisms in UMTS, since they cannot manage the mobility of the mobile users [2].

P. Cuenca and L. Orozco-Barbosa (Eds.): PWC 2006, LNCS 4217, pp. 13-24] 2006.
© IFIP International Federation for Information Processing 2006
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Several multicast mechanisms for UMTS have been proposed in the literature. In
[1], the authors discuss the use of commonly deployed IP multicast protocols in
UMTS networks. However, in [2] the authors do not adopt the use of IP multicast
protocols for multicast routing in UMTS and present an alternative solution. More
specifically, in order to overcome the one-to-one relationship between a single sub-
scriber and a GPRS Tunneling Protocol (GTP) tunnel that is inherent to the hierarchi-
cal routing in UMTS, they implement a Multicast-Packet Data Protocol (M-PDP)
context for each multicast group in the GGSN and SGSN. Furthermore in [3], a mul-
ticast mechanism for circuit-switched GSM and UMTS networks is outlined, while in
[4] an end-to-end multicast mechanism for software upgrades in UMTS is analyzed.
Additionally, the 3" Generation Partnership Project (3GPP) is currently standardizing
the Multimedia Broadcast/Multicast Service (MBMS) [5], [12].

In this paper, we analytically present a multicast scheme for UMTS. The multicast
routing mechanism behind our scheme is analyzed as well as the multicast group
management functionality of our mechanism. Additionally, we analyze the perform-
ance of the scheme, in terms of the packet delivery cost and the scalability of the
scheme, considering different transport channels for the transmission of the multicast
data over the air. These channels include the Dedicated Channel (DCH) and a com-
mon transport channel such as the Forward Access Channel (FACH). Furthermore,
we propose methods that may reduce the packet delivery cost of the multicast data
and improve the performance of the delivery scheme. A preliminary version of this
paper has been presented in [13] as a poster.

The paper is structured as follows. In Section 2 we provide an overview of the
UMTS. Section 3 presents a multicast scheme for UMTS. Following this, Section 4
analyzes the cost of this scheme in function of a number of parameters, while Section
5 presents some numerical results that characterize the multicast scheme. Finally,
some concluding remarks and planned next steps are briefly described.

2 Overview of the UMTS in the Packet Switched Domain

A UMTS network consists of two land-based network segments: the core network
(CN) and the UMTS Terrestrial Radio-Access Network (UTRAN) (Fig. 1). The CN is
responsible for the routing of the calls and the data connections to the external net-
works, while the UTRAN handles all radio-related functionalities. The CN consists of
two service domains: the circuit-switched (CS) service domain and the Packet-
Switched (PS) service domain. The CS domain provides access to the PSTN/ISDN,
while the PS domain provides access to the IP-based networks. In the remainder of
this paper, we will focus on the UMTS packet-switching mechanism. The Packet-
Switched (PS) portion of the CN in UMTS consists of two General Packet Radio
Service (GPRS) support nodes (GSNs), namely the gateway GPRS support node
(GGSN) and the Serving GPRS Support Node (SGSN) (Fig. 1). An SGSN is con-
nected to the GGSN via the Gn interface and to UTRAN via the Iu interface. The
UTRAN consists of the Radio Network Controller (RNC) and Node B, which consti-
tutes the base station and provides radio coverage to a cell. Node B is connected to the
User Equipment (UE) via the Uu interface (based on the WCDMA technology) and to
the RNC via the Iub interface. The GGSN interacts with external Packet Data
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Networks (PDNs) through the Gi interface. The GGSN is like an edge IP router pro-
viding connectivity with IP networks. The Broadcast/Multicast Service Center (BM-
SC) serves as the entry point of data delivery for internal sources and it is introduced
in Release 6 of UMTS [9]. In the UMTS PS domain, the cells are grouped into Rout-
ing Areas (RAs), while the cells in an RA are further grouped into UTRAN Registra-
tion Areas (URASs) [7].

rrrrrrr

ssssss

Fig. 1. UMTS architecture

Before a UE can exchange data with an external PDN, the UE must first establish a
virtual connection with this PDN. Once the UE is known to the network, packets are
transferred between the UE and the network, based on the Packet Data Protocol
(PDP), the network-layer protocol carried by UMTS. An instance of a PDP type is
called a PDP context and contains all the parameters describing the characteristics of
the connection to an external network by means of end-point addresses and QoS. A
PDP context is established for all the application traffic sourced from and destined for
one IP address. A PDP context activation is a request—reply procedure between a UE
and the GGSN. A successful context activation leads to the creation of two GPRS
Tunneling Protocol (GTP) sessions, specific to the subscriber: between the GGSN and
SGSN over the Gn interface and between the SGSN and RNC over the Iu interface. IP
packets destined for an application using a particular PDP context are augmented with
UE- and PDP-specific fields and are tunneled using GTP to the appropriate SGSN.
The SGSN recovers the IP packets, queries the appropriate PDP context based on the
UE- and PDP-specific fields and forwards the packets to the appropriate RNC. The
RNC maintains Radio-Access Bearer (RAB) contexts. Equivalently to PDP contexts,
a RAB context allows the RNC to resolve the subscriber identity associated with a
GTP-tunneled network packet data unit. The RNC recovers the GTP-tunneled packet
and forwards the packet to the appropriate Node B [2], [8].

In the remainder of this section, we present a short description of the MBMS
framework of the UMTS. It consists of a MBMS bearer service and a MBMS user
service. The latter represents applications, which offer for example multimedia con-
tent to the users, while the MBMS bearer service provides means for user authoriza-
tion, charging and QoS improvement to prevent unauthorized reception [12]. The
major modification in the existing GPRS platform is the addition of a new entity
called BM-SC (Fig. 1). As the term Multimedia Broadcast/Multicast Service
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indicates, there are two types of service modes: the broadcast and the multicast mode.
Since the multicast mode is more complicated than the broadcast mode, it is more
useful to present the operation of the MBMS multicast mode and the way that the
mobile user receives the multicast data of a service. Thus, the actual procedure of the
reception of an MBMS multicast service is enabled by certain procedures that are
illustrated in Fig. 2. The phases Subscription, Joining and Leaving are performed
individually per user. The other phases are performed for a service, i.e. for all users
interested in the related service. The sequence of the phases may be repeated, depend-
ing on the need to transfer data. Also Subscription, Joining, Leaving, Service An-
nouncement, as well as MBMS notification may run in parallel to other phases [12].

Fig. 2. Phases of MBMS multicast service provision

3 A Multicast Approach for UMTS

In this section we present an overview of a multicast scheme for UMTS. More spe-
cifically, it is presented in detail the way that the multicast packets are delivered to a
group of mobile users. Additionally, we analyze the packet forwarding / routing
mechanism behind the multicast scheme as well as the multicast group management
functionality of the scheme.

Fig. 3 shows a subset of a UMTS network. In this architecture, there are two
SGSNs connected to an GGSN, four RNCs, and twelve Node Bs. Furthermore, eleven
members of a multicast group are located in six cells. The BM-SC acts as the inter-
face towards external sources of traffic [5]. In the presented analysis, we assume that
a data stream coming from an external PDN through BM-SC, must be delivered to the
eleven UEs as illustrated in Fig. 3.

For the efficient multicast packet forwarding mechanism, every node of the net-
work (except the UEs) maintains a Routing List (Fig.4a). In this list of each node, we
record the nodes of the next level that the messages for every multicast group should
be forwarded. Additionally, we keep information regarding the QoS profile of the
specific multicast group. This information is useful for congestion avoidance and rate
control. Obviously, the BM-SC that organizes the multicast mechanism, ought to keep
an additional list with the multicast groups (Multicast group id) and the correspondent
UEs that have joined them. This information is kept in the Multicast Groups List
(Fig.4b) and the BM-SC has the opportunity to retrieve the UEs belonging to a
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specific multicast group. It is essential that these lists are fully updated at every mo-
ment for the correct transmission of the packets to the UEs that have joined a multi-
cast group. Obviously, there is a possibility that a multicast group has no members,
which in turn means that the correspondent record in the Multicast Group List in the
BM-SC does not contain any UEs.

GTP: Number of the
created GTP sessions

Fig. 3. Packet delivery in UMTS

+ Multicast group id
* UEs joined every multicast

* Multicast group id

= Nodes of the next level
serving members of the
specific multicast group

* QoS profile for the specific
multicast group

a) b)

group

Fig. 4. Routing List and Multicast Groups List

Additionally, the phases that the multicast mechanism follows are these that have
been presented above in the MBMS service provision (Fig. 2). In the following, we
briefly describe the main steps of the multicast packet forwarding mechanism. Firstly,
we consider that the UEs are known to the network, thus the Subscription phase is
completed. In the Service Announcement phase, the routing lists of the nodes are
filled with the useful information. This procedure can be initialized either from the
UEs or from the BM-SC (i.e. Software upgrades). In the former case, consider a UE
that decides to become a member of a multicast service. Thus, it sends an appropriate
message to the BM-SC requesting this service. Then, every node located in the path
between this UE and the BM-SC, when it receives the message from the UE, it up-
dates its routing list and forwards the message to the next node. In the second case,
the BM-SC initializes the Service Announcement phase. Since the BM-SC does not
have any information regarding the location of the multicast members, a paging pro-
cedure at RA and URA level is necessary for the updating of the routing lists of the
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nodes. The phases that follow are Session Start, MBMS Notification, Data Transfer
and Session Stop, where the data are transferred from the BM-SC to the UEs. In these
phases, each node of the network that receives a multicast packet, searches its routing
list and decides the nodes of the next level that the packet should be forwarded. Fi-
nally, the packet reaches the UEs that are members of the multicast group.

With multicast, the packets are forwarded to those Node Bs that have multicast us-
ers. Therefore, in Fig. 3, the Nodes B2, B3, B5, B7, B8, B9 will receive the multicast
packets issued by the BM-SC. We briefly summarize the five steps occurred for the
delivery of the multicast packets. Firstly, the BM-SC receives a multicast packet and
forwards it to the GGSN that has registered to receive the multicast traffic. Then, the
GGSN receives the multicast packet and by querying its routing list, it determines
which SGSCs in its service area have multicast users residing in their respective ser-
vice areas. In Fig. 3, the GGSN duplicates the packet and forwards it to the SGSN1
and the SGSN2.

After both destination SGSNs have received the multicast packet and having que-
ried their routing list, they determine which RNCs must receive the multicast packet.
The destination RNCs receive the multicast packet and send it to the Node Bs that
have established the appropriate radio bearers for the multicast application. In Fig. 3,
these are Node B2, B3, B5, B7, B8, and B9. The multicast users receive the multicast
packet on the appropriate radio bearers, either by point-to-point channels transmitted
to individual users separately or by point-to-multipoint channels transmitted to all
group members in the cell.

In this approach, each multicast packet is initially transmitted from the BM-SC to
the GGSN. This procedure implies that the first GTP session is created between the
BM-SC and the GGSN. The GGSN forwards exactly one copy of the multicast packet
to each SGSN that serves multicast users. This leads to the creation of one GTP ses-
sion between the GGSN and the SGSN1 and one GTP session between the GGSN and
SGSN2 (Fig. 3). Having received the multicast packets, the SGSN1 forwards exactly
one copy of the multicast packet to the RNCs that serve multicast users, which are the
RNCI1 and the RNC2. In parallel, the SGSN2 forwards the multicast packets to the
RNC3, which is the only RNC, covered by the SGSN2 that serves multicast users.
Regarding the edges between the SGSNs and the RNCs in Fig. 3, the first GTP ses-
sion is created between the SGSN1 and RNCI, the second between the SGSN1 and
RNC2 and the third one between the SGSN2 and RNC3. Finally, the RNCs forward
the multicast packets to those Node Bs that multicast users reside in and have estab-
lished the appropriate radio bearers. Additionally, Fig. 3 shows the exact number of
the GTP sessions created in edges of the network for the multicast scheme.

The analysis presented in the above paragraphs, covers the forwarding of the data
packets between the BM-SC and the Node Bs (Fig. 3). Therefore, the transmission of
the packets over Uu and Iub interfaces may be performed on dedicated (Dedicated
Channel - DCH) or common transport channels (FACH). DCH is a point-to-point
channel and hence, it suffers from the inefficiencies of requiring multiple DCH to
carry common data to a group of users. However, DCH can employ fast closed-loop
power control and soft handover mechanisms to achieve a highly reliable channel. As
presented in [12], point-to-multipoint MBMS data transmission uses the forward
access channel (FACH) with turbo coding and QPSK modulation at a constant trans-
mission power. Multiple services can be configured in a cell, either time multiplexed
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on one FACH or transmitted on separate channels, although in the latter case a single
UE may not be able to receive multiple services. Control information, for example,
available services, neighboring cell information indicating which of the neighboring
cells that transmit the same content and so forth, is transmitted on a separate FACH.

4 Evaluation of the Multicast Scheme

In this section we present an evaluation, in terms of the telecommunication costs, of
the multicast scheme presented in the previous section. We consider a more general
UMTS network topology and different transport channels for the transmission of the
multicast data.

In particular, we consider a subset of a UMTS network consisting of a single
GGSN and Nggsv SGSN nodes connected to the GGSN. Furthermore, each SGSN
manages a number of N,, RAs. Each RA consists of a number of N,,. RNC nodes,
while each RNC node manages a number of N,,, URAs. Finally, each URA consists
of Nyoaer cells. The total number of RNCs and cells are:

NRNC = NSGSN ’ Nm ’ N

N = N ’ Nm ’ Nrm‘ ’

NODEB SGSN

(M
N wa N nodeb (2)

The total transmission cost for packet deliveries is considered as the performance
metric. We make a further distinction between processing costs at nodes and trans-
mission costs on links. Similar to [6] and [2], we assume that there is a cost associated
with each link and each node of the network for the packet deliveries. We apply the
following notations:

Dy, Transmission cost of packet delivery between GGSN and SGSG
Dy, Transmission cost of packet delivery between SGSN and RNC
D, Transmission cost of packet delivery between RNC and Node B
Dpcy Transmission cost of packet delivery over the air with DCHs
Dracu Transmission cost of packet delivery over the air with FACH

De Processing cost of packet delivery at GGSN

Ds Processing cost of packet delivery at SGSN

Dr Processing cost of packet delivery at RNC

Dy Processing cost of packet delivery at Node B

The total number of the multicast UEs in the network is denoted by Nyg. For the
cost analysis, we define the total packets per multicast session as N,. Furthermore,
network operators will typically deploy an IP backbone network between the GGSN,
SGSN and RNC. Therefore, the links between these nodes will consist of more than
one hop. Additionally, the distance between the RNC and Node B consists of a single
hop (I, = 1). In the presented analysis we assume that the distance between GGSN
and SGSN is /,, hops, while the distance between the SGSN and RNC is [, hops.

In multicast, the SGSNs forward a single copy of each multicast packet to those
RNCs serve multicast users. After the correct multicast packet reception at the RNCs
the RNCs forward the multicast packets to those Node Bs that have established the
appropriate radio bearers via Dedicated or Common Transport Channels. The total
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cost for the multicast scheme is derived from the following equation where nggsy,
nrne, Mvopes represent the number of SGSNs, RNCs, Node Bs respectively, that serve
multicast users.

Ms = |:pg +nSGSN (ng + D, ) +nRNC (D.n- + pr)+nN()l)EB P, + X]Np (3)
X = opes Nug Dy + Dpeyy - Nyg»if - channel = DCH 4
Nyopes 'Drb + DFACH 'nNODEBvlf channel = FACH @

The parameter X represents the multicast cost for the transmission of the multicast
data over the Iub and Uu interfaces. This cost of the multicast scheme depends mainly
on the distribution of the multicast group within the UMTS network and secondly on
the transport channel that is used. In cells that the multicast users’ density is high, the
use of common channels such as FACH is preferable to the use of a DCH since the
latter is reserved only for a single user.

An issue that should be noticed regarding the eqn(4) is that the first term in each of
the two legs of the eqn(4) represents the packet delivery cost over the Iub interface
which depends on the radio bearer used for the transmission of the data over the Iub.
In case we use the FACH as transport channel each multicast packet send once over
the Tub interface and then the packet is transmitted to the UEs that served by the cor-
responding Node B. However, in case we use DCHs for the transmission of the multi-
cast packets over the Iub each packet is replicated over the Tub as many times as the
number of multicast users that the corresponding Node B serves.

5 Results

Having analyzed the costs of the multicast scheme, we try to evaluate the cost in func-
tion of a number of parameters. The first parameter is the number of the total packets
per multicast session (,) and the second one is the number of the multicast users
(Nyg). We assume a more general network configuration than that illustrated in Fig. 3,
with Nggsy =10, N,, =10, N,,,. =5, N, =5 and N, 4., =5. As we can observe from the
equations in the previous section, the cost of the scheme depends on a number of
other parameters. Thus, we have to estimate the value of these parameters appropri-
ately, taking into consideration the relations between them. The chosen values of the
parameters are presented in Table 1.

Table 1. Chosen parameters’ values

Dy Dy, Dy p,  ps Pr__Pb Dpen Dracn Ly Ly 1y
36 18 6 1 1 1 1 3 5 6 3 1

The packet transmission cost (D,,) in any segment of the UMTS network is propor-
tional to the number hops between the edge nodes of this network segment. This
means that Dy, = 4 [, ,.D,, = A [, and Dy, = 4 [, For the cost analysis and without loss
of generality, we assume that the distance between the GGSN and SGSN is 6 hops

(l,s = 6), while the distance between SGSN and RNC is 3 hops ([, = 3).
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In our analysis, the values for the transmission costs of the packet delivery over the
air with each of the two transport channels are different. More specifically, the trans-
mission cost over the air with Dedicated Channels (Dpcy=3), is smaller than the cost
of the packet delivery over the air with FACH (Dgscy=5). The main difference be-
tween the Dedicated and Common resources is that FACH does not allow the use of
fast power control. In particular, as presented in [13] the MBMS service can take
significant portion of the sector power if FACH is used to carry the MBMS traffic. As
a Common Channel (FACH) needs to be received by all the UEs in the cell, also those
near the cell’s border, it requires more radio resources (power) than a DCH.

In order to calculate the number of the UMTS nodes that serve multicast users, we
define the following probabilities:

Psgsn: The probability that an SGSN serve multicast users

The probability that an RNC (served by an SGSN with multicast users),
serves multicast users

The probability that a Nobe B (served by an RNC with multicast users),
serves multicast users

Pryc:
Pyopes:

For the cost analysis, we assume that Psgsy=0.4, Pryc=0.3 and Pyoprs=0.4. Conse-
quently, the number of the SGSNs, the RNCs and the Node Bs that serve multicast
users is derived from the following equations:

nSGSN = NSGSN ’ PSGSN = 4 (5)
nRNC = NRNC ’ PSGSN ’ PRNC = 60 (6)
nNOI)ER = NNORER ’ PSGSN ’ PRNC ’ PN()DER = 600 (7)

Fig. 5 presents the cost of the multicast scheme in function of the N, for different
transport channels (DCH and FACH) used for the transmission of the multicast data
over the air. The y-axis presents the total cost of the multicast scheme, while the x-
axis shows the total packets per multicast session.

Regarding the use of DCHs, in Fig. 5, we have calculated the costs for three differ-
ent values of the number of multicast users. Fig. 5 indicates that the multicast cost
increases rapidly when the amount of the multicast data increases. Furthermore, for a
given N, the multicast cost increases as the members of the multicast group increase.
This is because the greater the number of multicast users is, the greater the number of
DCHs needed for the transmission of the multicast data over the air and finally the
greater the multicast cost is according to eqn (3) and eqn (4). Additionally, eqn (3)
shows that in case we use FACH for the transmission of the multicast data over the
air, the cost of the multicast scheme depends only on the number of packets per mul-
ticast session and not on the number of multicast users. This can be shown in Fig. 5
where we can observe that the greater the N, is, the greater the multicast cost
becomes.

Another interesting observation that comes out from Fig.5 is that for small num-
bers of multicast users the use of DCHs is preferable to the FACHs. One of the key
assumptions in MBMS is that if the number of UEs within a cell using a particular
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MBMS service is high enough, it will be advantageous to broadcast the MBMS data
stream over the whole cell. If the number of UEs is low, serving each UE through
DCHs means might be more efficient. A reasonable threshold for switching from
point to point radio bearers to point to multipoint radio bearers in the multicast case is
the number of 7-15 active MBMS users per cell [14].

——Nue=600 (DCH)
= : ——Nue=2000 (DCH) []
—=—Nue=6000 (DCH)
sl ; ——(FACH)

H ; ; | | H
500 1000 1500 2000 2500 3000 3500 4000
Number of packets per multicast session (Np)

Fig. 5. Cost of the multicast scheme against Np for different transport channels

Furthermore, we try to estimate the cost of the multicast scheme in function of the
Nyg (Fig. 6). As we observe, three different values of the number of the total packets
per multicast session (N,) have been calculated. Fig. 6a presents the cost of the multi-
cast scheme against Ny in case we use FACH for the transmission of the multicast
data over the air. According to Fig. 6a, the cost of the multicast scheme is independ-
ent from the number of multicast users in case we use FACH for the transmission of
the multicast data over the air. The cost of the multicast scheme in this case depends
mainly on the number of Node Bs that serve multicast users. Only one FACH per cell
is established and it is capable of supporting a great number of multicast users in this
cell. Regarding the multicast cost against Ny in case of the DCHs, the relation be-
tween them is predictable, since the greater the number of the multicast UEs is, the
greater the cost becomes (Fig. 6b).

s B/f“//
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——Np=500
—*—Np=3000

——Np=50
——Np=500 4
—=—Np=3000

Cost of the
for transmi

500 2000 2500 ] 500 2000 2500

1000 1500 1000 1500
Number of the multicast users (Nue) Number of the multicast users (Nue)

a) b)

Fig. 6. Costs of the multicast scheme against Ny using different transport channels
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Fig. 7 indicates that with multicast, the total transmission cost if we use common
channels such as FACH is lower than the cost if we use DCHs. More specifically, Fig.
7a presents the costs of the multicast scheme in function of the N, (for Nyz=2000)
using different transport channels, while Fig. 7b presents the costs of the multicast
scheme in function of the Ny (for N,=3000) using different transport channels.
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Fig. 7. Costs of the multicast scheme against N, and Ny using different transport channels

Another interesting parameter is the Pyopgp, Which is the probability that a Node B,
served by an RNC with multicast users, serves multicast users. Obviously, this prob-
ability takes values from 0 to 1. In case that Pyppgp converges to zero, the multicast
users are located to a limited number of cells. On the other hand, when the Pyopgp
converges to the value 1, then the multicast users are spread to many cells. Assuming
that Nyg=1500, N,=500, we can calculate the cost for the multicast scheme from the
eqn(3) and eqn(4).

o~
P

Cost of the multicast scheme

-~ v e s o
T i

] 01 02 03 04 05 06 07 08 09
Pnodeb

Fig. 8. Cost of the multicast scheme against Pyopgp for different transport channels

Fig. 8 presents the cost of the multicast scheme in function of Pyppgp for different
transport channels. It is obvious from Fig. 8 that the cost of the multicast scheme is
decreased as Pyopgp converges to zero. This means that the greater the number of
multicast users per cell is, the lower the cost of the multicast scheme is. Furthermore,
regarding the use of different transport channels for the transmission of the multicast
data through the air, the use of FACHs is absolutely preferable to the use of DCHs as
Fig. 8 indicates.
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6 Conclusions and Future Work

In this paper, we have presented a multicast scheme for UMTS and the delivery of the
multicast packets to a group of mobile users and have analyzed the performance of
such a delivery in terms of the telecommunication cost. Considering a general net-
work configuration, we have analyzed the cost of a multicast scheme in function of a
number of parameters. Such parameters are the number of multicast users within the
multicast group, the amount of data sent to the multicast users and finally the density
of the multicast users within the cells. Additionally, we have evaluated the perform-
ance of the multicast scheme considering different transport channels for the trans-
mission of the multicast data over the air. The step that follows this work is to carry
out experiments using the NS-2 simulator.
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Abstract. Many studies have been performed to improve the efficiency of
mobile IP. Hierarchical MIPv6 (HMIPv6) was proposed due to the lack of
MIPv6. The new protocol, that is, Mobility Anchor Point (MAP) receives all
packets in place of Mobile Node (MN) and MAP services are transferred to
Care of Address (CoA) of MN. However, it can affect the whole network owing
to concentration phase of registration occurred in hierarchical MAP structure.
We propose the scheme that selects different MAP according to the traffic
characteristic. The quantitative result and performance analysis presented in this
paper show that our proposal can reduce the cost of location update by 5% and
total cost of MN that moves frequently by 34%.

1 Introduction

It is difficult for Mobile IPv6 (MIPv6) to support nodes with high mobility, because
it is designed for low mobility devices [1, 5]. Adding a new service area, a MN
acquires a new address and informs the home agent (HA) of this new address
through binding update message. The HA is located on its home network which
might be far away from the current location. That is the reason why the connection
setup delay and packet loss occur. Thus it influences end-to-end QoS of real-time
traffic [1, 2].

Hierarchical MIPv6 (HMIPv6) was proposed to solve this problem. MAP is
introduced to improve the binding problem of MIPv6 [3]. It acts as a temporary HA in
the network.

In Fig. 1, we assume that a MN is associated with AR1. MAP will play a role of
temporary HA. ARI1 will be the local access router. The MN receives system
information both from the MAP and from the local router. The MN generates a
Regional Care of Address (RCoA) and an on-Link Care of Address (LCoA). The MN
registers itself on the system using RCoA and LCoA. When lots of MNs are allocated
to a single MAP in a hierarchical Mobile IP network, it might incur significant

* This work was supported by the Korea Research Foundation Grant (KRF-2004-005-D00198).
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signaling overhead and processing overload [4, 7]. To avoid these problems, MNs
should be evenly distributed to all MAPs.

This paper proposes a load balancing scheme for a MAP in a hierarchical
Mobile IP network. The structure of this paper is as follows. In section 2, we
describe the mobility of MN in HMIPv6. Next, in section 3, we explains traffic
characteristic of MN of MAP selection scheme proposed in this paper. In section 4,
we describe the performance evaluation by numerical analysis. Finally, section 5
offers conclusion.

Fig. 1. HMIPv6 network structure

2 Related Works

There are several issues relating MAPs in a hierarchical Mobile IP. The first issue is
which Access Router (AR)s would take roles of MAPs in a hierarchical network
configuration. There are two options: one is to allow any AR in a hierarchical network
to be a MAP and the other is to allow only a subset of ARs to be MAPs.

The second issue is on the load management of MAPs. It depends on the MAP
configuration and the number of MNs. MAPs themselves which are responsible for
mobility control of mobile terminals can be hierarchically configured. A decision
algorithm is required on which MAP takes charge of each terminals. It is the problem
of hierarchical configuration of MAPs and the access mechanism to them.

The third issue is how to relate mobility characteristic of MN to MAP selection.

For efficient mobility management of MNs, MAPs are introduced in HMIPv6.
They act as local HAs. MAPs make it possible to provide better performance while
minimizing modification of MIPv6 [6].

There are two kinds of handovers in HMIPv6 as shown in Fig. 2: micro handover
and macro handover. In Fig. 2 micro handover occurs when a MN in the service area
of AR1 of MAP2 enters the service area of AR3 of MAP2. Both ARI1 and AR3 are
under control of the same MAP2. Therefore the MN’s MAP is not changed.
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When a MN moves from the service area of AR3 of MAP2 to that of AR1 of MAP3,
a macro handover occurs. Its MAP is changed from MAP2 to MAP3. In case of micro
handover, LCoA is changed but RCoA is not. So it needs to send a Binding
Update (BU) message neither to the original HA nor to the Correspondent node (CN).
The MN still sends IP packets to MAP of CN and MAP forwards it to the
correspondent.

However, macro handover accompanies MAP change. Therefore the BU message,
which includes the new RCoA, must be sent to the original HA and the CN. It will
increase handover delay. In this way MN’s mobility has influence on handover
performance and eventually on the configuration and selection of MAPs.

Fig. 2. The basic operation of the HMIPv6

3 MAP Selection Based on the Traffic Characteristic

3.1 MAP Selection by Traffic Characteristic of MN

A MN selects generally a MAP using the MAP option in Router Advertisement (RA)
message received from MAP or AR. We propose a new scheme that Next MAPs
(NMAPs) are predicted to reduce handover delay. The class of communication
service is used as selection criteria for NMAP. The class of communication service is
important to select the MAP. So, we consider the communication service that is used
by MN. If MN uses realtime service, a rapid processing method should be prepared
for realtime traffic processing during handover. Therefore, we should be consider
what is the service using MN now. Also, we must choose MAP that can process
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rapidly the handover if handover is occurred. The traffic characteristics of MN are
divided into realtime traffic such as multimedia traffic or voice traffic and data traffic
such as best effort traffic. The characteristics of traffic are closely related to QoS of
MN and also it should be an important element to choose MAP. It is shown as
Table 1.

Table 1. Traffic characteristic of MN

traffic characteristic type

realtime traffic streaming data traffic such as video or voice data traffic
Non-realtime traffic| data traffic such as best effort traffic

Handover delay is more affected by handover between MAPs than handover
between ARs because realtime traffic is susceptible to handover delay. When MN
moves to another area, MN sends BU (Binding Update) message. BU requires
approximately 1.5 round trip times between the MN and each CN. In addition, one
round-trip time is needed to update the HA; this can be done simultaneously while
updating CNs. These round trip delays will disrupt active connections whenever a
handoff to a new AR is performed. Moreover, in the case of wireless links, such a
solution reduces the number of messages that sent to all CNs and the HA over the air
interface. Accordingly, MAP selection by the distance is very important.

In Fig. 3, shows proposed system model.

Y

IEI Movement

Fig. 3. System model of the proposed scheme
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In this paper, we propose a MAP selection scheme based on the traffic
characteristic. If mobility frequency of MN is high, the speed of MN is very fast.
However, if mobility frequency of MN is low, the speed of MN is slow relatively. As
a result, if MN moves into one cell and cell resident time is short, then we may guess
that MN moves very fast. If cell resident time is long, MN moves slow.

4 Performance Evaluations

4.1 Mobility Model

We assumed that there is hexagonal cellular network architecture, as shown in Fig. 4.
Each MAP domain is assumed to consist of the different number of range rings, D.
Rings of cells surround each cell as shown in Fig.4 [8]. Each ring d (d>=0) is
composed of 6d cells. The innermost cell “0” is called the center cell. The cells
labeled by 1 form the first ring around cell “0”, the cells labeled by 2 form the second
ring around cell 0 and so forth. The number of cells N (D) is calculated using the
following equation:

0 0
020302030
020209090
o200 020!
o20%0%0%0!
oSole20
2:513:S

Fig. 4. Left is Hexagonal Cellular Network Architecture (d=8) and Right is Hexagonal Cellular
Network Architecture (d=4)

N(D)=1+6.§D:d=1+3-1)-(0+1) (1)

=1

Hexagonal Cellular Network Architecture (d=8) of Figure 4 shows the proposed
hexagonal cellular network architecture of traffic characteristics.

The random-walk model is appropriate for pedestrian movements where mobility
is generally confined to a limited geographical area such as residential and business
buildings in the respect of user mobility model [9].

We consider the two-dimensional model used in Markov chain model in the
respect of user mobility model [9]. In this model, the next position of an MN is equal
to the previous position plus a random variable whose value is drawn independently
from an arbitrary distribution. In addition, an MN moves to another cell area with a



30 W. Park, J. Choi, and B. Kim

probability of 1-q and remains in the current cell with probability, q. If an MN is
located in a cell of ring d (d>0), the probability that a movement will result in an
increase (p+(d)) or decrease(p-(d)) in distance from the center cell is given by

prdy = 244 and  p-(gy- 241
6d 6d

2

We define the state k of a Markov chain as the distance between the current cell of
the MN and the center cell. This state is equivalent to the index of a ring in which the
MN is located. As a result, the MN is said to be in state k if it is currently residing in

ring d. The transition probabilities &, ,,, and ,B 4.4-1 represent the probabilities

of the distance of the MN from the center cell increasing or decreasing, respectively.
They are given as follow:

_ (1-q) if d=0
“r = a-gqpr@)  if 1<d<D ()
Biaa=U-@p @  if 1Sd<D @

where q is the probability that an MN stays in the current cell.

We denote pyp as the steady-state probability of state d within a MAP domain
consisting of D range rings. As Eq.(3) and Eq.(4), Pyp can be expressed in terms of
the steady state probability Pyp as follows:

d-1 o (%)
YL for 1<d<D

Pd,D = PO,d
i=0 :Bm,i

D
With the requirement z Pd’ p =1, Pypcan be expressed by
d=0

1 (6)

Hl Qi

d=1 i=0 ﬂi+],i

1+

Ms

where &, ,;,, and ,B 4.4-1 are obtained from Eq.(3) and Eq.(4)
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4.2 Cost Functions

In order to analyze the performance of wireless/mobile networks, the total cost,
consisting of location update cost and paging cost, should be considered. However,
since HMIPv6 [3] does not support paging functions, we divide the total cost into
location update cost and packet delivery cost. In proposed scheme, we divide total
cost into new location update and packet delivery cost. The location update cost, new
location update and the packet delivery cost are denoted by Ciocations Crew-locations and
Chpacker» Tespectively. Then, the total cost of HMIPv6 (Cyy,) and proposed scheme
(Chew-total) €an be obtained as follows:

Ctoral = Clocation + Cpacker (7)

C

new—total Cnew—locarion + Cpacket (8)

4.2.1 Location Update Cost

When a MN moves into a new MAP domain, it needs to configure two CoAs: an
RCoA on the MAP’s link and an on-link CoA(LCoA). In HMIPv6, an MN performs
two types of binding update procedures: the global binding update and the local
binding update. In global binding update, an MN registers its RCoA with the CNs and
the HA. On the other hand, if an MN changes its current address within a local MAP
domain, it only needs to register to this registration. C, , C,ey., and C; denote the
signaling costs in the global binding update, the global binding update of proposed
scheme and the local binding update, respectively. In the IP networks, the signaling
cost is proportional to the distance between two network entities. C, , Cyen-y, and C,
can be obtained from the below equations.

C,=2(k-f+7-(b+e)+2-Ny (k- f+7-(b+0)) ©)]
+PC,, + N -PC +PC,,,

Crw ¢ =2 (k-f+7-(D+e')+2-Ngy (k- f+7-(b+c)) (10)

new

+PC, + N, -PC, +PC,,,

C,=2-(k-f+7-¢")+ PC,,, (11)

Here t and k are the unit transmission costs in a wired and a wireless link,
respectively. PCya, PCcony and PCyap are the processing costs for binding update
procedures at the HA, the CN and the MAP, respectively. Letb, b’, c, e, ¢’ and f be
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the hop distance between nodes. Ncy denotes the number of CNs which are
communicating with the MN.

HMIPvV6 is an enhanced Mobile IPv6 to minimize the signaling cost using a local
agent called MAP. The MAP can be located at any level in a hierarchical network of
routers, including the AR. The MAP in HMIPv6 treats the mobility management
inside a domain. Thus, when a MN moves around the sub-networks within a single
domain, the MN sends a BU message only to the current MAP. In proposed scheme,
we reduce the probability of the global binding update.

In terms of the random walk mobility model, the probability that a MN performs a
global binding update is as follows:

12)

PD,D Oy g

Specifically, if a MN is located in range ring D, the boundary ring of a MAP
domain is composed of D range rings, and performs a movement from range ring D to
range ring D+1. The MN then performs the global binding update procedure. In other
cases, except this movement, the MN only performs a local binding update procedure.
Hence, the location update cost of normal and proposed scheme per unit time can be
expressed as follows:

:PD,D'aD.DH'Cg+(1_PD,D'aD‘D+])'CI (13)
location T
C _ Pn,D " opa .Cnewfg +(1_P0‘n 'aD‘D+l)'CI (14)
new —location -
T

where T is the average cell residence time.

4.2.2 Packet Delivery Cost
The packet delivery cost, Cpycker, in HMIPV6 can then be calculated as follows:

Coscker = Comar ¥ Cpy + Coyy (15)

In Eq(15), Cyap and Cya denote the processing costs for packet delivery at the
MAP and the HA, respectively. Ccnmn denotes the packet transmission cost from the
CN to the MN.

In HMIPv6, a MAP maintains a mapping table for translation between RCoA and
LCoA. The mapping table is similar to that of the HA, and it is used to track the
current locations (LCoA) of the MNs. All packets directed to the MN will be received
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by the MAP and tunneled to the MN’s LCoA using the mapping table. Therefore, the
lookup time required for the mapping table also needs to be considered. Specifically,
when a packet arrives at the MAP, the MAP selects the current LCoA of the
destination MN from the mapping table and the packet is then routed to the MN.
Therefore, the processing cost at the MAP is divided into the lookup cost ( Cigoxp) and
the routing cost (Cyouing)- The lookup cost is proportional to the size of the mapping
table. The size of the mapping table is proportional to the number of MNs located in
the coverage of a MAP domain [10]. On the other hand, the routing cost is
proportional to the logarithm of the number of ARs belonging to a particular MAP
domain [4]. Therefore, the processing cost at the MAP can be expressed as Eq. (17).

In Eq.(17), ﬂs denotes the session arrival rate and S denotes the average session size

in the unit of packet.a and [3 are the weighting factors. Let Ny be the total number
of users located in a MAP domain. This paper assumes that the average number of
users located in the coverage of an AR is K. Therefore, the total number of users can
be obtained using Eq. (16).

Ny =Nz XK (16)

Cosr =4, S (Cppr +C

lookup

routing ) (17)
=A1,-S-(aN,, + Blog( N ;)

In MIPv6, the route optimization is used to resolve the triangular routing problem.
Therefore, the only first packet of a session transits the HA to detect whether an MN
moves into foreign networks or not. Subsequently, all successive packets of the
session are directly routed to the MN. The processing cost at the HA can be calculated
as follows:

Cin =45 Oy, (18)

where O refers to a unit packet processing cost at the HA.

Since HMIPv6 supports the route optimization, the transmission cost in HMIPv6
can be obtained using Eq. (19). As mentioned before, T and k denote the unit
transmission costs in a wired and a wireless link, respectively.

Covy =T A, -(S=D-(c+e)+(a+b+e)+k-A, -S (19)
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S Numerical Results
In this section, we provide some numerical evaluation to demonstrate the performance

of proposed scheme as compared with normal HMIPv6. The parameter values for the
analysis were referenced from [10], [11] and [12]. They are shown in Table 2.

Table 2. Numerical simulation parameter for performance analysis

parameter value parameter value parameter value
a 0.1 a 6 b’ 3
,B 0.2 b 6 e’ 4
7/ 005 C 4 NCN 2
0, 20 d 1 PCya 24
T 1 e 2 PCyiap 12
k f 1 PCcn 6

Fig 5 shows the variation in the location update cost as the average cell residence
time is changed in the random-walk model. The location updates cost becomes less as
the average cell residence time increases. In a comparison of proposed scheme with
HMIPv6, proposed scheme reduces the location update cost by 5% approximately.

25

—— existing method ---x--- proposed method

Location Update Cost

1 2 3 4 5 6 7 8 9 10
Average Cell Residence Time

Fig. 5. Location update cost as function of average cell residence time of MN

Fig 6 shows the total cost of average cell residence time in random-walk model.
When the average cell residence time of MN is below 5 seconds, in the other
words, MN moves frequently, MN is superior in respect of transmission ability of
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Fig. 6. Total cost as function of average cell residence time of MN

realtime traffic. As a result, if the cell residence time of MN is below 5 seconds,
proposed method is preferred. However, if the cell residence time of MN is over 5
seconds, conventional method is preferred.

6 Conclusion

The MAP, which is proposed in HMIPv6, is proposed for mobility management of
MNs. But, the connection requests are concentrated to the upper level MAPs. The
concentration on specific MAP cannot guarantee the stable service for handover
transaction according to overload and the failure on the selection of specific MAP
leads to additional handover delay. Therefore, this paper proposed a scheme, which
prevents concentration to the specific MAP by distributing connection requests to
various MAPs based on the characteristic of mobile devices.

The proposed scheme reduces the location update cost by 5% and the total cost by
34% approximately.
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Abstract. One of the most important challenges in cellular networks is
to utilize the scarce spectrum allocated to the network in the most effi-
cient way. If the channels are statically allocated to the cells, when a large
number of mobile hosts move to the cell, that cell may run out of chan-
nels resulting in a high call incompletion rate. To overcome this problem,
dynamic channel allocation schemes have been proposed. Among these
schemes, distributed dynamic channel allocation approaches resulted in
good performance results. Nevertheless, distributed allocation schemes
must address the problem of efficient co-channel interference avoidance
and reducing messaging overhead issues. In this paper, we introduced
a new distributed channel allocation scheme namely the DonorList ap-
proach, which decreases the amount of messages required per channel
allocation while efficiently handling the co-channel interference problem.
We also demonstrate the performance results obtained after extensive
simulation studies. The results show that the proposed algorithm out-
performs the other algorithms recently proposed in the literature.

1 Introduction

In cellular wireless networks a mobile host(MH) can communicate with another
MH anytime from anywhere with the help of base stations[I]. The area covered
by the cellular network is divided into smaller regions called cells. Each cell is
controlled by a base station and a MH communicates with its base station via
a wireless link. All base stations in the cellular network can communicate with
each other by using a wired network that connects every base station to the
mobile switching center(MSC) of the cellular network[2].

A cellular system can use channels either as control channels, which carry
control information like call setup data or as communication channels which
carry the user data. In this paper, unless specified otherwise, the term ”channel”
will be referring to a ”communication channel”.

When a call arrives at a cell, the base station should allocate a communication
channel to support the incoming call. This process is known as the channel
allocation process. If the base station fails to support the call, the call is said to
be blocked or dropped. The most basic channel allocation scheme is known as

P. Cuenca and L. Orozco-Barbosa (Eds.): PWC 2006, LNCS 4217, pp. 37-3] 2006.
© IFIP International Federation for Information Processing 2006
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the fixed channel allocation scheme (FCA), where each cell is preallocated with
a fixed number of channels and the number of channels cannot vary depending
on the system load [3]. In a FCA system, when a large number of mobile hosts
move to the cell, that cell may run out of channels resulting in a high call
incompletion rate. Since channels are very scarce resources, a channel allocation
algorithm should not only assign a channel to a call but also must care about
the channel usage efficiency by trying to increase the channel reuse [4]. For this
purpose, dynamic channel allocation (DCA) schemes have been proposed [4],[5].

1.1 Dynamic Channel Allocation Schemes

In DCA schemes, unlike FCA, the number of channels allocated to each cell
may vary depending on the needs of the cells. In a DCA scheme, a cell that
has used all its nominal channels can borrow free channels from its neighboring
cells(donors) to accommodate incoming calls. Additionally, the DCA schemes
may be designed to rely on a pre-allocation of channels to the cells, which is
also known as the resource planning or without any pre-allocation of channels
to the cells. The DCA schemes can be classified as centralized dynamic chan-
nel allocation (C-DCA) schemes and distributed dynamic channel allocation
(D-DCA) schemes.

In C-DCA schemes, only the MSC has access to the channel allocation in-
formation of the cells. In this approach, if a cell runs out of channels, the
MSC is responsible for allocating new channels to the cell. In C-DCA schemes,
the MSC is a single point of failure since it is the only unit which can assign
channels to the cells and furthermore C-DCA schemes are not very scalable
since the MSC can become a bottleneck under very heavy traffic conditions.
To overcome these drawbacks, several D-DCA schemes have been proposed
161, [7], 18], [, [10], [11], [12].

In a D-DCA scheme, there is no central controller like the MSC but instead
every base station shares the responsibility to allocate channels (base stations
import/export or borrow/lend channels to/from each other, depending on their
own local channel usage information of the other cells). In the D-DCA schemes,
if a cell needs to borrow/import a channel, it consults its neighbors by send-
ing and receiving messages, and they negotiate together to ensure that no co-
channel interference will occur when a channel(s) will be supplied to the cell in
need.

In this paper, we propose a new D-DCA scheme based on resource planning.
The main drawback of the previously proposed D-DCA algorithms is the high
messaging overhead per channel allocation. The proposed algorithm employs a
donor list, which is a list of import candidate channels and cells, to decrease the
messaging complexity and to further improve the call completion probabilities
compared to the D-DCA algorithms currently found in the literature. Also, the
proposed algorithm is based on an import/export relation rather than a bor-
row/lend relation, where a cell gains the full control of the imported channels,
and can export them to other cells.
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The rest of this paper is organized as follows. In section 2, the system infrastruc-
ture is presented. In section 3, the proposed DonorList algorithm is explained in
detail and in section 4 the performance evaluation and the simulation results of the
algorithm are presented. Finally, in section 5, we present our conclusions.

2 System Model

The cellular system that is used to realize the DonorList algorithm contains 144
hexagonal cells, which are organized in a form of 12x12 grid. In the infrastructure
of the employed cellular network, the 144 cells are partitioned into 7 reuse groups
such that the cells in the same reuse group are apart from each other by at least
a minimum distance defined by D, in equation ({II), where N is the cluster size
which is the number of cells in a reuse group[2]. Each cell in the system, except
the ones situated at the borders, has 6 neighbors.

Dmin =V 3x N (1)

In Fig. [ it can be seen that, the cells belonging to the same reuse group
are labeled with a unique Group ID using the letters {A,B,C,D,E,F,}, and
each cell is also labeled with a unique Cell ID using the integers ranging from
{1..144}. The total channel spectrum belonging to the whole cellular system
contains S = 280 channels [12]. Each channel is assigned a unique Channel ID
ranging from 1 to 280. Initially each cell is assigned 40 channels by using the
resource planning scheme explained in the next subsection.

Fig. 1. Cellular System Layout
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2.1 Resource Planning

Resource planning that will be used by the proposed DonorList algorithm is as
follows:

— Partition the whole spectrum of channels(i.e. 280 channels) into 7 disjoint
subsets and name them as P1..P7.

— Uniquely assign a channel group to each of the cell groups (A,B,C,D,EF,G)
such that the channels in P1 will only belong to the cells in group-A, channels
in P2 will only belong to the cells in group-B and so on.

— Prioritize the channels in each cell in such a way that the smaller Channel ID
will have a high priority and greater Channel ID will have a lower priority.

— The interference neighbors of a cell C;, denoted as I N; is defined as set of
cells which have a distance smaller than the D,,;, from cell C;. For example
in Fig. [ the I Ns5 set of the cell Cs5 contains the cells 31, 32, 33, 42, 43,
44, 45, 53, 54, 56, 57, 65, 66, 67, 68, 77, 78, 79.

IN; = {C’ﬂdistance(C’i,Cj) < szn} (2)

— A cell C; can import channels only from its interference neighbors, provided
that the same channel is not used within the interference distance of C;.

— A base station assigns high priority channels to the incoming calls (i.e. new
and handoff calls) and tries to export the lower priority channels for incoming
channel import requests from other cells.

3 The Proposed DonorList Algorithm

In the cellular system described above, the proposed DonorList algorithm is ex-
ecuted separately by each cell. Each cell employs a channel usage threshold (C})
which is used to warn a cell about its remaining number of available channels.
Let us define the channel usage ratio of a cell C; (CU;) as the ratio of the number
of busy channels of C; to the number of the available channels of C;, which is
given in equation ([B)). When CU;, raises above C, C; queries the cells in its IV;,
and collects information about which channels can be imported and forms a list
called the donor list.
number_of _busy_channels_of _C;

CU; = (3)

number_of _total_channels_of_C;

When the cell C; runs out of available channels, it consults its donor list and
asks for channel(s) starting from the cell(s) placed at the top of the list. If those
cells can still export the channel to the cell C;, they send their corresponding
confirmations. If all these cells agree to export the channel to C;, the exporter
cells deallocate the exported channel to make sure that no co-channel interference
will occur. If a suitable channel cannot be found at the first row of the donor
list, the cell C; moves to the next row in the list and repeats the process. If the
cell C; queries all the cells in the donor list and cannot find a channel to import,
it drops the call.
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By the addition of the DonorList idea, the cells which need to import a chan-
nel, send request messages only during the donor list formation, and then they
only need to send messages to the cells listed in the donor list. In this way, the
algorithm tries to reduce the total number of messages required per successful
allocation.

The proposed algorithm is composed of five modules which are: The incoming
call module, receive acquire message module, receive confirm message module,
build donor list module and the intrahandoff module.

3.1 The Incoming Call Module

Fig. 2 below shows the flowchart for processing an incoming call. When a call
arrives at Cj, if the cell contains at least one available channel, it allocates the
channel to the call immediately. After a channel is allocated to a call, the cell
checks if its CU; ratio is higher than the threshold C;. If C'U; is higher than the
C}, the cell sends request messages to all the cells in its IN; and updates its
donor list.

If no channels are available, then the cell checks if there is at least one entry in
its donor list. If the donor list is not empty, the cell sends an acquire message with
the format acquire(msgid,tocell,callid,fromcell,requestedchannelid,timestamp)
to each cell which currently own the requested channel listed in the donor list
entry and removes the entry from the donor list. Also, the cell inserts the call
information to a list called the waiting calls list. However, if the donor list is
empty, the cell blocks or drops the call.

Alocate the first avsilable
highest priciity chanmnel

Iz there at leas
one eniry in the
Donorlist

Batthe
donor_list_buli_time
of the Donoil kst
* Buid the Stop
‘ Send an acquire message to each DonorList

cell holding the reguested channel

‘ hove the Donorlist pointer to the top

Record the cells to which an acquie
message was sent

NO

‘ Remove the entry from the DonorList ‘

‘ Add the call 1o the waiting_calls_Est ‘

Wait for confirm messages

Fig. 2. Incoming Call Module
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If the received signal signal strength(RSS) of a call drops below a predefined
value RSScqge , the RSS values received from the neighbor cells are calculated
and the call is transferred to the control of the base station which provides the
maximum RSS. This process is known as the handoff process. When a handoff
occurs the handoff call is transferred to the new basestation as an incoming call
and the new base station tries to allocate a channel to this incoming call.

3.2 Receive Acquire Message Module

When a cell receives an acquire message, it uses the algorithm given in Fig. [3 to
process the message. So, when cell C; receives an acquire message, first it checks
if it has any waiting calls. If it has, the received acquire message is inserted into a
queue, named as the acquire queue. If the waiting calls list of C; is empty and the
acquire queue is empty, then the acquire message is replied with a confirm ”ok”
message confirming that the requested channel is available or with a confirm
"not ok” message informing the requesting cell that the requested channel is
busy.

If there are queued acquire messages, the new acquire message is inserted into
the acquire queue and all the messages in the queue are replied in the ascending
order of their timestamps with corresponding confirm ”ok” or confirm ”not ok”
messages. In any case, if the cell sends a confirm ”ok” message, it immediately
marks the requested channel as reserved.

Abtuins Message is mosvad

Insar the acquire messags
s {he aoquine quave

Inserlihe acquie message
irdo (he Boquie queue

I the langth o the
Bouing quae >0

Send confm_ok
message

Mk (he racuestad
ehannel a5 resarvad

Fig. 3. Receive Acquire Module

3.3 Receive Confirm Message Module

The details of the processing of a received confirm message are shown in Fig. [l If
cell C; receives confirm ”ok” messages from all the cells which own the requested
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Fig. 4. Receive Confirm Module

channel, it imports the requested channel and sends a release message to each
owner cell so that the cells which currently own the channel can remove the
requested channel from their channel sets. Also, C; removes the call from its
waiting calls list.

If any of the owner cells send a confirm "not ok” message, the cell sends keep
messages to the cell(s) which sent confirm ”ok” messages, so that the channels
they marked can be used again as available channels by their owners. Also, the
cell deletes the call from the waiting calls list. Then, the cell runs its send acquire
procedure which is shown in figure 2, so that the next entry in the donor list can
be processed and new acquire messages can be send for another channel import
attempt.

3.4 Intrahandoff Module

The intrahandoff module is triggered whenever a channel is deallocated at a
cell(i.e. after an outgoing handoff, a terminated call or a successful channel im-
port). This module moves the ongoing calls allocated at the low priority channels
to the available high priority channels. In this way, the low priority channels are
tried to be left available for possible import requests. This strategy raises the
chance of finding at least one donorlist entry and so the successful import ratio
of the algorithm.

3.5 Build Donor List Module

Fig. B illustrates the algorithm which builds a donor list. When a build donor
list event is triggered, as explained in the incoming call module, a cell C; sends



44 T. Tulgar and M. Salamah

request(from cell, to cell) messages asking for the channel information of all
the IN; cells. On receiving request message, every cell send the set of its avail-
able(AC) and busy channels(BC) immediately. After all the reply(from cell, to
cell, AC, BC) messages arrive at C;, all the available channels are combined into
a single AC set and all the busy channels are combined into a single BC set.
Then, the candidate channels set are calculated by the set difference of AC and
BC sets. The second set difference of the candidate channels set and the channels
owned by C; gives the real candidates set.

The calculated candidate channels set is then divided into subsets according
to the common cells which own each channel. Each donor list entry is formed by
selecting the channel with the maximum Channel ID and the cells which own the
selected channel for each subset (i.e. an entry is formed for each subset). These
entries is then inserted into the donor list in the order of descending number of
channels in each subset. After insertion, the entries with the same number of
channels are resorted in the order of ascending number of cells.

< On receiving all the reply messages from al interference neighours >

v

‘ Combine all Avaiable chamnel sets of all interference neighbours and form the set ACG ‘
v

‘ CGombine al Bugy channel sets of all interference neighbours and form the set BG ‘
v

‘ Calculate the Candidate Channel Set Candidates = {#C — BC — own_channels} ‘

the channels

v

‘ Inzert the subsets into the Donorlist ‘

v

‘ Sort the eniries in the descending order of number of channels ‘

v

For the entries with the same number of channel g, rezort thcse entries in the
ascending order of number of cwner cell

v

C step D,

Fig. 5. Build Donor List Module

‘ Divide the Candidate set into subsets by looking at the common IM cells which own

3.6 Deadlock Freedom of the Proposed DonorList Algorithm

In the proposed DonorList algorithm each message is timestamped using Lam-
port timestamps [I3]. Also, it is assumed that the wired network connecting the
basestations and the MSC is reliable and no messages will be lost and also the
messages will be received at the cells in the order that they were sent. Based on
these assumptions, request messages coming from different cells can be totally
ordered by their timestamps [12].

Since the timestamps of the messages are known to the cells the message
with the smallest timestamp(highest priority) will always receive the replies it
is waiting for. Also since there is a timer determining how long a cell will wait
for replies, there is no infinite waiting.
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In a D-DCA algorithm, the channels act as the critical shared resource in
the sense that, two or more cells, which are apart from each other closer than
the Dmin, should not access the same channel concurrently. Since the DonorList
Algorithm is ensuring no co-channel interference, the shared resource is not ac-
cessed concurrently. Therefore, with the features explained above, the DonorList
algorithm is deadlock free.

4 Performance Evaluation

The performance of the DonorList algorithm is evaluated by extensive simulation
studies with different C; values and under various loads(see Table[I]). The simu-
lation program is written in Matlab v.6.5 R13[14] and implements the complete
DonorList algorithm.

To evaluate the performance of the algorithm under realistic conditions, non-
uniform traffic was applied. The non-uniform traffic was realized with two cell
states; the normal state and the hot state[I2]. The A values for the given Erlang
Loads are calculated by using the state diagram shown in Fig.[6land equation ().
Mean cell-state change times are given in Table[Il Also, since the messages are
transmitted through the wired network between the base stations, it is assumed
that the message loss is negligible[2].

Fig. 6. Cell State Change State Diagram

Erlang =b/(a+b)x AxT +a/(a+b) *3A*T (4)

When in the normal state, a cell receives new calls with the exponentially
distributed arrival rates A and this arrival rate triples to 3\ when the cell enters
the hot state [9],[I2]. To eliminate the border effect, results were collected from
the inner 121 cells to make sure that the cells that will provide the statistics
have exactly 6 neighbors.

4.1 Message Complexity of the Proposed Algorithm

Let N be the number of cells in IN; of any cell C;. When the cell C; needs to
form its donor list, it sends N number of request and receives N number of reply
messages.

On trying to import channels from the cells in its donor list, it sends k acquire
messages to the cells holding the channel and receives k confirm messages, where
k is the number of cells holding the channel. If the confirm messages are all with
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Table 1. Simulation Parameters

| Parameter Value |
Arrival rate in normal state A
Arrival rate in hot state 3\
Mean call duration (7)) 180 secs.
Probability of cell state change from normal to hot 0.001
Probability of cell state change from hot to normal 0.01
Ct 87%,95%
Erlang Loads 20,25,30,35,40,45,50
Time required to transmt and process a meassage 2 msecs|8],[9]

Table 2. Message Complexities

No of msgs. Overall
Algorithm | per allocation | No. of. msgs.
D-CAT 3N+x 3N+x
DonorList 3dk 2N-+3dk

7ok” the cell C; sends k release messages to the cells which hold the channel,
otherwise it sends k keep messages.

If the cell C; cannot allocate a channel in the first hit, it repeats the above
process d-1 times, where d is the number of accesses to the donor list, until it
finds a channel to export.

So as a total of 2N+3dk messages are exchanged per channel export process.
Table 2] shows the comparison between the message complexities of the D-
CAT[I2] and the proposed algorithm.

4.2 Results

In this section the simulation results, which are illustrated in Figure [ will be
discussed. For most of the results, the 95% confidence level for the measured
data is less than 5% of the sample mean.

The performance results will be studied in terms of call incompletion probabil-
ity, the channel utilization, mean number of messages per channel allocation and
mean channel allocation delay under different traffic loads and various channel
threshold values. Also, the call incompletion probability results will be compared
with another threshold based distributed channel allocation algorithm, named
as D-CAT[12], which proved to have a better call completion performance than
[15],[16],[17].

The Figure [Th shows the call incompletion probability(Pincomp) results and
their comparison with D-CAT. As illustrated in the Figure, as load increases
Pipcomp increases as expected. Under low load (Erlang 20 and 25), both the pro-
posed DonorList algorithm and the D-CAT algorithm produces zero Pjy,comp val-
ues. For loads greater than Erlang 35 (i.e. at heavy load, which is the condition
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Fig. 7. Performance results

under which an algorithm demonstrates its performance strengths and weak-
nesses) and for C; = 87, the proposed DonorList algorithm outperforms D-CAT
by maintaining a Pjy,comp that is 30% lower on the avarage, than that of D-CAT
algorithm.

The channel utilization performance is illustrated in Figure[fb. As seen in the
figure, the utilization increases as load increases too. For C; = 87%, the channel
utilization is always maintained above 70% and it reaches saturation (~ 100%)
at Erlang 50.

The mean number of messages per channel allocation results are shown in
Figure [fkc. As seen in the figure, the mean number of messages per allocation
are always less than 1. Also, as given in table 2 the proposed algorithm never
produces messages higher than 3N, where the D-CAT has 3N+x messages. This
can be easily be proved by the fact that, in the proposed algorithm the value &
can be maximum 3. Also, the simulation results show that the algorithm finds
a channel to import in at most 2 donor list accesses (i.e. the value d can be
maximum 2). Therefore, in the worst case, the maximum number of messages
which will be produced by the proposed algorithm will be 2N+3dk where N=18,
d=2 and k=3, which is equal to 54 messages. On the other hand, the D-CAT will
have a 3N+x messages, which will be equal to 54+x. So, even under the worst
case scenario, the number of messages produced by the proposed DonorList
algorithm is lower than the number of messages produced by the D-CAT.
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Figure[7d represents the mean time spent for each channel allocation. As seen
in the figure, under all load values, the time spent for each channel allocation is
lower than tolerable maximum delay, which is 100msecs[2]. The sudden increase
seen when the system is heavily loaded (Erlang 45 and 50) can be explained as
follows: Under heavy loads, all of the 144 cells will receive incoming calls very
frequently. This causes an importer cell to successfully import a channel after the
second access to the donor list or sometimes to block/drop the call. Therefore,
under high loads, the worst case scenario explained in the previous paragraph
occurs and since the number of massages reach the maximum, the time needed
to send and process the messages increases as well.

Finally, for all the performance metrics discussed above, the proposed algo-
rithm highly depends on the correct choice of the threshold value, Cy. If high
Cy values are selected, the cells will not update their donor lists until a very
high percentage of their channels become busy. This will result in low number
of entries in their donor lists and high Pj;,comp values. Also, since the number of
exporter cells will be low, at high C; values, the number of messages per channel
allocation and the mean channel allocation time will be lower.

On the other hand, at low C; values, the entries in the donor list may become
out of date (i.e. the reported available candidate channels may become busy).

The results show that the recommended C; value for a stable and high-
performance DonorList algorithm is 87%.

5 Conclusion

This paper presented a threshold based distributed channel allocation algorithm
for cellular/wireless networks. The main goal of the study is to provide low
call incompletion probabilities and high utilization and throughput values while
keeping the number of messages for channel import processes as low as possible.
The obtained results from extensive simulation studies prove that the algorithm
succeeded in achieving the mentioned performance goals. Also the results show
that the proposed algorithm overperforms the previously proposed algorithms in
terms of the performance goals stated above. As the future work, adapting the
algorithm for different service types (i.e. voice, video and data) and providing
QoS to these services are being worked on. Also, the performance of the proposed
algorithm under various user mobility conditions is a part of the current phase
of this study.
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Abstract. In recent years there has been an explosive growth on the
use of wireless video communications. Despite much research in this
field, the deployment of effective QoS-aware real-time video services over
wireless channels remains a challenging task. In this paper, we first in-
troduce and describe an overall system architecture capable of offering
true end-to-end QoS guarantees to MPEG-4 video services running over
TDMA/TDD wireless networks. The proposed system architecture is
built by integrating two key system elements: a set of control mecha-
nisms and various error resilient techniques. After reviewing the various
system elements, we evaluate the use of the various mechanisms. We
show the effectiveness of the proposed architecture in terms of various
metrics. Our results show that the video quality as perceived by the end
user can be significantly improved by making use of hierarchical video
coding techniques.

Keywords: TDMA/TDD, WLAN, QoS, Hierarchical Video Coding,
Multimedia Communications, Video Quality.

1 Introduction

In recent years, we have been witnessing an increasing interest in deploying wire-
less video communications. Despite much research in this field, the provisioning
of QoS guarantees to real-time video over wireless channels remains a challenging
task. Two major issues in providing true end-to-end wireless video capabilities
are: mechanisms enabling the provisioning of QoS guarantees and the robustness
of video compression algorithms operating over error-prone environments. From
the point of view of the network, the main challenge when using VBR coded
video is to guarantee the required quality of service (QoS). The deployment of
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proper control mechanisms both within the TDMA /TDD protocol architectures
and the video application are needed to enable the deployment of effective digital
video applications over wireless networks. This is due to the changing demands
on resources, e.g., channel capacity and buffer space, needed for the transport of
the video streams across the network as well as to the wireless channel character-
istics. In order to overcome some of these problems, a set of control mechanisms
have to be introduced into the protocol architecture of video communication
systems.

Regarding the video application, video compression algorithms inherently re-
move redundancies making it more difficult to decode information under error
and loss conditions. Major video coding standards make use of variable length
code words and predictive frame coding aiming to significantly improve efli-
ciency but at the cost of robustness. With variable length coding, packet losses
can cause the decoder to incorrectly determine the length of a codeword lead-
ing to loss of synchronization in the decoding process. Since predictive coding
techniques encode only the differences between frames or macroblocks, losses are
much likely to propagate through the video stream thus degrading video quality.
The effects of a packet loss will persist until non-predictively coded information
occurs in the stream. In this work, we then show how error resilience techniques
used in video compression algorithms can be used to improve the video quality.
We argue that the final video quality perceived by the user can be significantly
improved by the inclusion of hierarchical video coding techniques by sending the
data into two separate streams. This allows the application to request various
QoS guarantees from the video service, i.e., enabling the transmission of more
sensitive data via a more reliable service.

We evaluate the effectiveness of our proposals in terms of the following metrics:
network throughput, overhead, jitter, fairness and packet losses. A distinctive
feature of our study is that we also validate the effectiveness of our proposed
schemes by quantitatively evaluating the video quality as perceived by the end
user.

The article is organized as follows. Section ] provides a short overview of
the operation of TDMA/TDD networks and describe a complete set of QoS
mechanisms introduced in one of our previous work [I]. These mechanisms aim
to provide the QoS guarantees required by time constrained applications when
coexisting with other services. Section [B] describes techniques included in the
MPEG-4 standard to increase robustness into the encoded video streams. A
description of a hierarchical video coding technique for MPEG-4 is shown in this
section. The results of our performance evaluation study are given in Section [l
Finally, Section [0l concludes the paper.

2 TDMA/TDD QoS-Aware Mechanisms

2.1 Principles of TDMA /TDD Networks

In a TDMA/TDD network the communications between all components of the
networks is organized in frames. In each frame, the Base Station (BS) allocates
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the time slots in response to the previous Subscriber Station (SS) requests. In
this way, each SS has to request the required resources from the BS by issuing
a Resource Request (RR) message, while the BS informs the SS of the positive
outcome by using a Resource Grant (RG) message.

A normal TDMA /TDD frame is divided into four fundamental phases:

Broadcast phase: this phase is used to carry out the overall frame control
information. It contains the configuration parameters of the downlink and
uplink phases, such as the positions and number of resources allocated to
each active connection in each transmission phase. It is in this map that a
control messages is typically included to convey the outcome of a successful
resource request, i.e., a resource grant (RG) message.

Downlink phase: it is the portion of frame which carries user data and control
connections messages from the BS to the SS’s.

Uplink phase: similar to the downlink phase, this phase is formed by the user
data and control messages associated to the uplink connections.

Random Access phase: it is a portion of the frame which can be accessed by
all SS’s using a contention process. This phase could be used by stations
which have not been granted resources in the current frame to place their
resource requests.

2.2 Resource Request Mechanisms

In one of our previous works [I], we have specified the following four different
resource request mechanisms taking into account the QoS requirements of various
types of applications:

Type 1: This mechanism is based on a contract. The contract is established
after negotiation between an SS and the BS, at setup time. During this initial
negotiation, the amount of resources to be granted to the SS are set. This
type of resource request mechanism is suitable for applications characterized
by a constant bit rate, such as, CBR-encoded voice services.

Type 2: Under this second type, the resource request mechanism is initiated by
the BS through a polling mechanism. The BS polls the SS at the beginning of
the connection allowing the SS to request the amount of resources it requires.
The BS then polls once again the SS after having fulfilled the previous request
or after a given time interval from the previous poll, whenever happens first.
The length of the interval between polls should be set accordingly to the
needs of the application.

Type 3: Under this request mechanism, the SS has to request its resources
by sending a message using a contention process. Once having finished the
allocation of the resources required by the SS, the BS, similarly to the Type
2 mechanism, polls the SS.

Type 4: The main difference between this type with respect to the Type 3
request mechanism comes from the fact that regardless of the activity of the
connection, the SS has to go through a contention process in order to place
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Fig. 1. Bandwidth allocation scheme operation

its resource request. In particular, different to the previous type, Type 3,
once the BS has finished fulfilling the SS requirement, the SS has to go once
again through a contention cycle to place its request.

2.3 Bandwidth Allocation Schemes

The BS has as one of its main duties the implementation of the actual bandwidth
allocation scheme. Since there is one message in the broadcast phase per each
connection, the amount of overhead introduced into the frame will heavily de-
pend on the way the resources are assigned to the various connections. However,
this allocation should not penalize the ability of providing the QoS requirements
to the various applications.

These two factors: the amount of overhead introduced for the mechanism to
operate and the traffic differentiation capabilities were studied by us in [2]. In
that study, we introduced a novel scheme addressing these two issues, namely,
the Minimum Overhead Round Robin (MORR) scheme. The main aim of the
MORR scheme is to limit the amount of overhead to be introduced in the frame
by contiguously allocating the channels to a given connection. The mode of
operation of the MORR mechanisms is depicted in Figure[Il where (t;) denotes
the arrival time of the requests, and a queue is assigned to each one of the active
connections. For the purpose of this work, we will further enhance this scheme
by integrating a two-level priority policy at each queue. This policy should be
particularly useful when dealing with hierarchical encoded video streams.

3 MPEG-4 Error Resilience Tools

As already stated, the fact that the MPEG-4 video coding scheme uses compres-
sion techniques makes any MPEG-4 based video communications application
very vulnerable to packet losses. In the absence of any error propagation control
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mechanism, the loss of each unit of information may cause the loss of information
up to the next synchronization point, e.g., Video Object Plane-VOP headers. In
other words, a packet loss in the coded video bit-stream will result on the loss
of all the macroblocks that follow up to the end of the current VOP. This phe-
nomenon is known as spatial impairment propagation. Furthermore, due to the
predictive nature of the MPEG-4 algorithm, when errors or losses occur in an
I or P-VOP, the VOPs encoded using as reference the affected I or P-VOP will
not be properly decoded. The losses will propagate until the next intra-coded
VOP; this is referred to as temporal impairment propagation.

To address these issues the MPEG-4 video standard defines a set of special er-
ror resilience tools [3]. The standard supports flexible re-synchronization markers
and data partitioning features to separate motion and header information from
texture information and reversible variable length coding.

3.1 Video Packet Resynchronization (VP)

Video packet resynchronization is an approach aiming to reduce the spatial prop-
agation of errors. This approach consists in introducing resynchronization mark-
ers into the bit-stream. Whenever the decoder detects an error, it can then look
for the following resynchronization marker and quickly regain resynchronization.
According to the specifications of the MPEG-4 standard, the resynchronization
markers can be periodically inserted every K bits; this scheme divides the bit-
stream into data packets that are independent from each other named Video
Packets (VP). At the beginning of each video packet, the encoder inserts two
additional fields in addition to the resynchronization markers to remove all data
dependencies between the data belonging to two different video packets. These
are: the absolute macroblock number of the first macroblock in the video packet
(MB number), which indicates the spatial location of the macroblock in the
current VOP; and the quantization parameter (Q,) used to quantize the DCT
coefficients.

3.2 Data Partitioning (DP) - Hierarchical Video Coding

The Data Partitioning (DP) error resilience tools defined by the MPEG-4 stan-
dard specifies that each I or P-VOP video packet can be divided into two different
partitions. The first one (the most important part of the video packet) contains
the header, which encodes the information pertaining to the first macroblock of
the video packet and the HEC extension, if used, shape data, the motion infor-
mation (for P-VOP “s) or DC coefficients (for I-VOP “s) of the macroblocks. The
second partition contains the AC’s coefficients of the macroblocks, for I-VOP s,
and the texture information for P-VOP “s. If the second partition is lost during
transmission, the MPEG-4 decoder can decode the video packet using only the
first partition. In [4], we have shown that extending this hierarchical encoding
scheme to the B-VOP s proves effective in enhancing the robustness of the video
encoded stream. We then consider its use in this work.
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Fig. 2. Hierarchical MPEG-4 Video Coding Scheme proposed

In order to actually transmit the encoded video stream using the DP tools, we
prioritize the transmission of the first partition over the second one. Towards this
end, we will consider that the aforementioned bandwidth allocation mechanisms
implement a priority discipline. In this way, whenever a high priority packet
(pertaining to the first partition) be present in the output queue, this one will be
first sent over the wireless link. This mechanism should reduce the possibility of
losing high-priority video packets due to excessive delays in accessing the channel.
However, in order for the decoder to be able to reconstruct the video stream, we
have to include the VOP start code, the type of VOP and the time stamps into
the second partition; the low priority video stream. To ensure synchronization
within VOP, the resynchronization marker of the video packet and the number
of the first macroblock have also to be copied into the video packet of the low-
priority partition. It should be clear that this scheme, referred from now on as
Hierarchical Video Coding, adds some extra overhead traffic by requiring the
duplication of some parts of the video data. The actual amount of overhead will
depend on the particular setup characteristics. In the system being considered
throughout our simulations, the overhead introduced by adding this feature is
approximately 1.2% of the total video data with respect to the non-hierarchical
encoded video.

3.3 Reversible Variable Length Codes (RVLC)

RVLC can be used in conjunction with the aforementioned data partitioning
tools to recover more DCT data from a corrupted texture partition. RVLC’s are
designed such that they can be decoded both in the forward and in the backward
direction. If the decoder detects an error while it is decoding the texture part
in forward direction, it looks for the next resynchronization marker (start of the
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next video packet), and then decodes the texture part in the backward direction
until an error is detected. Based on the two errors location, the decoder can
recover some of the data that would have otherwise been discarded.

4 Performance Evaluation

In order to evaluate the proposed mechanisms, we have developed a simula-
tor using OPNET 10.0 [5]. This simulator has been developed using the frame
structure of HIPERLAN/2. In our simulations, we use one HIPERLAN/2 cell
operating in centralized mode supporting four types of service: voice, video, best-
effort and background. In the composition of the frame we use short preambles,
guard times of 2 us, the random access phase is formed by three transmission
slot and the physical mode for the control and data user messages are QPSK-3/4
(18 Mbps) and 16QAM-9/16 (27 Mbps), respectively.

Given that one of the main objectives of this study is to evaluate the perfor-
mance and effectiveness of the proposed system architecture, we have considered
out two main scenarios. Under the first scenario, namely Scenario without QoS,
all applications have to go through a contention-based process when attempting
to transmit each and every resource request packet. Under the second scenario,
Scenario with QoS, each of the applications makes use of a different type of
mechanism. The following has been used: voice services make use of the Type 1
mechanism with 48 bytes reserved every 12 frames (this corresponds to a guaran-
teed data rate of 16 Kbit/s). Video services make use of the Type 2 mechanism
with a timer period of 40 ms. The value of this latter parameter has been de-
rived based on the results obtained in our previous studies. The best-effort (BE)
and background traffic (BK) make use of the Type 3 and Type 4 mechanisms,
respectively.

The voice traffic is implemented using a constant bit-rate voice source encoded
at a rate of 16 Kbits/s according to the G.728 standard [6]. The voice sources are
randomly activated within the first 24 ms of the simulation. The video traffic has
been characterized by MPEG-4 [3] video traffic traces. Each video application
begins its transmission within a random period given by the expression t =
uni form(0, %) being f the video frame rate. In this way, the peak periods of
the source rates are randomly distributed along a Group Of Pictures (GOP)
period. The transmission of a video frame is uniformly distributed along the
interval of duration of a frame (%) We use the sequence Funny encoded on
CIF format at 25 frames/s. The video sequence has been encoded using the DP
scheme and integrating the RVLC scheme with Video Packets of 768 bits. We
consider, both, the transmission of the video sequence using the same priority
levels for the two partitions, referred as the non-hierarchical case, and by using a
hierarchical transmission scheme, i.e., two levels of priority. The best-effort traffic
is generated using the traffic model for Web surfing applications described in [7].
The background traffic generated by each source is a combination of FTP, e-mail
and Napster according to the model described in [§]. The traffic sources of these
two latter traffic types are initiated at the beginning of the simulation run.
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All connections are assumed to be running in both directions, i.e., uplink and
downlink. In order to carry out this study, we have considered that one third
of the SS’s will be running voice/video applications. Another third of the SS’s
generate best-effort traffic and all the other SS’s generate background traffic. We
start by simulating a wireless network consisting of three SS’s. We then gradually
increase the Total Offered Load of the wireless LAN by increasing the number of
SS’s by three. In this way, the stations are always incorporated into the system
in a ratio of 1:1:1 for voice/video, best-effort and background, respectively. We
increase the number of terminals on a three by three basis starting at 3 and up
to 18 stations. In this way, the normalized offered load is increased from 0.16
up to 1.2. We have preferred to evaluate a normalized offered load, rather the
absolute value. The normalized offered load is determined with respect to the
theoretical maximum capacity (27 Mbps).

4.1 Metrics

In our study, we have been interested in assessing the performance in terms of
the following metrics: total normalized throughput, overhead, jitter distribution,
packet loss rates, packet loss distribution, fairness and video quality.

The analysis of the total normalized throughput shows the utilization of the
wireless medium. This metric refers to the percentage of the total offered data
(the traffic from all the sources) that is actually delivered to the destination. It
should be clear that this metric lies within the interval [0,1]. When this metric
is less than 1, this fact indicates us that the presence of packet losses.

In order to provide us a clear indication of how the capacity of the channel is
being used, the overhead metric is evaluated. It is a relative measure and it is
simply defined as the ratio between the control bits and the total number of bits
(data plus control) being sent, i.e., composing the frame. It should be clear that
at low loads, there may be some spare capacity, i.e., the frame is not completely
filled up.

In order to limit the delay experienced by the voice and video applications,
an essential condition to guarantee the QoS required by both applications, the
maximum time that a unit of voice and video may remain in the transmission
buffer has been set to 10 ms and 100 ms, respectively. These time limits are
in line with the values specified by standards and in literature [9]. A packet
exceeding this upper bound is dropped. The loss rate due to this mechanisms is
given by the Packet Loss Rate (PLR).

An important measure when evaluating packet loss rates for applications par-
ticularly sensitive to the packet loss, like MPEG-4 video compressed applications,
is the length of a loss burst (Lpyurst) and the distance between bursts(Dyyrst). We
evaluate this loss distribution using the CDF. It is well known that the quality
of the video sequence heavily depends on the loss pattern. In particular, a long
burst will make it practically impossible for the decoder to recover the informa-
tion. On the contrary, in the presence of short loss bursts, a decoder may be able
to reconstruct part of the lost information through the use of the RVLC scheme.
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One of the most important metrics in multimedia communications is the qual-
ity of the received video sequence. This has been evaluated using the Moving
Picture Quality Metric (MPQM) [10]. This metric has proved to behave con-
sistently with the human judgments, i.e., according to the quality scale that is
often used for subjective testing in the engineering community (see Table [I]).

Table 1. Video Quality Scale

Rating Impairment Quality
5 Imperceptible Excellent
4 Perceptible, not annoying| Good
3 Slightly Fair
2 Annoying Poor
1 Very annoying Bad

Finally, we evaluate the fairness of the allocation schemes between flows of
the same type (voice, video, best-effort and background). For this purpose, we
calculate the Fairness Index (FI) defined in [IT]. This index is defined as:

(LT
=

where n is the number of the same type flows, and T; is the throughput of
the flow i. Recall that F'I < 1, and it is equal to 1 if all T; are equal, which
corresponds to the highest degree of fairness between the different users.

In the simulation results, each point in the plots is an average over forty
simulation runs, and the error bars indicate the 90% confidence interval. More-
over, our measurements started after a warm-up period allowing us to collect
the statistics under steady-state conditions.

4.2 Simulation Results

Figure Bl represent the normalized (carried) throughput by type of traffic as a
function of the offered load for both scenarios, with and without QoS, and in the
case of use QoS using two allocation algorithms, FIFO and MORR. For voice
traffic, Figure Bl (a), it is appreciated that in the scenario with QoS, all the traffic
is served independently of the load. This is due to the fact that the Type 1 request
method consists in contract all the resources need for this connections. In the
case when all the requests are sent using a contention process, the performance
decreases rapidly as soon as the load exceeds 50% of the network capacity.

The worst performance for Throughput of video traffic is obtained for the
case of the scenario without QoS, FigureBl(b). The priorization of video request
using the Type 2 request mechanism proves effective, particularly when using
the MORR scheme. The figure shows that all the video traffic can be effec-
tively served up when the MORR allocation scheme is used. The MORR proves
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more effective in differentiating the video traffic. Figures Bl(c) and (d), repre-
sent the throughput for the best-effort and background traffic, respectively. The
performance is very similar for all system configuration, except for the slight pe-
nalization suffered by the background traffic at high network loads when using
the QoS mechanisms. This is due to the fact that the control schemes effec-
tively favor the video traffic over the lowest priority traffic, i.e., the background
traffic.

Figure @ depicts the overhead as a function of the offered load for the three
bandwidth allocation schemes under study. As seen in the figure, the overhead
decreases as the load is increased for all cases and for loads up to 50%. For the
case of the FIFO mechanism, the overhead introduced in the frame is lower under
Scenario without QoS than in Scenario with QoS. This difference is due to the
mechanism used to place the requests and the policy used to serve the requests.
Remember that under Scenario without QoS, the SS“s make use of a contention-
based process to place their requests. As the load increases, the SS’s spend more
time attempting to place their requests. As the number of channels requested is
being updated during this period of time, a larger number of channels will be
requested. Furthermore, since the requests are served following a FIFO policy,
the overhead decreases as the number of actual channels used to convey user
data is increased.
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Fig. 5. CDF of Jitter for Voice and Video Connections (Offered Load= 100)

Figure [ shows that the system combining the contention based procedure
and the bandwidth allocation scheme based on a simple FIFO scheme (Scenario
without QoS) provides the best results for loads up to 80%. However, as the
system is exposed to higher loads, the use of a contentionless process and a more
intelligent bandwidth allocation scheme proves to be more efficient.

Regarding the jitter, Figure Bl (a) shows that voice communications do not
suffer any deviation since a static allocation of resources ensure the isochronous
transmission of the voice packets, one voice packet every 24 ms, independently
of the network load conditions.

In the case of the video traffic (Figure Bl(b)), the jitter remains constant for
Scenario with QoS when using FIFO and MORR mechanisms. The figure shows
that 95% of the inter-arrival times between frames are 40 ms. This corresponds
to the sampling rate of 25 frames/s, i.e., a frame every 40 ms. This is an excellent
result that indicates clearly the effectiveness of the proposed mechanisms.

The Fairness Index of voice and video is shown in Figure [l In this case, Sce-
nario without QoS shows the worst performance results mainly due to the use of
a contention process. In the case of Scenario with QoS, there are not differences
between the results obtained using the different allocation schemes under study.
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0.06

0.05 -

0.04 -

0.03 -

PLR

0.02 -

0 02 04 06 08 1 12
Total offered Load

Fig. 7. PLR - Normal and Hierarchical video

To evaluate the performance of the hierarchical video coding, we have used a
normal video stream and a hierarchical version of the same sequence and making
use of the MORR allocation schemes. We denote by videoyp the high priority
layer stream of the hierarchical video, and videor, p, the low priority video layer
stream. Figure [7] depicts the loss rates for the normal and hierarchical encoded
video. The figure also distinguishes between the packet loss rates of the low and
high priority layers of the hierarchical video stream. Obviously, the PLR of the
overall hierarchical video is higher than the PLR of the normal video, since the
hierarchical process introduces an overhead of 1.19% into the output stream. As
expected, the results show that the low priority video exhibits a higher loss rate
when compared to the loss rate experinced by the high priority traffic.

Figure Bl (a) shows the CDF of the size of loss bursts. From the results, it
is clear that the loss burst exhibits similar size in the cases of the overall video
encoded using the DP tools of the MPEG-4 standard and the low priority layer of
the hierarchical video: both being higher than the burst size for the high priority
layer. A similar trend is shown in the case of the CDF of the distance between
loss bursts, see Figure Bl (b). This can be simply explained by realizing that the
low priority video represents 91.75% of the hierarchical video traffic while only
the remaining 8.25% belongs to the high priority video layer.
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To summarize the performance evaluation results, Figure @l represents the de-
coded video quality when integrating the different techniques introduced herein.
The figure shows that using a resource request algorithm adapted to each type
of traffic proves effective for network loads of up to 80%. The figure also shows
that the quality can be further improved by using a bandwidth allocation mech-
anism which minimizes the overhead and making use of a hierarchical video
transmission versus a non-hierarchical video transmission.

5 Conclusions

In this article, we have evaluated a set of QoS mechanisms and the MPEG-
4 error resilience tools as a means of deploying effective video services over
TDMA/TD wireless networks. Through an extensive campaign of simulations,
we have evaluated the capabilities of the overall protocol architecture in terms of
various metrics. In particular, we have shown the effectiveness of our proposals
in terms of the video quality as perceived by the end-user.
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Abstract. In this paper, two different dynamic cell coordination strat-
agies for frequency selective and flat fading are proposed for efficient
subcarrier allocation in the joint consideration of adaptive modulation
and variable frequency reuse in the channel-aware OFDMA downlink
multicellular environment. Compared to a conventional OFDMA system
without cell coordination, where system throughput may become de-
graded due to the persistent interference from other cells, the proposed
system dynamically allows RNC to apply different reuse factors on each
subchannel and scheduling in consideration of channel and interference
conditions of individual users so as to increase the system throughput
and guarantee QoS of each user. In a selective fading channel, the pro-
posed schemes showed 2.6 times as large throughput as that of a single
reuse factor of one for all subcarriers. In a frequency flat fading, the dy-
namic scheme with the proposed scheduling achieves on average three
times larger throughput than the conventional dynamic scheme [8].

1 Introduction

Future wireless communication system designs will require support for high data
rates, provision of various quality of services (QoS) for multiple users, and oper-
ation in a multipath radio channel environment. Orthogonal frequency division
multiple access (OFDMA) was proposed as one of the most promising technolo-
gies believed to satisfy most of these demands.

In either OFDMA or OFDM systems, one of the important issues is efficient
subcarrier allocation to users. Some dynamic subcarrier allocation algorithms
[1]3][4] were proposed for the multiple types of services that require various
data rates. However, most of the algorithms were not considered in a multi-
cell environment. An inter-cell interference avoidance technique was proposed
[5]. A key consideration in designing a multicell cellular environment was fre-
quency reuse, which is the ability to use the same frequencies repeatedly. A reuse
scheme was proposed that divides a cell into several concentric zones in which
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each zone is assigned a different frequency reuse factor [6][7]. This scheme can be
easily implemented but can not efficiently adapt time variation of mobile distri-
bution and channels. Therefore, both frequency reuses and channel scheduling
should be considered jointly for more efficient subcarrier allocation in a multicell
environment.

Simplified Subchannel Allocation Scheme (SSAS) [8] were proposed by consid-
ering frequency reuse and adaptive modulation in the cellular OFDMA system in
frequency flat fading. However, since its performance is degraded in practical en-
vironment priority based greedy schemes are proposed to enhance performance.
In the case of frequency selective fading, the proposed cell coordination schemes
achieves better performance than the static cell coordination scheme, considering
different channel gain of each subchannel.

The remainder of the paper is organized as follows. In Chapter 2, the concept
of frequency reuse and the system model are described, and the performance
of the system using the single reuse factor is investigated. In Chapter 3, the
dynamic cell coordination scheme [8] is reviewed and the proposed dynamic cell
coordination schemes are introduced in frequency flat fading environment. In
Chapter 4, novel dynamic cell coordination schemes are introduced in more detail
in conjunction with frequency selective fading. In Chapter 5, the performance
of the proposed schemes is demonstrated. Finally, conclusions are presented in
Chapter 6.

2 System Model and No Cell Coordination

2.1 Reuse Factor and System Model

A subchannel is defined as a group of adjacent subcarriers. The frequency reuse
factor used in this paper is slightly different in that each cell of a cluster is
allowed to access whole subchannels in the system and each subchannel of each
cell can be assigned with different reuse factors. Hence, all subchannels in a cell
are not always exploited in a cell unless the reuse factor of all subchannels is 1.

Consider a downlink OFDMA system using adaptive modulation and coding
(AMC) in a multicell environment of 37 hexagonal cells of 1km radius for the
reuse factors of 1, 3, and 7. It is assumed that pilot signal contains base station
(BS) index so that mobile station (MS) distinguishes pilots from each BS and
estimates each different SINRs for corresponding reuse factors that could be used
in the system. Each subchannel is assigned one of the reuse factors by schemes
shown later on. The allocated power of each subchannel is assumed to be equal
and the identical modulation scheme is applied to subcarriers within a subchan-
nel. Parameters such as symbol duration and frequency offset are assumed to be
designed such that inter-symbol interference and inter-channel interference can
be neglected.

2.2 No Cell Coordination with Single Reuse Factor

The reuse factor of each subchannel is predetermined by the system. MS measures
SINRs value and determines the transmittable data rates of the subchannels,
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which are transmitted to BS through feedback channel. BS receives the data rates of
each subchannel from each MS and allocates subchannels according to the propor-
tional fairness (PF) scheduling algorithm. The selection of users in the PF schedul-
ing algorithm is well known as

(1)

R n(t
iy = argmax iz ),
i Rin(t)
where R; ,(t) and R;,(t) denote the average and the instantaneous data rates
of the n-th subchannel of user i, respectively. PF scheduling is performed inde-
pendently in each subchannel.

2.3 The Performance in Using Single Reuse Factor

1) Comparison of cell throughput: Fig. 1(a) illustrates the comparison of cell
throughput for various reuse factors in frequency flat and frequency selective
fading, where RF k denotes reuse factor k. Among various reuse factors, it is
easy to expect that the cell throughput for reuse factor of one is the largest. Cell
throughput on frequency flat fading is higher than that of frequency selective
fading, which has been shown in many other literatures.

2) Comparison of fairness: Fig. 1(b) illustrates the comparison of fairness for
different reuse factors when the numbers of users are 5 and 15, where it is easily
expected that fairness performance is improved by using larger reuse factor.
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Fig. 1. (a) Cell throughput comparison in frequency flat and selective fading; (b) Com-
parison of fairness for reuse factors of 1, 3, and 7

3 Dynamic Cell Coordination for Frequency Flat Fading

3.1 Static Cell Coordination

In static cell coordination, radio network controller (RNC) determines the reuse
factors of each subchannel, where the resultant reuse factors of each subchannel
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does not change throughout the transmission time. BS allocates the subchannel
of certain reuse factors determined by RNC to users with a certain scheduling
algorithm.

Only three different values of reuse factors, which are 1, 3, and 7, are consid-
ered. The numbers of the subchannel of each reuse factor is denoted by a/b/c,
where a is the number of subchannels of reuse factor of 1, b for 3, and ¢ for 7.
Three different frequency allocation, which are (22/1/1), (9/3/2), and (1/1/4),
are considered, where (22/1/1) is one using the reuse of one dominantly, (9/3/2)
for the reuse of three dominant, and (1/1/4) for the reuse of seven dominant.

3.2 Priority Based Greedy Cell Coordination Scheme

Priorities of Users
1) The priority using spectral efficiency: A spectral efficiency of a subchannel is
defined as ratio of transmittable data rate of user to reuse factor [8]. The priority
of the user 7 is computed by using spectral efficiency as follows:
Rib
Priority of user ¢ = kk , (2)

where R is the achievable data rate of a subchannel with reuse factor k for user
7 in BS b. The highest priority is assigned to the user with the highest spectral
efficiency per subchannel. Therefore, users having good channel condition are
served more often, while those users having bad channel condition are served
infrequently.

2) The priority using the spectral efficiency and the average user throughput:
The priority of user is determined by considering R" as follows:

R —=i
Priority of user i = < L ) / I (3)

—ib ..

where R" represents the average data rate of a subchannel for user ¢ in BS b.
Unlike the case described by (2), (3) generates the spectral efficiency normalized
by its average data rate, which is more fair than spectral efficiency itself.

Priority Based Greedy Cell Coordination Schemes

The proposed schemes offer three different ways of calculating the number of
required subchannels of cells without changing function of RNC that was shown
in SSAS [8], where the allocation of subchannels is done every frame in BS.

1) Priority based greedy cell coordination scheme 1: According to the R of each
user, the number of the required subchannels is obtained as follows:
RPN 2T 0

where N, ,ib and Tib denote the number of required subchannels and the predeter-
mined required data rate for user ¢ in BS b, respectively. The scheme allocates
subchannels in greedy manner while guaranteeing 7 during every frame.
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2) Priority based greedy cell coordination scheme 2: It calculates N by using
both average and the instantaneous data rate of user 7 such that QoS does not
need to satisfy T within every frame but does in average sense. The number of
the required subchannels of each user is computed as follows.

N—-1\ =i 1 ; ;
(55) B oo 2, 6
where N represents the moving window size used to evaluate the average data
rate of user 1.

3) Priority based greedy cell coordination scheme 3: It is basically similar to
scheme 2 except that all surplus channels at each BS are assigned to the user
with the highest priority.

4 Cell Coordination for Frequency Selective Fading

4.1 Static Cell Coordination

Static cell coordination in a selective fading is the same as in flat fading except
that scheduling algorithm should be performed for each subchannel basis.

4.2 Spectral Efficiency and Priority Based Dynamic Cell
Coordination

In the application of a frequency selective fading, in which channel gains are
constant over a subchannel and independent of each subchannel, the amount of
feedback information of channel condition to BS increases. An important obser-
vation is demonstration of the efficiency of the proposed coordination schemes
with which subchannels are assigned multiple reuse factors to minimize intercell
interference with priority of users.

Two schemes are proposed: the dynamic maximum C/I cell coordination
(DMCC) scheme and the dynamic proportional fairness cell coordination
(DPFCC) scheme. In DMCC, subchannels are allocated to users by consider-
ing the spectral efficiency of users within each BS. In DPFCC, the spectral
efficiency is replaced by the priority of users using an average user throughput.
The proposed cell coordination schemes are composed of the following steps.

1) MS report: MS measures three values of SINR, assuming reuse factors of 1, 3,
and 7 for each subchannel. The transmittable data rate at each subchannel is
calculated from the measured SINRs and the corresponding spectral efficiencies
are determined as follows.
b B
it = = (6)

ib _ ib
kbest,n = arg m]?X ek,na (7)
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where e}f’yn denotes the spectral efficiency of the n-th subchannel of user ¢ in BS
ib

b with reuse factor of k. MS transmits k., ,,

and e}’ values to BS.

,n

2) BS report: In DMCC, the b-th BS gathers kizstm and eﬁlest values from
users and creates the matrix Q? which is formed by

el 1 61)2 ...... el)n

b _ b b 2b
Q' =|efregy ... e | > (8)

ib b ib

€71 €y un e €7 n

ib
k.n
spectral efficiency at the n-th subchannel with reuse factor k in BS b. An element
of the matrix Q? has the largest spectral efficiency among the n-th subchannel
of the same reuse factor of all users in BS. In DPFCC, the priority of users is
evaluated as follows.

where i(k,n,b) = argmax, ;_, €’ and 4 denotes user who has the maximum

Rib
ib _ kpestsn
Phyese,n = ——ip (9)
R
ib b ib
Pi1P12------ Pin
b _ ib b ib
Q= P51 DS - Pin | (10)
b b ib
PriDrg e D7

where i(k,n,b) = arg max, ;_, pg’n and 7 denotes user who has the maximum
priority at the n-th subchannel with reuse factor k£ in BS b.
The matrix Q. ., is determined as follows:

b a(k*nb)b  i(k*,n,b)b (k™ ,m,b)b
Qbest - (ek*,l 1 €= 2 7 5 Cpx gy ) (]']')

where k*(n,b) = arg max e?n and k* denotes reuse factor corresponding to the
maximum value among spectral efficiencies of n-th subchannel in BS b. k*(n, b),
Q?..;, and Q° evaluated at each BS are sent to RNC.

3) Cell coordination: RNC executes cell coordination as follows.

Step 1. Reuse factor Determination for each subchannel: The number of reuse
factors requested from all BS calculations in each subchannel are counted. A
nominal reuse factor in each subchannel is determined one that receives the
largest request from all BSs in order to use efficiently available system band-
width. For example, if the requested number of reuse factors of 1, 3, and 7 at a
certain subchannel gathered from all BSs are 9, 9, and 1, respectively, the nomi-
nal reuse factor in the subchannel is determined to be 3. Once the nominal reuse
factor is fixed to be k in a subchannel, then the nominal spectral efficiency is
determined as the largest one among the spectral efficiencies of those BS having
requested reuse factor of k.
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Step 2. Band partitioning for reuse factor seven: Different band partitioning
methods can exist and one of them was implemented below. We need to compare
the performance and the complexity with respect to different band partitioning
ways from now on.

The proposed schemes determine the band of frequency reuse factors of k
by moving subband windows covering 7 consecutive subchannels over the entire
band. In each move, the number of times a reuse factor of 7 occurred is counted
and the spectral efficiencies of subchannels exhibiting a reuse factor of 7 are
summed to represent the spectral efficiency of the subband. Windows having
more than four subchannels of reuse factor 7 are assigned as candidate subbands
of reuse factor seven. Subsequently, subband window of size seven is moved right
by one subchannel and the procedure is repeated until the subband window of
size seven covers all subchannels. In order to determine the subband of reuse
factor 7 among the candidates, the sums of spectral efficiencies of subbands are
sorted by descending order. If two subbands are overlapped, the subband having
the smaller sum is removed.

Step 3. Band partitioning for reuse factor three: Step 2 is repeated for subbands
having a reuse factor of 3. In this instance, subband windows having more than
two subchannels of reuse factor of 3 become candidates for the category.

Step 4. Band partitioning for reuse factor one: After steps 2 and 3 are conducted
for reuse factors 7 and 3, all remaining subchannels that are not yet determined
are assigned a reuse factor equal to 1. k,,, which represents the assigned reuse
factors for each subchannel, is thereby generated in this step.

Step 5. BS determination for each subchannel: For subbands of reuse factor 7,
RNC allocates each subchannel to the BS having the largest spectral efficiencies
among seven BSs. If two or more subchannels are assigned to the same BS, RNC
allows BS to select only one subchannel having the largest spectral efficiency
and repeats subchannel allocation for the those subchannels that have yet to
be assigned to BS. The identical method is used to allocate subchannels of
reuse factor 3 to each BS. The matrix B, indicating which BS uses a certain
subchannel, is determined as follows:

B:(b07b17'“707“'7bn)7 (]‘2)

where b,, is the BS index of the n-th subchannel and b,, = 0 denotes that the
reuse factor of the n-th subchannel is 1.

Step 6. Subchannel allocation to BS: RNC transmits &k, and the matrix B to
BSs.

4) Allocating subchannel to MS: Each BS receives the information about the sub-
channels to be used and the reuse factors assigned. BS allocates each subchannel
to user with highest priority during one downlink frame using the matrixes Q°,
B, and the value for k,.
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5 Simulation Results

5.1 Simulation Environments

Table 1 shows parameters of IEEE 802.16e-based TDD-OFDMA system. The
MCS level [13][14] is reported to users according to SINR sensitivity thresholds
and the delay of one frame is assumed in MCS feedback. The existence of 37
cells having a 1km cell radius is assumed. The required data rate is assigned to
be the same for all users. MSs are distributed uniformly in BSs and the number
of MSs per cell is assumed from 2 to 15. The path loss model is assumed to be
PL =129.427+37.6xlog; o (dkm ) [9][10] and the standard deviation of log-normal
shadowing is 10 dB. Short-term channel gains are assumed to be Rayleigh fading
with a Doppler frequency of 6.4Hz and the tapped-delay-line multipath models
from ITU-R were used [11]. The BS transmitted power and antenna gains were
set to values of 20 W and 14 dBi, respectively. The thermal noise density was
assumed to be -174 dBm/Hz and the maximum C/I value was limited to 30
dB. In all performance figures, the notations of sp and nsp denote the spectral
efficiency and the spectral efficiency normalized by the average throughput.

Table 1. System parameters [12]

Parameters Value
Carrier Frequency 2.3 GHz
Channel Bandwidth 10 MHz
Number of subcarriers 1,702 of 2,048
Number of traffic subcarriers 1,536
Subcarrier spacing 5.57617 kHz
Number of subchannels 32
Number of subcarriers 48
Frame length 5.0 msec
Number of DL symbols 18
OFDMA symbol time 190.543 psec
Guard interval 11.208 usec

5.2 Cell Throughput Performance

The cell throughput of the static and dynamic cell coordination schemes for
the various numbers of users in frequency flat fading are shown in Fig. 2 and
3. Cell throughput using SSAS [8] decreases as the number of users increases
to greater than five because of the increased likelihood of more users requesting
more subchannels of reuse factor 7. When the target data rate is 384kbps and the
number of users becomes larger, the cell throughput of greedy cell coordination
scheme 2 outperforms SSAS by a maximum of 66%. In the case of 64kbps,
the greedy cell coordination scheme 3 achieves an average of 3.6 times greater
cell throughput compared to SSAS. The performance of greedy scheme 3 is
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Fig. 3. Cell throughput comparison of SSAS and the schemes proposed for a required
data rate of 384kbps in frequency flat fading

degraded as the number of users increases since fewer users are allocated the
required throughput when the required data rate of users is 384kbps. The cell
throughput of greedy scheme 3 using reuse factors equal to 1 and 3 is decreased
as compared to applying the scheme using reuse factors 1, 3, and 7.

The cell throughput comparison of various cell coordination systems including
no coordination and dynamic coordination within a range of the number of users
in frequency selective fading is illustrated in Fig. 4. DMCC demonstrates the best
cell throughput because it allocates subchannels to users having good channel
condition. The cell throughput of DMCC analysis using all reuse factors of 1, 3,
and 7 is about 2.6 times greater than that for the scheme using a reuse factor
of only 1. DPFCC exhibit relatively low throughput as compared to DMCC
because the fairness among users is considered. Nevertheless, the cell throughput
is similar to that of the case using the single reuse factor of 3 as the number
of users increases. Also, the DPFCC using reuse factor 1 and 3 approaches to
the cell throughput of the case of single reuse factor 1. DMCC and DPFCC
calculations using reuse factor values of 1 and 3 demonstrate 24% and 57% more
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cell throughput, respectively, compared to calculations using all reuse factor
values of 1, 3 and 7 because the subchannel with reuse factor 7 used one seventh
of the total subchannels available.

5.3 Fairness Performance

The relative fairness of SSAS and the schemes proposed in this research were
compared for frequency flat fading, given that the numbers of users are 5 and
15 and the required data rates of users are 64kbps and 384kbps, respectively in
Fig. 5(a). The fairness of SSAS is similar to the case using the single reuse factor
equal to 3 and is independent of the number of users and the required data rate
of users. When the required data rate of users is 64kbps, the greedy scheme 1
and 2 demonstrate better fairness than the case using a reuse factor of 7. As
the required data rate for 15 users was 384kbps, the fairness of greedy scheme 3
approach to the case of 64kbps using greedy schemes 1 and 2 because there are
hardly the remaining subchannels.
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The fairness comparison of the proposed schemes assuming 15 users in fre-
quency selective fading was also assessed in Fig. 5(b). The fairness values of
(22/1/1) and (1/1/4) approach to that for single reuse factors equal to 1 and
3, respectively. DMCC demonstrate the worst fairness because it allocates sub-
channels to the users having the best channel quality. By using DMCC, 65% of
users are not served while the fairness is degraded. The fairness assessment of
DPFCC using all reuse factors of 1, 3, and 7 achieve better performance than
that of (9/3/2). The fairness level of DPFCC using reuse factors 1 and 3 is poorer
than that of DPFCC using reuse factors of 1, 3, and 7. In flat and selective fading
environment, it is observed that most of cell coordination schemes could offer
data service to users in the cell boundary by improving their SINRs using large
reuse factors.

6 Concluding Remarks

Two different dynamic cell coordination schemes considering jointly adaptive
modulation and variable frequency reuse were proposed to allocate subcarrier
efficiently in the channel condition aware OFDMA downlink multicell system.
The performance was evaluated in frequency flat and selective fading. The pro-
posed system dynamically allows RNC to apply different reuse factors on each
subchannel and scheduling in consideration of channel and interference condi-
tions of individual users so as to increase the system throughput and guarantee
QoS of each user. In frequency flat fading, for the required data rate of 64kbps, it
was demonstrated that greedy scheme 3 achieved on average a 3.6 times higher
cell throughput as compared to SSAS and that greedy schemes 1 and 2 produced
the best performance of fairness. At the required data rate of 384kbps, the cell
throughput of greedy scheme 3 was, at the maximum, 3 times higher than that of
SSAS. Greedy scheme 3 approached to the case of 64kbps using greedy schemes
1 and 2. In frequency selective fading, the cell throughput of DMCC was, at the
maximum, 2.6 times higher than that of the case using a reuse factor of 1, and
the fairness of DPFCC approached that when the reuse factor equal to 7 was
applied.
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Abstract. In this paper we present a comparison among three different
monitoring functions to be used in a dynamic bandwidth renegotiation scheme.
These functions aim at detecting the amount of unused resources in the
network, which can be allocated to low priority data flows. These applications
are not delay-sensitive and can be admitted by the call admission control with a
bandwidth smaller than the nominal one. Simulation results comparing the
performance of the three monitoring functions are presented, as well as an
overhead analysis. Finally, we discuss the performance/complexity trade-off
considering the three functions and determine the most viable one.

Keywords: Resource Management, QoS in Mobile and Wireless Networks,
Packet Switched Cellular Networks, Bandwidth Renegotiation.

1 Introduction

Recently, there has been a lot of research towards the Quality of Service (QoS)
provision for packet switched cellular networks, as GPRS, EDGE and UMTS [1-3].
Such studies have been carried out privileging real-time traffic, where the delay
sensibility is more relevant [4].

In [1] the authors present a bandwidth renegotiation scheme for post-admitted
calls. The basic idea is to explore any unused resources in the network, allocating
them to applications with lower priority which have been admitted with a low
bandwidth. The renegotiation scheme in [1] considers two methods for detecting the
unused resources: i) by the effective average bandwidth utilized by the high priority
flows; ii) by the termination of the data flow of a given application. Hereon these
methods for detecting the unused resources are called monitoring functions.

However, in [1] the two monitoring functions are applied at the same time, and the
contribution of each function in the overall system performance is not clear.
Moreover, in [1] the authors do not draw an analysis of the amount of overhead
produced by the renegotiation scheme. Each access to the monitoring functions
generates some traffic in the control channels, besides a particular computational load
associated with each function.

P. Cuenca and L. Orozco-Barbosa (Eds.): PWC 2006, LNCS 4217, pp. 76— 2006.
© Springer-Verlag Berlin Heidelberg 2006
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In this paper we present an effective comparison among three different monitoring
functions that can be used in the proposed bandwidth renegotiation scheme. The three
functions differ in the methods considered for the evaluation of the unused resources:
i) by the average bandwidth; ii) by the flow termination; iii) by the combination of
both average bandwidth and flow termination. The comparison is made both in terms
of global performance, where the metric is the amount of bandwidth allocated to low
priority data flows, as in terms of overhead, where the metric is the number of calls to
the monitoring functions during the system operation. Then, we discuss the trade-offs
between performance and complexity for the three functions and analyze their
practical viability.

This paper is organized as follows. In Section 2 the architecture of a
GSM/GPRS/EDGE network, which is used as reference in this work, is presented.
The renegotiation mechanism and the three monitoring functions are presented in
Section 3. The implementation and simulation of two hypothetic scenarios, which
demonstrate the functionality of the proposed functions, are presented in Sections 4
and 5, while in Section 6 we draw a comparative analysis among the three strategies.
Finally, in Section 7 we conclude the paper.

2 Bandwidth Renegotiation in a GPRS/EDGE Network

The renegotiation mechanism can be implemented in a GPRS/EDGE network through
the incorporation of a renegotiation function in the call management system. This
module collects the information regarding the bandwidth utilization in the MAC
layer, and renegotiates with the SGSN the modifications in the bandwidth allocated to
the active flows. The information regarding each flow is collected by a monitoring
function. The collected data is then transferred to the renegotiation function. The
architecture of a GPRS/EDGE network incorporating the renegotiation modules is
presented in Fig. 1.

3 The Renegotiation Scheme

The system for call admission control (CAC) used in this work was proposed in [5],
and associates different priorities to different QoS classes. Conversational class
applications are associated to a maximum priority (priority 1), and are admitted only
if there is enough bandwidth at the request time. Priority 2 (intermediate) is given to
streaming class applications, where again the requests are admitted only if there are
enough resources. Priority 3 (the lowest priority within the mechanism) is associated
with the interactive and background class applications. Priority 3 applications can be
admitted with less bandwidth than the requested one. In the CAC defined in [5], the
allocated bandwidth is kept constant even if more bandwidth becomes available in the
system before the end of the admitted low priority application transmission. Another
limitation of this CAC mechanism is that, if applications with priorities 1 and 2 do not
effectively use the whole bandwidth allocated to them at call admission time, these
unused resources can not be transferred to lower priority applications.
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Fig. 1. Block diagram of a packet switched cellular system with the insertion of the
renegotiation scheme

The renegotiation scheme proposed in [1] has the objective of allowing that
priority 3 applications use, temporarily, more bandwidth than the one allocated to
them by the CAC. This possibility can be due to unused resources by applications
with priorities 1 and 2, or due to the termination of another application of any priority.
If an application with priority 1 or 2 arrives, and the system does not have enough
bandwidth for admitting that call, the renegotiation mechanism can reduce the
bandwidth being used by priority 3 applications to the value originally allocated to
them by the CAC. This guarantees that applications with higher priorities will not be
harmed by the renegotiation mechanism.

Therefore, the renegotiation mechanism consists in increasing the bandwidth of
priority 3 applications when there are unused resources within the system, and to
restore (decrease) the bandwidth of these applications at the arrival of an application
with priorities 1 or 2. In the latter case, it occurs what we have called “renegotiation
by priority demand”, while the former case, we have called “renegotiation by the
average bandwidth and/or flow termination”.

As mentioned before, the information regarding the bandwidth being effectively by
the active data flows is collected by the monitoring functions. In this paper we
consider the used of three different monitoring functions, which consider the average
bandwidth used by the active data flows, the bandwidth released by any flow
termination, or both.

3.1 The Average Bandwidth

The renegotiation by the average of the utilized bandwidth consists in calculating the
amount of unused bandwidth by the admitted calls. If the effectively used bandwidth is
smaller than the admitted one, then the renegotiation starts and the unused resources are
allocated to lower priority flows. Samples of the bandwidth utilized by the flows within
the system are measured by the monitoring function. The quantity of bytes within each
flow are summed during one time interval A t. For each At, we obtain a partial average
by dividing the number of transmitted bytes by the period At'.

! Strictly speaking, we calculate the average data rates, not the bandwidth. However, in this
paper we use the terms bandwidth and data rate interchangeably.
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The n-th sample of the average used bandwidth can be calculated as:

>

Psize,

Bm =" " M
! At

n

where, Psize, is the packet size, At is the duration of each sample and P is the
number of packets. Thus, in order to obtain the average used bandwidth, Bm, ; we
have:

Bm[:Bm1+Bm2+Bm3+-~+BmN’ @)
N
where N is the number of samples.
Following the normal distribution, we can say that the average used bandwidth,

B_m, , becomes reliable when the number of samples is larger than 30, N > 30 [6]. The

standard deviation Gy, of the samples can be determined through the variance:

i (Bimn - %T 3)

o’ =21
b N-1

As the standard deviation is calculated from the samples only and not from the
whole population, we use the student’s t-distribution [6] to approximate the values of
the total used bandwidth within the interval:

Bm, — :Bm, +1 “)

o, }
N 1 \/— N-1 \/ﬁ >
where, fy.; is the constant of student for N-1 samples.

Then, as a conservative estimate, we use the upper limit of the above interval as the
measured total used bandwidth Bz, . In this case, we can determine the difference

between the bandwidth admitted by the CAC (Byc..) and the estimate of the total used
bandwidth Bt,,

B - BwCac Btm )

where B corresponds to the unused bandwidth that can be renegotiated.

3.2 Flow Termination

The renegotiation by flow termination consists in allocating more bandwidth for a low
priority flow when another flow ends. The released bandwidth can be reallocated to
another flow whose allocated bandwidth is smaller than the one requested to the
CAC.

Fig. 2-(a) shows two different flows in a system without renegotiation. In this case,
even though some bandwidth is available in the system after the termination of flow
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A, the bandwidth allocated to flow B does not change. Fig. 2-(b) shows what happens
in case of renegotiation by flow termination. Note that when flow A ends at time
instant t;, the renegotiation function increases the bandwidth allocated to flow B up to
the requested amount.

(a) (b)

Flow A Flow A FI_OW_ B
|
£ £ '
:g Flow B :g |
g T T T T | g =7
] | | a2 | |
| | | |
| | | |
| 1 | |

1, Y, t, Time t, t, t, t, t, Time

Fig. 2. (a) Behavior of two different flows without (a) and with (b) renegotiation

4 Simulation Parameters

The renegotiation scheme was implemented in the NS-2 [7]. Two hypothetical
scenarios were investigated with the objective of verifying the behavior of the three
proposed monitoring functions. In the first scenario, we have generated data flows of
ftp, voice, telnet and e-mail. The second scenario, more complex, contains data flows
of video, music, e-mail, telnet and www. Table 1 presents the QoS classes associated
with each application, in accordance with [4].

Table 1. QoS classes associated with each application under consideration

QoS Class Priority Application
Conversational 1 telnet, voice
Streaming 2 music, video
Interactive 3 ftp, www
Background 3 e-mail

In the simulations, we have used the data flows available within NS-2 [7] for the
case of telnet, ftp, music and voice applications. For the case of video and www
applications we utilized the traces available in [8] and [9], respectively. For the e-mail
we utilized the traces available in [11] and [13]. The average duration of each
application was simulated according to [4], [10], [11], [12] and [14]. The number N
of samples varied between 30 and 40 in order to satisfy the confidence constraints
presented in Section 3.1-A. Table 2 presents a summary of the parameters used in the
simulations.

Moreover, it is necessary to define the amount of bandwidth requested to the CAC
by each application. Tables 3 and 4 present this amount for each application to be
considered in the two scenarios that are explored in the next Section, respecting the
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limits established in Table 2. For instance, an ftp call requests a bandwidth of 85
kbps. As ftp is a priority 3 application, the allocated bandwidth can be smaller than
this amount. In case of applications with priorities 1 or 2, such as the telnet that
requires transmission rate of 1.1 kbps, the call can be admitted only if the full
requested bandwidth is available.

Table 2. Simulation Parameters

Application Nominal Average Call Inter-Arrival
Bandwidth (Kbps) | Duration (min-max) Time
Telnet 1.11 3 minutes (30s—max) Exponential
Voice 4-25 3 minutes (60s—max) Constant
Music 5-128 3 minutes (60s-max) Constant
Video 20-384 6 minutes (100s—max) 24 frames/s
Ftp <384 2 minutes (30s-max) Exponential
E-mail 4.4 30 seconds (10s—120s) Exponential
WWW - Exponential

Table 3. Required bandwidth for each application in scenario 1

Applications
telnet voice | ftp |e-mail
Required Bandwidth 111 213 85 44
(kbps)

Table 4. Required bandwidth for each application in scenario 2

Applications
e-mail music | telnet | www | video
Required Bandwidth 44 213 111 65 35
(kbps)

5 Numerical Results

In this section we present numerical results in two hypothetical scenarios, for the
throughput performance of a packet switched cellular network in four different cases:
i) without bandwidth renegotiation; ii) with bandwidth renegotiation based in the
average bandwidth monitoring function; iii) with bandwidth renegotiation based in
the flow termination monitoring function; iv) with bandwidth renegotiation where the
monitoring function takes into account both average bandwidth and flow termination.

5.1 System Without Bandwidth Renegotiation

Fig. 3(a) shows the behavior of data flows for the scenario 1 applications (according
to Table 3) where there is no bandwidth renegotiation and the allocated bandwidth is
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determined by the CAC only. From the figure we can see that, even though
applications ftpl and ftp2 required the same amount of bandwidth to the CAC (85
kbps), ftp2 is allocated only a fraction of that (32 kbps). This is due to the fact that
there are not enough resources available in the network at the call arrival.

The telnet and voice flows, which have high priority, were admitted with the
nominal bandwidth, respectively 1.11 and 21.3 kbps. The e-mail flow, even though of
low priority, was admitted with the required bandwidth of 4.4 kbps since, at the call
arrival, there were enough resources in the network (the voice flow terminated at time
instant 120s). Note that, during the whole simulation the bandwidth allocated to each
application is kept constant.

Fig. 3(b) shows similar results but considering scenario 2 (Table 4), which is
compose by video, music, www, telnet and e-mail. The www data flow is admitted
with the resources available at that moment (8 kbps only), which is kept until the end
of the www flow, even though after the video termination there are a good amount of
available resources in the network.

5.2 System with Renegotiation: Average Bandwidth

Fig. 4(a) presents the performance results for the first scenario, considering that the
renegotiation mechanism is implemented with the average bandwidth monitoring
function only. In this case the ftp2 flow is admitted with 33 kbps, at stage (a) in the
plot. Soon, the value is increased to 34 kbps at stage (b). This small increase in the
allocated bandwidth, compared to the case without renegotiation, is due to some
available resources detected by the average bandwidth monitoring function.

Fig. 4(b) considers the applications for the second scenario. In this case the
renegotiation occurs in two stages. At stage (a) the www flow is allocated 12 kbps, an
increase of 4 kbps when compared with the case without renegotiation. At stage (b)
the amount was increased to 19 kbps. Again, this difference compared to the case
without renegotiation is due to the use of a function that monitors the bandwidth
being effectively used by the current data flows.
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Fig. 3. (a) Combination of e-mail, ftp, voice, and telnet without renegotiation, (b) Combination
of e-mail, music, telnet, video and www without renegotiation
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Fig. 4. (a) Bandwidth renegotiation with an average bandwidth monitoring function for an ftp
data flow, (b) Bandwidth renegotiation with an average bandwidth monitoring function for a
www data flow

5.3 System with Renegotiation: Flow Termination

Here we consider a system with bandwidth renegotiation, but the monitoring function
is based only on the flow termination. Fig. 5(a) shows the performance results for the
first scenario. The ftp2 flow is admitted with 33 kbps, at stage (a), and at stage (b) the
bandwidth is increased to 34 kbps due to the termination of the telnet application.
Renegotiation happens again at stage (c), where now the ftp2 flow is allocated 46
kbps. Finally, at stage (d) the ftpl flow terminates and then the bandwidth allocated to
the ftp2 application is increased even more, now to 85 kbps what is 100% of the
nominal bandwidth.
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Fig. 5. (a) Bandwidth renegotiation based on flow termination for an ftp data flow, (b)
Bandwidth renegotiation based on flow termination for a www data flow

Fig. 5(b) considers the second scenario. Note that the www flow is admitted with
only 8 kbps. The first renegotiation occurs at stage (b), where the bandwidth is
increased to 24 kbps. The www flow reaches 100% of the nominal bandwidth at stage
(c). Then, happens what we call renegotiation by priority demand, and the bandwidth
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allocated to the www flow has to be decreased to 28 kbps at stage (d). Finally, at stage
(e), the bandwidth is increased to 42 kbps due to the termination of the music flow.

5.4 System with Renegotiation: Average Bandwidth and Flow Termination

Here we consider that the monitoring function takes into account both the average
bandwidth being effectively used by the high priority flows and the possible
bandwidth released by any flow termination. Fig. 6(a) shows results considering
scenario 1. Note that the ftp2 application is admitted with a smaller bandwidth than
the requested one. However, the bandwidth is successively increased until it reaches
the nominal bandwidth at stage (d). Note that renegotiation is due both to the average
bandwidth, as in stage (b), and to flow termination, as in stage (d).

Fig. 6(b) considers the second scenario, where the focus is the www flow. Note
that at stage (f) happens a renegotiation by priority demand, while in stage (g) part of
the bandwidth is reallocated due to the termination of the music flow. Again,
renegotiations due to average bandwidth, as in stage (b), and to flow termination, as in
stage (g), can be seen.
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Fig. 6. (a) Bandwidth renegotiation based on flow termination and average bandwidth for an ftp
data flow, (b) Bandwidth renegotiation based on flow termination and average bandwidth for a
www data flow

6 Comparative Analysis

In this section we draw a comparative analysis, based on performance and overhead,
among the three different monitoring functions investigated in the previous section.

6.1 Global Performance

For the sake of performance comparison we introduce an index called “global
performance” (Gp). This metric is defined as the average of the increase in the
allocated bandwidth when compared with the case where there is no bandwidth
renegotiation. The average is calculated based on the sampling points represented by
the stages marked in Figs. 4—6. Thus, Gp can be defined as:
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Gp = ZP@I’/NC (6)

where Per is the percentage increase in the allocated bandwidth with respect to the
bandwidth that would be allocated without renegotiation, and Nc is the number of
stages in each case 2

Fig. 7(a) shows the Gp index for the first scenario (where the focus is ftp flow)
considering the three different monitoring functions: i) average bandwidth; ii) flow
termination; iii) average bandwidth and flow termination. In the case of average
bandwidth, Gp equals only 4.73%, which means that the performance increase was
very small compared to the case without renegotiation. In the case of flow termination
Gp was much larger, of 54.6%, reaching 74.05% for the case of both average
bandwidth and flow termination. Note that the Gp index for the case of flow
termination is of the order of 10 times the index for the case of average bandwidth,
and it is relatively close to the index for the case of both methods.

Fig. 7(b) shows the same comparison but for the second scenario (where the focus
is the www flow). The Gp index was of 93% for the case of average bandwidth, while
for the case of flow termination as of 353.2% and for the case of both methods it was
of 358,7 %. These large values for the Gp index are due to the fact the bandwidth
originally allocated by the CAC was very small. And in this scenario the values for
the Gp index are very close for the cases of flow termination and both flow
termination and average bandwidth. For the case of average bandwidth, the Gp index
is considerably smaller than for the other two cases.
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Fig. 7. (a) Global performance index for scenario 1, (b) Global performance index for scenario 2

From the above results, we can see that most of the performance increase comes
from the allocation of bandwidth released by any flow termination, but the best
performance is always achieved by the case of the monitoring function that takes into
account both the average bandwidth and flow termination. However, in order to draw
some conclusions on possible trade-offs, it is necessary to investigate the overhead
generated by the proposed monitoring functions.

% The stages were inserted in Figs 4-6 in the time instants where some relevant bandwidth
renegotiation happened. This is the reason why the number of stages differ for each
monitoring function.
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6.2 Overhead Analysis

The overhead generated by the monitoring functions can be estimated by counting the
number of times that each function is called during the period that a given flow is
active. For the first scenario, where the focus is the ftp flow, the monitoring function
is called a total of 20 times for the case of both average bandwidth and flow
termination. In the case of the average bandwidth, the monitoring function is called 17
times. For the case of the termination flow monitoring function, the number of calls is
of only 3 times.

Fig. 8(a) shows a bar plot comparing the number of times that each function is
called for the first scenario, while Fig. 8(b) presents similar results but for the second
scenario. For both scenarios we can see that the number of times that the monitoring
function is called is very similar for the case of average bandwidth and for the case of
average bandwidth and flow termination. However, for the case of the flow
termination, the number of function calls is very small. Thus, the amount of overhead
generated by the average bandwidth monitoring function is much larger than for the
flow termination monitoring function.

a
zg: zg Flow Terminatior?
[ Average Bandwidth
264 Flow Termination 26 A Both
244 [ Average Bandwidth 24
22 FEFFEE Both 22]
20 20
2 g 2 g
8 16 8 16
5§ 14 5 1]
5 12 g 2]
2 104 2 104
8 8
6 6
4 4
0 EEEEE 0

T FEREE T
Monitering Function Monitdring Function

Fig. 8. (a) Number of monitoring function calls for the first scenario, (b) Number of monitoring
function calls for the second scenario

Analyzing the results presented in Figs. 7 and 8, we can say that most of the
performance gain comes from the flow termination monitoring function. Also, most
of the overhead is produced by the average bandwidth monitoring function. Thus, in
terms of performance/complexity trade-off, the monitoring function that considers
only flow termination is a much better choice than the monitoring functions that
consider either the average bandwidth or both the average bandwidth and the flow
termination. Even though the performance results for the case of a monitoring
function considering both the average bandwidth and the flow termination (as
considered in [1]) are superior, due to high overhead of the monitoring of the average
bandwidth, it is practical application seems unfeasible. On the other hand, the
monitoring function considering only the flow termination presents very good
performance results while introducing low overhead in the network. Thus, it is
application in a real-time bandwidth renegotiation scheme seems feasible.
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7 Conclusions

In this paper we presented a comparative analysis of three different monitoring
functions that can be used in a bandwidth renegotiation system implemented in a
GPRS/EDGE network. The bandwidth renegotiation mechanism explores any unused
resources in the network, allocating them to lower priority flows.

The renegotiation scheme was implemented in the NS-2. Two hypothetic scenarios
were considered. The performance of the renegotiation scheme using each of the three
different monitoring functions was compared relatively to the case where there is no
bandwidth renegotiation. Also, we investigated the amount of overhead that each
monitoring function would introduce in the network. The final conclusion is that the
monitoring function that considers only the flow termination is the one that presents
the best performance/complexity trade-off among the three functions considered in
this paper.
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Abstract. In the few last years, the deployment of IEEE 802.11 WLAN in
hotspots environment had becoming a useful solution providing practical and
attractive communication characteristics. However the problem of user
bandwidth availability arises as one of the most limit of this solution. In fact,
the IEEE 802.11 standards do not provide any mechanism of load distribution
among different access points (APs). Then an AP can be heavily overloaded
leading to station throughput degradation. This paper deals with this problem. It
focuses on the presentation of QoS (Quality of Service) management solution
for wireless communication system. It, mainly, presents a protocol structure
between mobiles and APs. This protocol is intended to provide best resources
allocation and efficiency on communication metrics. An SDL description and
MSC simulation is provided as a first step in the development of this protocol.

Keywords: Wireless LAN, Load Balancing, QoS Protocol, SDL.

1 Introduction

In the last few years the IEEE 802.11 technology becomes very interesting. One of its
popular uses is its cheap hardware infrastructure price promoting to provide practical
and efficient Hotspots environment [1]. The research works [1], [2] carried in this
context had proved that additional effort is yet required to build up a system with a
high service quality. A specification of further interaction in the IEEE 802.11 protocol
between APs and mobiles mainly during the call admission stage will help to ensure
some QoS parameters such as load distribution and packet losses. A new standard
IEEE 802.11e [14] has been defined to ensure quality of service in Wireless LAN.
This paper presents a protocol specification managing the QoS in the context of
Hotspots communication environment. The first part presents an overview of the
actual quality of service mechanisms for the IEEE 802.11 wireless LAN. The second
part focuses on the description of the general hotspots environment architecture. The
third part presents the definition of new protocol primitives between the mobile and
the access point managing QoS metrics. Then we present the description of this
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protocol with the SDL language (Specification and Description Language) [5] and
some MSC (Message Sequence Charts) simulation results of the behaviour of this
protocol. We finish by highlighting future contributions in this field.

2 Overview of QoS Mechanisms for IEEE 802.11 Wireless LAN

2.1 QoS Limitations of IEEE 802.11 Wireless LAN

Channel access control, Quality of Service, and data security are the most important
functions of a wireless MAC layer. Wireless links have specific characteristics such
as large packet delay and jitter, high loss rate, bursts of frame loss and packet
reordering. Furthermore, the wireless link characteristics are not constant and vary
over time and place [7]. Mobility of users may cause the end-to-end path to change
when users are roaming. Users expect to receive the same QoS once changing their
point of attachment. This implies that the new path should also support the existing
QoS, and problems may arise when the new path cannot support such requirements
[7]. The original IEEE 802.11 networks (DCF) are best effort networks and do not
support QoS for time critical applications. All stations in a BSS have the same priority
to access the channel. There are no differentiation mechanisms to guarantee
bandwidth, packet delay or jitter for high priority stations with times-bounded
applications or multimedia flows. In [7], authors have make simulations on an ad hoc
topology in which stations transmit three types of traffic (audio, video and
background traffic) to each other. These simulations clearly shows that there is no
throughput or delay differentiation between different flows since only one queue is
shared by all the three flows. So, there is no way to guarantee the QoS requirements
for high-priority audio and video traffic unless admission control is used.

A PCF mode has been designed to support time-bounded multimedia applications,
but it has many problems that lead to poor QoS performances [12], [13]. In this mode
wireless resources are wasted since all communications between stations in the same
BSS have to go through the Access Point. This mode must be implemented with the
DCF mode. Cooperation between Contention Period and Contention Free Period may
lead to unpredictable beacon delays [13]: to switch from DCF to PCF, the wireless
channel must be idle. The access point is not authorised to stop an established
communication to make on the PCF mode and then we have no guarantee on the DCF
mode duration. With PCF mode, it is difficult to an access point to define time needed
by each polled station to transmit data frames. The transmission time of polled
stations is difficult to control since the physical rate can be changed according to the
varying channel status.

All these limitations for both DCF and PCF led to a large number of research
activities to enhance the performance of 802.11 MAC.

2.2 QoS Mechanisms for IEEE 802.11 Wireless LAN

Most existing QoS mechanism for 802.11 can be classified into three categories
[15]:
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Service Differentiation. Basically, service differentiation is achieved by two main
methods: priority and fair scheduling [16]. While the former binds channel access to
different traffic classes by prioritized contention parameters, the latter partitions the
channel bandwidth fairly by regulating wait times of traffic classes in proportion
according to given weights [15]. Used parameters for both approaches are contention
window size, backoff algorithm and inter frame space. The main service
differentiation mechanism is the upcoming 802.11e standard. A new access method
called Hybrid Coordination Function (HCF) is introduced. It is a queue-based service
differentiation that uses both DCF and PCF enhancements. HCF describes some
enhanced QoS-specific functions, called contention-based HCF channel access and
polling-based HCF access channel. These two functions are used during both
contention and contention free periods to ensure QoS. Enhanced DCF (EDCEF) is the
contention-based HCF channel access. The goal of this scheme is to enhance DCF
access mechanism of IEEE 802.11 and to provide a distributed access approach that
can support service differentiation. The proposed scheme provides capability for up to
eight types of traffic classes. It assigns a short contention window to high priority
classes in order to ensure that in most cases, high priority classes will be able to
transmit before the low-priority ones. For further differentiation, 802.11e proposes the
use of different IFS set according to traffic classes. Instead of DIFS, an Arbitration
IFS (AIFS) is used. Classes with smallest AIFS will have the highest priority.

Admission Control and Bandwidth Reservation. Service differentiation is helpful
in providing better QoS for multimedia data traffic under low to medium traffic load
conditions. However, due to the inefficiency of IEEE 802.11 MAC, service
differentiation does not perform well under high traffic load conditions [12]. In this
case admission control and bandwidth reservation become necessary to in order to
guarantee QoS of existing traffic. These two approaches are quite difficult to realise
due to the nature of the wireless link and the access method. Admission control
schemes can be broadly classified into measurement-based and calculation-based
methods. In measurement-based schemes, admission control decisions are made based
on the measurement of existing network status, such as throughput and delay. On the
other hand, calculation-based schemes construct certain performance metrics or
criteria for evaluating the status of the network [15].

Link Adaptation. 802.11 specify multiple transmission rates but it intentionally
leaves the rate adaptation and signalling mechanisms open. Since transmission rates
differ with the channel conditions, an appropriate link adaptation mechanism is
desirable to maximize the throughput under dynamically changing channel conditions
[15]. Most link adaptation mechanisms focus on algorithms to switch among
transmission rates specified in the Physical Layer Convergence Procedure.

These different mechanisms aiming to enhance the quality of service support in the
IEEE 802.11 wireless LAN treat the network locally. For example parameters
differentiations are made at the node level. The keystone of our approach is to
consider the wireless LAN as a hole. We try to make a fair distribution of the load
among overlapping cells. So we can fulfil an increasing number of accepted
applications with guaranteed quality of service level.
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3 General Approach Presentation

The QoS management on hotspots environment becomes vital for many new
emerging applications such as mobile information access, real time multimedia
communications, networked games, immersion worlds and cooperative work. These
require a minimum level of QoS [7], [8], [12] and [13]. The hotspots environment can
be described as a set of access points covering overlapping cells and offering
connection to a variable number of mobile stations. User’s applications are not similar
in terms of QoS requirements so that a fair distribution of the mobile stations among
active access points can guarantee a minimum level of quality of service. The
bandwidth effectively offered (C,.x) by an access point is given by Shannon formula
(Chax = BP x log, (1 + S/N) where BP is the bandwidth and S/N the signal-to-noise
ratio). So, due to the wireless environments (interferences, obstacles...) bandwidth is
scare and channel conditions will be time-varying and sometimes highly lossy.
Unfortunately, in the actual IEEE 802.11 protocol, a mobile station is associated to
the access point offering the best Signal-to-Noise Ratio (SNR) independently of the
load being applied to the access point by other users. This can cause, in many cases,
unbalanced load between access points. Some access points will be over loaded,
others are under loaded. For the first ones applications requirements are not fulfilled.
The keystone of our approach is to associate mobile station to access points with a
minimum SNR threshold and offering the best QoS level.
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) System .
Database Z
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Server

Fig. 1. IEEE 802.11 target architecture

Figure 1 illustrates the idea that we develop in this paper. A new mobile station
(M2) reaching the WLAN must be associated with an AP. The association procedure
is always initiated by the station (mobile-controlled handover) and the station can be
associated with only one AP. The new station must discover which APs are present
and then requests to establish an association with one of them. Thus, first the station
initiates a scanning process that can be either active or passive [3]. Once the scanning
process has finished, the station updates its list of access points in range (AP2).

This information is used by the station to associate with the access point that
provides the highest SNR. M2 have to associate with AP2. Supposing that all mobile
stations generate the same data traffic, the load distribution across access points will
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be highly uneven [1]. This can cause a performance degradation perceived by the
other stations attached to AP2. Quality of service contracts (bandwidth, loss rate...)
may be violated. It will be attractive to redistribute mobile stations among APs even
with lower SNR. A fair distribution of mobile stations among APs fulfills the QoS
requirements of both old and recent associated stations: the available bandwidth of the
WLAN link depends strongly on the number of active stations and their traffic. To
achieve this balancing, in terms of quality of service offered to the stations (load, loss
rate...) among APs, we have to compute a balancing algorithm each time a new event
such as the arrival of new stations or the mobility of existing stations. This algorithm
has to find the best state of associations between APs and mobile stations that offers
the best quality of service level for user’s applications. Thus, we have to get
information on associated stations, traffic coursed by APs and users quality of service
requirements (Figure 2). This information has to be exchanged between WLAN
entities and stored in an updated data base.

| Mobile Station (i) | | Access Point (a) |

Load balancing server | Access Point (b) | | Access Point ©

Primitivgs interactions
Access point / mobile station Parameters Download Parameters Download

| —

»le

Algorithm
running o
° New actor redisfribution

New actor redistribution

I | I | I |

Fig. 2. System protocol interactions

In this architecture the load balancing server should periodically download a set of
specific parameters from each access point. It executes the balancing algorithm in
order to find the best mobile station distribution among access points. The result will
be broadcasted in the system. Then, we have defined for this architecture a set of new
metrics to quantify the quality of service and primitives to exchange these parameters
for association and disassociation between mobile station and access point. These
primitives that should be inserted into the MAC layer to improve the IEEE 802.11
standard [9] define a new MAC quality of service policy for wireless LANs.

4 Load Balancing Algorithm Description

The load balancing algorithm [10], [11] is computed by the load balancing server
every time a new distribution is needed in the wireless LAN. This will occurred (i)
when a new mobile station enters the wireless LAN and aims to associate with an
access point, (ii) when an associated station is moving from one to another BSS and
(iii) when the applications requirements in a mobile station are changing. The
downloaded parameters from the access points and mobile station applications will be
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useful to find the best distribution of mobile stations among wireless LAN access
points. This algorithm checks if the new distribution is balanced mainly by computing
the balance index (). The balance index appeared in the first time in [6] and it is used
in [2], [10] as a performance measure. The balance index reflects the used capacity in
each access point. Let Ti be the total traffic of the APi. Then, the balance index is:

Bj = (ZiTi)* / (n*XTi°)

With Bj is the balance index of an overlapping zone j, Ti is the total traffic of an
APi overlapping with other access points in the zone j and n is the number of access
points overlapping in the zone j.

The proposed distribution of mobile stations is balanced if the balance indexes of
all the overlapping cells converge to 1. At this step, the algorithm has to send the new
distribution to the access points which will be dissociate, associate and reassociate
mobile stations.

5 Protocol Specification

5.1 QoS Protocol Parameters

In this approach, the QoS management is based on the idea that some added
primitives must be ensured at the connection level between the mobile station and the
access point. Then, each mobile in the wireless LAN may be able to propose a level
of QoS and to modify it when needed. In this architecture, the mobile station defines
four variables managing its QoS state. The communication process will then base its
negotiation with the access point on these parameters to build up clause for service
quality. Table 1 sums up these parameters and their functions.

Table 1. Quality of service parameters

Parameter Function

QoS 1ax The maximum quality of service that the mobile station can offer to the user
QOSegociated The quality of service used by the mobile station at time t

QOS.ypected The quality of service wanted by the user or the application

Old_QOS,cgociaed It is necessary to conserve the old quality of service to make comparisons in
case of voluntary changes or new offers of QoS.

The following inequality describes the logical relation between these parameters

QOSmax 2 QOSexpected 2 QOSnegociated

From the part of the access point, some other parameters must be provided to
enable QoS management (Table 2).

So, we can propose rules that enable the management of the stations access
according to the requirements and the availability of QoS:

D, =D, + Qosexpected and D; < Dpux - Diin
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Table 2. Access point parameters

Parameter Function

Dpnax The higher throughput that can be provided by the access point according to his
hardware capabilities

Duin The lower throughput agreed for each user (the Best Effort service)

Da The reserved throughput, that means the required throughput for a mobile
station in an attachment attempt added to the current throughput

D, The reserved throughput, that means the required throughput for a mobile

station in an attachment attempt added to the current throughput.

5.2 Device Identification

In this approach, to ensure QoS management in the WLAN some identifiers should be
joined to the parameters describing present and old quality of service states in each
mobile. These identifiers are maintained in a specific database both in the access point
and the mobile station. Each mobile station will then discuss the attachment attempt
responses of the access point according to its own QoS parameters. We describe in table
3 these parameters from both the access point and the mobile station point of view.

Table 3. New wireless entities parameters

Parameters Access point Mobile Station Function

My_Idap * The access point identifier

Idp(X) * The identifier of mobile station
number X

My_Idy * Defines the mobile station identifier

QOS egociated(X) * * The Quality of service negotiated
with the mobile station X

Old_QO0S ¢gociated(X) * * The old level of QoS being agreed
for a mobile station number X

St_Moving(X) * Describes the state of moving state
of the X mobile station

St_Reserved(X) * Describes presence state of the
mobile station X

Timer(X) * * For actions limited in time

These parameters have to be saved in a specific data base managing the whole
environment of the wireless device. This database communicates with the other layers
defined in the IEEE 802.11 model to ensure coordination in call admission processes.

5.3 QoS Protocol Primitives

The IEEE 802.11 suffers from lack of specific QoS primitives. The only parameter on
which is based the connection negotiation between the AP and the mobile station is
the SNR ratio. The satisfaction of only this parameter in the connection phase don’t
meet necessary the QoS requirements of the application. So it appears indispensable
to specify new protocol primitives to enable the integration of other communication
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parameters in the connection decision and then in loading redistribution. We have
then, defined a set of new primitives expressing general requirements.

Table 4. Quality of service primitives

Primitives Access Mobile Parameters
Point Station
ASK_ATTACHCOIlf * (IdM’ IdAP’ QOSncgocimcd)
ATTACH.conf: * (IdM’ IdAP’ QOSncgocimcd)
WAIT * (Idy, Idap)
k

ASK_RATTACH.req (Idy, Idsp, available_APs)

ASK_ATTACHreq * (IdM, IdAp, Qosexpecled)
ATTACHreq * (IdM9 IdAP9 Qosnegocialed)
ATTACHreq * (IdM9 IdAP9 Qosnegocialed)
ASK_RATTACH.conf * (Idys, New_Idp, Old_Idap)
LEAVE * (Idys, Idap)

OK * * (Idw, Id apq, Idapp)
MOD_QoS.req * * (Idys, Idap, QOS roposeds ime)
MOVE.req * * (Idy;, Id ap)

MOVE.conf * * (Idy, New_Idap, Old_ldap)

6 Scenario Description

The primitives that we defined in the last section are used to manage the access of the
mobile stations to the wireless LAN via access points. Then we check theses

M2 AP2 Load balancing | APl | | M4 ‘
server

ASK_ATTACH.req (M2, AP2, 4)

No possibility to connect
M2 with The requested QoS

New redistribution request

Wait (M2, AP2)

Algorithm
running

_New redistribution broadcast

ASK_RATTACH.req (M4, |AP2, AP1)

ASK_RATTACH.conf (M4, AP1, AP2)

ASK_ATTACH.conf (M4, AP, 3)

ASK_ATTACH.conf (M2, AP2, 4)

ATTACH.req (M4, AP1, 3)
ATTACH.req (M2, AP2, 4) <

ATTACH.conf (M4, AP1, 3)

ATTACH.conf (M2, AP2, 4)

— — [ ] [ ] [ ]

Fig. 3. Example of communication scenario
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Fig. 4. M2 connected to AP2

primitives with many communications scenarios. Communications scenarios vary
from simple to much complex situations. In this paragraph we describe one of the
scenarios. We take as example the wireless topology described in Figure 1. Once M2
arriving to the AP2 cell, the load balancing algorithm is computed. The load
balancing server broadcasts the new distribution of mobile stations onto the access
points. AP2 have to dissociate a mobile station M4. This one will be associated to
AP1 which is able to give it the required quality of service level. Finally M2 and AP2
complete the connection procedure (Figure 3) to obtain the balanced wireless network
topology (Figure 4).

The scenarios that we have defined will be described and verified with the SDL
and MSC languages in the following sections.

6.1 SDL Protocol Description

The SDL pattern is an efficient design language for the development of a
communication system. It enables a formal description system by defining a static
modular architecture and interactions between different blocks [4]. Systems in SDL
language are structured into interconnected entities (system, block, process, and

block AP_Manager M6 Tapiom] M6 “|Taptom] M1 101)
-t " M1
MioAP]
| M3 M3
ey (1) HMW} [Apton]
MioAP | | [MtoaP]
AP(olDDB] [lDDBmAP] M2 -
M5 [aPtom
" [APtom] M5 [APtom]

Fig. 5. SDL model of a mobile station
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Fig. 6. Example of SDL EFSM development

channel) where process system description provides dynamic behaviour for internal
task execution. It is based on the model of Extended Finite State Machines (EFSMs)
[5]. In its dynamic behaviour, each state is reached after asynchronous signal
exchange between blocks.

New primitives and exchanges defined in our approach have been described and
validated with SDL (Figs. 5 and 6). Figure 5 shows the SDL model of a mobile
station. It represents exchanges between the management layer and the data base of
the mobile station.

6.2 MSC Verification and Simulation

To check the QoS protocol behaviour based on the defined communication scenarios
such as the one defined in Figure 3, we have used the ObjectGeode tool based on SDL

cgsma
inst_1_id_db.id_db inst_1_mobile4.m_db inst_1_apoint2.ap_db inst_1_mobiled.wowr inst_1_apoint2.wow
PROCESS / PROCESS / PROCESS / PROCESS / PROCESS /

network/ network/ network/ network/ network/
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id_db(1) m_db(1) ap_db(1) wow(1) wow(1)
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nTapiap2,11 )
m _db okimd.4)
@

check_actuel_ap(apl i t_searcH(10)

check_actuel_ap( ap!

res_actuel ap( apl,true )

search.req( m4d )
(:’:I

t_search (1.

w
ckl ap2)
l— R

=== [y

Fig. 7. MSC simulation of an example of exchange between wireless entities
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and MSC. With SDL, we have validated the new primitives’ exchanges between
access points and mobile stations. The Figure 7 brings out a part of simulation results
of a QoS negotiation between a mobile station (mobile 4) and an access point (AP2).
First of all, entities must be set. Here we have a new instance of the mobile station M4
and the access point AP2. Mobile station gets his identifier, QoS and QoSexpected
values and begins a search of the access point with the requested QoS. Some other
communication scenarios are also verified with SDL and MSC.

7 Conclusion and Future Works

This paper addresses the problem of QoS management in the WLAN. It presents a
protocol specification between mobile stations and access points to negotiate QoS
requirements during the mobile station attachment. This protocol defines some new
primitives related to the QoS management that must operate with the IEEE 802.11.
The specification of these protocol primitives has been carried out. The second part of
this paper presents an SDL description of this protocol and it shows the behavior
verification with MSC simulation.

This work has to be completed with an implementation of this approach in a
simulation architecture using an appropriate tool such as Opnet or Network Simulator
(NS). This helps to analyze the performances and helps to adjust the parameters of
this protocol before the experimentation. Other parameters can be also used to
characterize quality of service requirements of the mobile stations such as loss ratio
or jitter.
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Abstract. The main objective of clustering in mobile ad-hoc network environ-
ments is to identify suitable node representatives, i.e. cluster heads (CHs) to
store routing and topology information; CHs should be elected so as to maxi-
mize clusters stability, that is to prevent frequent cluster re-structuring. A popu-
lar clustering algorithm (LID) suggests CH election based on node IDs (nodes
with locally lowest ID value become CHs). Although fast and simple, this
method is biased against nodes with low IDs, which are likely to serve as CHs
for long periods and are therefore prone to rapid battery exhaustion. Herein, we
propose LIDAR, a novel clustering method which represents a major improve-
ment over traditional LID algorithm: node IDs are periodically re-assigned so
that nodes with low mobility rate and high energy capacity are assigned low ID
values and, therefore, are likely to serve as CHs. Our protocol also greatly re-
duces control traffic volume of existing algorithms during clustering mainte-
nance phase, while not risking the energy availability of CHs. Simulation re-
sults demonstrate the efficiency, scalability and stability of our protocol against
alternative approaches.

1 Introduction

Current wireless cellular network infrastructures rely on a wired backbone connecting
base stations, implying that networks are fixed and constrained to a geographical area
with a pre-defined boundary. Deployment of such networks takes time and cannot be
set up in times of utmost emergency. Therefore, mobile multi-hop radio networks,
known as mobile ad hoc networks (MANETS), play a critical role in places where a
wired (central) backbone is neither available nor economical to build, such as law
enforcement operations, battle field communications, disaster recovery situations, and
so on [15]. Such situations require a dynamic network topology where all nodes, in-
cluding routers, are mobile and communication between two end nodes can be sup-
ported by intermediate nodes.

Dynamic routing is a key issue in MANETSs design and deployment. However, it
has been proved that a flat structure exclusively based on proactive or reactive routing
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schemes encounter scalability problems with increased network size, especially in the
face of node mobility [10]. One promising approach is to build hierarchies among the
nodes, such that the network topology can be abstracted. This process is commonly
referred to as clustering and the substructures that are collapsed in higher levels are
called clusters [3]. Clustering not only makes a large MANET appear smaller, but
more importantly, it makes a highly dynamic topology to appear less dynamic [12].

In clustering procedure, a representative of each cluster is ‘elected’ as a cluster
head (CH) and a node which serves as intermediate for inter-cluster communication is
called gateway. Remaining members are called ordinary nodes. CHs hold routing and
topology information, relaxing ordinary mobile hosts (MHs) from such requirement;
however, they represent network bottleneck points and -being engaged in packet for-
warding activities- are prone to fast battery exhaustion. The boundaries of a cluster
are defined by the transmission area of its CH.

A considerable body of literature has addressed research on MANETS clustering;
many algorithms that consider different metrics and focus on diverse objectives have
been proposed [1][2][6][8]1[9][11]. Existing algorithms typically separate clustering
into two phases, cluster formation and cluster maintenance, throughout the latter
phase, initial cluster configurations may be modified, depending on nodes movement
[10]. However, some clustering schemes employ explicit message exchange among
MHEs in periodic basis for maintaining the cluster structure [8][9][11]; that is, cluster
formation is repeated at the end of each period resulting in excessive consumption of
network resources. Yet, even the algorithms that apply a different cluster maintenance
method may cause the cluster structure to be completely rebuilt over the whole net-
work when some local events take place, e.g. the movement or “die” of a MH, result-
ing in some CH re-election (re-clustering) [1][2]. This is called the ripple effect of re-
clustering, which indicates that the re-election of one CH may affect the structure of
many clusters and arouse the CH re-election over the network [4]. For clustering
schemes with ripple effect, the communication complexity for the re-clustering in the
cluster maintenance phase may be the same as that in the cluster formation phase and
greatly affect the performance of upper-layer protocols.

In this article, we introduce a protocol for efficient and scalable clustering of
MANETsS designed with two main objectives in mind:

e Fast and inexpensive completion of clustering formation; our clustering algo-
rithm incorporates both mobility and battery power metrics so that only MHs
with low mobility and sufficient energy availability are likely to be elected as
CHs; to meet this objective, we have extended a traditional clustering algorithm
[11], described in the following section.

e  (Cost-effectiveness and ‘fairness’ in cluster maintenance; our algorithm aims at
minimizing control traffic and enhance cluster stability, yet, not to prolong CHs
serving time and cause rapid exhaustion of their energy supplies.

The remainder of the paper is organized as follows: Section 2 overviews related
work and explains the motivation for our research. Section 3 describes the details of
our proposed protocol, while Section 4 discusses simulation results. Finally, Section 5
concludes the paper and draws directions for future work.
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2 Related Work and Motivation

Several heuristics have been proposed to address ad-hoc networks clustering problem.
One of the most popular ones is the Lowest-ID (LID) [11], wherein each node is as-
signed a unique ID. Periodically, nodes broadcast their ID through a ‘Hello’ control
message, within a period termed the ‘Hello period’ (HP). The lowest-ID node in a
neighborhood is then elected as the CH; nodes which can ‘hear’ two or more CHs
become gateways, while remaining MHs are considered as ordinary nodes.

Highest-Degree (HD) algorithm, originally proposed in [9], uses exclusively loca-
tion information for cluster formation: the highest degree node in a neighborhood, i.e.
the node with the largest number of neighbors, is elected as CH. Experiments have
demonstrated that HD-based clustering suffers from poor cluster stability: the highest-
degree node (the current CH) may fail to be re-elected even if it looses a single
neighbor [2].

Vote-based clustering (VC) [8] uses both degree and power level information for
CHs election, so as to prevent electing CHs with insufficient energy supply. However,
simulation results reported in [8] revealed that the inclusion of the degree metric cer-
tainly affects clusters stability, similarly to HD algorithm.

The main asset of LID method is its implementation simplicity. It is also a quick
clustering method, as it only takes two HPs to decide upon cluster structure and also
provides a more stable cluster formation than HD. In contrast, HD and VC need three
HPs to establish a clustered architecture [8]. However, the main drawback of LID
heuristic is its bias towards nodes with smaller IDs: these nodes are highly likely to
serve as CHs for long periods which may lead to their rapid battery drainage. In addi-
tion, neither LID nor HD algorithm take into account mobility metrics, i.e. highly
mobile nodes are equally likely to be elected as CHs, although their movement away
from their attached cluster members may soon lead to a ripple re-clustering effect
[17]. Most importantly, LID, HD and VC do not cater for separating cluster mainte-
nance phase, i.e. CHs election takes place periodically; that scheme consumes consid-
erable bandwidth so that upper-layer applications cannot be implemented due to the
inadequacy of available resources.

The Weighted Clustering Algorithm (WCA) [2] employs combined-metrics-based
clustering: a number of metrics, including node degree, CH serving time (to estimate
residual energy capacity) and moving speed, are taken into account to calculate a
weight factor I, for every node v. Mobile nodes with local minimum /, are elected as
CHs. CHs election process is invoked: (a) at the very beginning of cluster formation;
(b) during cluster maintenance, when a mobile node moves to a region not covered by
any CH. WCA does not invoke re-clustering when a member node changes its attach-
ing cluster. Even though this mechanism can enhance the stability of cluster topology,
this also implies that CHs keep their status without considering the attribute of mini-
mum /, in later cluster maintenance. For instance, in relatively static networking envi-
ronments, WCA will hardly ever be invoked, hence CHs service time will be pro-
longed and elected CHs will soon suffer from battery exhaustion. Also, article [2]
does not clarify how MHs re-affiliation takes place, i.e. the process for the detach-
ment of a MH from its current CH and the attachment to another [17].
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3 Description of Our Proposed Protocol

In this article, we propose a novel clustering protocol, Lowest-ID with Adaptive ID
Reassignment (LIDAR). LIDAR explicitly separates cluster formation and cluster
maintenance phases through employing two distinct algorithms. The former extends
LID algorithm’s approach to identify the most suitable CHs among MANET nodes in
a fast and inexpensive manner. The latter aims at minimizing cluster re-formation
occurrences, yet not at the expense of frequent network disconnections owned to CHs
energy depletion. These two algorithms are presented in the following two sections.

3.1 Cluster Formation Algorithm

The main idea behind LIDAR’s cluster formation method is to maintain the assets of
LID algorithm (fast, simple and low-cost clustering process) while providing stable
clusters and catering for balanced computational load and power consumption among
mobile nodes. This is achieved through identifying and electing the most suitable
nodes as CHs, i.e. those with sufficient power level and low mobility rate.

MHs in a MANET normally depend on battery power supply, therefore energy
consumption should be reduced in order to prolong the network lifespan [18]. Also, a
CH bears extra work compared with ordinary members, and it is likely to “die” early
because of excessive energy consumption. The lack of MHs due to energy depletion
may cause network partition and communication interruption [3]. Hence, it is also
important to balance the energy consumption among nodes to avoid node failures,
especially when the network density is comparatively sparse.

In addition, mobility is a prominent characteristic of MANETS, and is the main
factor affecting topology change and route invalidation [12][16]. MHs that exhibit
high mobility are inadequate for serving as CHs since their movement is likely to
trigger frequent re-clustering, therefore increasing control traffic volume.

Therefore, our cluster formation algorithm takes into consideration both energy
availability and mobility metrics to prolong network lifetime and avoid unnecessary
re-clustering (i.e. enhance clusters stability). We have chosen not to include a node
degree metric, as this has been shown to negatively affect cluster stability [6][8][17].
LIDAR’s execution involves the following steps:

Step 1: At startup, node IDs are arbitrarily assigned. Initial clustering of mobile nodes
is performed using LID algorithm, chosen due to its simplicity, fast and inexpensive
completion of clustering process.

Step 2: At the end of every HP, each mobile node v calculates the following weighted
function value:

Wv:Wle_WZMv,l’ WI+W2=1 (1)

where B, denotes the remaining battery life of node v and M, , represents the mean
mobility rate of node v during the latest p HPs, where p is a small integer (in the fol-
lowing sub-section, we describe how mobility rate is measured).

Step 3: Whenever re-clustering is needed (in the following section we discuss
the circumstances under which re-clustering process is triggered), CHs request their
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attached MHs to send their W, values through a special broadcast message
(WEIGHT_REQUEST).

Step 4: W, values are unicasted by MHs to their local CH through a
WEIGHT_REPLY message along with B, values (the later are used during cluster
maintenance phase).

Step 5: Having received W, values from their attached cluster members, CHs sort
them in descending order and re-assign node IDs so that small IDs are assigned to
nodes with larger W, values and large IDs to nodes with smaller W, values. Namely,
lower IDs are assigned to nodes with high power level and low mobility rate, thereby
increasing their probability of being elected as CHs in the next algorithm’s step.

Step 6: CHs send to their attached members their respective new_ID values.

Step 7: Mobile nodes update their ID values. Right after, re-clustering procedure is
invoked, where clusters formation is based on LID algorithm (go back to Step 1).
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Fig. 1. Illustration of LIDAR execution steps

Upon completion of cluster formation, the protocol ‘switches’ to the cluster main-
tenance phase, i.e. control traffic is no longer exchanged until cluster formation proc-
ess is re-invoked (details are given in the following section). LIDAR execution steps
are illustrated in Fig. 1. Table 1. presents how W, values are calculated, where the
coefficients of equation (1) are set to w; = 0.7 and w, = 0.3:
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Table 1. Calculation of Wy values and node IDS re-assignment in LIDAR (where w; = 0.7 and
w, =0.3)

Node | B, | M,p | W, New
D Node ID
Cluster A 1 2 4 0,2 12
2 7 1 4,6 1
3 4 3 1,9 8
4 6 4 3 5
5 7 2 43 2
8 6 1 3,9 3
12 6 2 3,6 4
Cluster B 6 3 3 1,2 13
7 7 2 43 7
9 8 4 4.4 6
10 6 0 4,2 9
13 7 4 3,7 10
Cluster C 11 3 4 0,9 15
14 6 1 3,9 11
15 6 2 3,6 14

Most existing methods for estimating nodes mobility rate pose the requirement for
GPS card with sufficient accuracy mounted on every mobile node. We propose an
alternative method for measuring mobility rate which relaxes mobile nodes from such
requirement. In particular, each CH measures its neighborhood mobility rate through
contrasting the topology information it obtains during successive HPs.

A main objective of LIDAR algorithm is to minimize control traffic overhead dur-
ing clustering formation phase, which highly depends on HP duration (i.e. frequency
of broadcasting ‘Hello’ control packets). To achieve that, CHs measure the mean
mobility rate of their attached cluster members MRc and accordingly adapt the
‘Hello’ broadcast period BP within their cluster. It is also guaranteed that HP duration

always lies between two boundaries: HP, . < HP < HP.

max °’

at startup, HP is glob-

ally set to HP_, . The details of our mobility rate measurement method may be
found in [7].

3.2 Cluster Maintenance Algorithm

The main criticism against cluster-based structures in MANETSs focuses on the need
for extra explicit message exchange among MHs for maintaining the cluster structure
[10]. When network topology is highly dynamic, resulting in frequent cluster topol-
ogy updates, the control overhead of cluster maintenance increases drastically. Thus,
clustering operation may consume a large portion of network bandwidth, drain mobile
nodes’ energy quickly, and override its improvement on network scalability and per-
formance [13]. By limiting re-clustering situations or minimizing explicit control
messages for clustering, the cluster structure can be maintained well without exces-
sive consumption of network resources [17].
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Our cluster maintenance algorithm, follows an approach whereby clustering is not
executed periodically but in an event-driven manner. That is, re-clustering process is
only invoked when an important event occurs:

(a) The Energy Level of a CH has Significantly Decreased

Each elected CH holds information about its node degree d and also the battery level
B, of its cluster members at the election time (see step 4 of cluster formation algo-
rithm). Nodes serving as CHs for a long period of time are expected to drop their
battery level B¢y faster than ordinary nodes. To prevent the risk of energy depletion,
CHs periodically check their Bcy value. When By falls far below the average energy

d
2.8,

level of CH’s cluster members, i.e. when B, <T * “:Id (where T < 1), the CH

invokes a cluster formation process; namely, the CH is soon replaced by another node
with higher energy availability. Unlike the method proposed in [2], our approach
ensures that CH role is fairly shared among MHs regardless of the MANET’s topol-
ogy characteristics, hence energy consumption is uniformly distributed. It should also
be stressed that our proposed scheme does not cause a ripple of re-clustering effect,
since only CHs with decreased battery level relinquish their CH role, without affect-
ing neighboring clusters.

(b) The MANET Topology has Significantly Changed

The highly dynamic nature of MANET topologies combined with infrequent re-
clustering implies that cluster structures may soon be outdated. On the other hand, the
maintenance of updated cluster formations presupposes frequent exchange of control
traffic, which should certainly be avoided. Hence, we propose a scheme whereby
cluster formation is invoked when the MANET topology has changed to such extent
that CHs are unable to route incoming traffic to its destination node. Following that
approach, we ensure that in relatively static MANET topologies (e.g. in convention
centers, conferences or electronic classrooms), where relocations of MHs seldom
occur, the cost of cluster maintenance is practically eliminated. However, this enor-
mous cost improvement is achieved at the expense of larger setup latency whenever
data traffic exchange commences. An alternative method would be to invoke re-
clustering whenever a MH re-affiliates (moves away from its attached CH and joins
another cluster). Such a method though, would generate excessive control traffic ex-
change in highly mobile networks for cluster maintenance; in most cases, control
traffic would be broadcasted for no reason, e.g. MHs continuously changing their
location on the plane, yet, not transmitting any data.

To illustrate our method, let us examine the example topology of Fig. 1.d, which
depicts the result of executing our cluster formation algorithm. At a later stage we
assume that node #12 issues a data transmission request. At that time, network topol-
ogy is expected to have changed due to nodes mobility. If this is not the case (topol-
ogy has remained unchanged), node #1 (nominated as CH of node #12 at cluster for-
mation time) will receive the transmission request and reply sending back an ACK
message. Node #12 will than commence data transmission and CH #1 will route re-
ceived data towards its destination node. If the transmission request is not received by
node #1 (either node #1 or #12 has moved away), node #12 will not receive back the
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ACK message; as soon as a specified period of time elapses, node #12 will have de-
tected the topology change and trigger a local re-clustering process. The outcome of
re-clustering will be the attachment of node #12 to another CH; data transmission will
start thereafter. Re-clustering process is ‘propagated’ along data routing path, if
needed. That implies that our approach prevents the ripple re-clustering effect, since
re-clustering is only invoked where necessary, i.e. in MANET areas that appear to
have significantly reformed.

4 Simulation Results

LIDAR protocol has been simulated using NS-2 simulator [14] and compared against
LID, HD and WCA algorithms. Our simulation tests attempt to compare the perform-
ance of these algorithms in terms of signaling traffic, cluster stability and variance of
MHs energy level.

A square terrain of 600m x 600m is assumed. The number of MHs moving within
the square space varies from 20 to 120. At startup, MHs are randomly positioned on
the plane. MHs move with speed 0 - 15m/s, on random direction. At the event of
reaching the terrain boundary, MHs are bounced back. The ‘hello period’ duration is
set to 1 sec for LID, HD and cluster formation phase of WCA and LIDAR ap-
proaches. Initial remaining battery time of MHs is randomly set between 20 and 100
units; energy is assumed to be linearly decreased for ordinary nodes, while for CHs it
depends on the number of their attached cluster members. Each simulation run lasts 3
minutes; simulation results presented below have been averaged over 5 runs. Regard-
ing the execution parameters of LIDAR, W, values are calculated for w; = 0.7 and w,
= 0.3; MHs measure their mobility rate through contrasting the topology information
they obtain during p = 5 successive ‘hello periods’ CHs check their battery availabil-
ity Bcy with a period 100 times longer than the ‘hello period’.

Fig. 3a illustrates the average number of control messages exchanged as simulation
time advances. In LID and HD algorithms, ‘Hello’ messages are periodically broad-
casted during cluster maintenance phase; hence, their performance results coincide.
WCA executes re-clustering whenever a MH moves to a region not covered by any CH [2].
On the other hand, the most likely scenario for LIDAR re-clustering is when a MH
issues a transmission request. Thus, for reasonable values of average MHs speed
(5 m/sec) and average rate of transmission requests (1 request per min for each MH),
LIDAR clearly outperforms WCA.

Fig. 3b reveals the dependency of WCA algorithm’s performance on the average
speed of MHs. Namely, in highly mobile MANET environments WCA involves fre-
quent re-clustering, hence increasing clustering overhead. In contrast, LIDAR’s per-
formance remains unaffected; yet, it depends on the frequency of transmission re-
quests.

Fig. 3c compares the average number of CH changes, which is an indicator of the
overall cluster structure stability (the more frequent the CH changes, the less stable
clusters are). As expected, LID performs better than HD as the former exclusively
uses ID and the latter node degree information to decide upon cluster structure. WCA
also incorporates degree metric in cluster formation thereby negatively affecting clus-
ter stability; also, as network size increases, it is more likely to invoke re-clustering
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process due to nodes movement. LIDAR provides better results, as it suggests that CH
changes do not depend on nodes mobility but may only occur upon data transmission
or when CHs run the risk of battery drainage.

2.000.000 2.000.000
1.800.000 1.800.000 S ® S XS
o
& 1.600.000

1.600.000 /'/ o
3
o 1.400.000 8 1.400.000 //
H / =
o
200, 1.200.000
1.000.000 / 1.000.000 /
800.000 / 800.000
600.000 / // 600.000 /
400.000 400.000
200,000 1 200.000

N
S
S
=3
S
3

# Control Messa

Overall Number of Control

0 0
30 60 90 120 150 180 0 3 6 9 12 15
Simulation Time (sec) Average Speed of MHs (m/sec)
[—#—LID —=—HD —&—WCA —»—LIDAR| [—#—LiD —=—HD —+—WCA ——LIDAR|

(a) Average number of control messages (b) Overall number of control messages (50
during simulation runs (50 MHs, with average MHs, with average rate of transmission re-
speed of MHs 5 m/sec and average rate of quests for MHs 1 request/min).

transmission requests for MHs 1 request/min).

30 90

|

~
=}

3 & 8 B
Variance of Power Leve
N oW & o
8 3

f{

Average CH Changes

S

23
=)

o

o

40 60 80 100 120] 0 8 6 ° 2 1
Average Speed of MHs (m/sec)

Network Size (# MHs)
[Z—LD —=—HD —+— WCA —x—LDAR] ‘+LID+HD +WCA+LIDAR‘

n
S

(c) Average number of CH changes (for aver- (d) Variance of energy level among MHs (50
age speed of 5 m/sec and average rate of MHs, with average rate of transmission re-
transmission requests for MHs 1 request/min).  quests for MHs 1 request/min).

Fig. 2. Simulation results

Finally, Fig. 3d illustrates the variance of power level among MANET’s MHs.
Large variance values indicate that specific nodes are engaged on CH role for long
periods, hence, their energy level soon falls far below the average. This simulation
test highlights the main limitation of LID algorithm: in LID, CHs election is biased in
favor of nodes with low ID values; these nodes are likely to serve as CHs for long
time and their energy supply rapidly depletes. Interestingly though, for static envi-
ronments (average speed 0 m/sec), LID, HD and WCA algorithms present almost
identical variance values among MHs energy level. For LID and HD methods cluster
formation is periodically executed only to re-elect the same nodes as CHs (since net-
work topology does not reform). For WCA, following the initial cluster formation, the
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lack of nodes movement prevents future re-clustering, hence CHs service time is
prolonged and difference between the energy levels of CHs and ordinary nodes in-
creases. However, higher mobility rates imply more frequent triggering of WCA re-
clustering events, thereby decreasing variance values. LIDAR exhibits smaller vari-
ance of mobile nodes energy level: CHs give up their role even in static environments,
when their battery resources are about to exhaust. Namely, CHs role is fairly shared
among network nodes, achieving more uniform distribution of energy consumption.

5 Conclusions — Future Work

In this article, we have introduced a novel protocol that explicitly separates clustering
process in cluster formation and cluster maintenance phases. The former extends the
ideas of LID algorithm increasing the likelihood for electing CHs with low mobility
and sufficient energy capacity. The latter aims at minimizing control overhead and
enhancing cluster stability, without sacrificing the balanced consumption of energy
supplies among MANET nodes.

Simulation results demonstrated that LIDAR protocol outperforms traditional LID
and HD algorithms, as well as a more recent approach (WCA) in terms of control
traffic overhead, cluster stability and variance of energy level among MHs.

As a future extension, we intend to incorporate mobility metric in the calculation of
weight function values, and also introduce a mobility prediction method (e.g. similar
to [16]) to identify group mobility patterns and provide steadier cluster formations.
The effect of MHs transmission range in the operation of LIDAR will be evaluated
for all typical ranges of the standard 802.11a equipment [5]. We also intend to extend
our cluster maintenance algorithm so as to restrict the number of nodes dominated by
a single CH between a lower and an upper bound; that way, clusters will be small
enough to impede drainage of CHs resources and large enough to prevent long routing
paths and message delivery delays.
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Abstract. In wireless networks, devices must be able to dynamically
discover and share services in the environment. The problem of service
discovery has attracted great research interest in the last years, partic-
ularly for ad hoc networks. Recently, the IETF has proposed the use of
the DNS protocol for service discovery. For ad hoc networks, the IETF
works in two proposals of distributed DNS, Multicast DNS and LLMNR,
that can both be used for service discovery. In this paper we describe and
compare through simulation the performance of service discovery based
in these two proposals of distributed DNS. We also propose four simple
improvements that reduce the traffic generated, and so the power con-
sumption, especially of the most limited, battery powered, devices. We
present simulation results that show the impact of our improvements in
a typical scenario.

1 Introduction

The increment in the number of devices connected to networks has motivated
the development of service discovery protocols, which help the user in the task
of automatically discovering and using the wide range of services available in
a network (e.g. printers, mail servers, etc.). Some service discovery protocols
have been defined in the IETF for the Internet (SLP [I], SSDP [2]), and others
have been defined by other standardization bodies, tied to a particular high-
level technology (Jini [3], Salutation [4]). More recently, other service discovery
protocols, specifically designed for ad hoc networks, have been defined, some tied
to a wireless technology (SDP for Bluetooth [0, IAS for IrDA [€]), others that
jointly deal with the problems of ad hoc routing and service discovery (GSD [7],
HSID [8]), and others that work at the application layer of the protocol stack
(DEAPspace [9], Konark [10], the post-query strategies [I1], and PDP [12]). For
a complete review of service discovery protocols, see [13].

In their answer messages, service discovery protocols return the name of the
server or servers that offer the service, together with other relevant data (e.g.
transport protocol, port, service attributes, etc.). Server names are preferred
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to IP addresses because, when there are several responses, the user is usually
prompted to select one among them. The device must send a DNS query to
resolve the name of the selected server into an IP address, prior to accessing the
service.

Recently, the Zeroconf IETF working group has proposed the use of DNS for
service discovery, so devices don’t need to implement two different protocols (the
DNS protocol and a service discovery protocol) but just one for both function-
alities. This proposal is known as DNS-Service Discovery (DNS-SD). For ad hoc
networks, where service discovery is essential, but the infrastructure necessary
to support it may not be always available, DNS-SD can work over any of the two
current proposals of distributed DNS for infrastructureless networks: LLMNR
and Multicast DNS. In this paper we compare both proposals, evaluating their
performance and particularly the traffic they generate.

In wireless networks, one of the key issues is minimizing energy consumption,
since most devices are battery powered and so their autonomy is increased.
Several studies about power consumption in wireless devices show that wireless
communications are responsible of a significant part of the energy consumption,
and that the cost of transmitting a packet is almost independent of its size and
of whether it is unicast or broadcast [T4JI5]. These facts must be taken into
account when designing protocols for these kind of environments. In this paper,
we present some simple improvements that can reduce the traffic generated in
DNS based service discovery, and so the power consumed.

The paper is organized as follows. First, section 2 describes the proposals for
DNS-based service discovery in ad hoc networks, Multicast DNS and LLMNR.
Then, section 3 compares the performance of both proposals through a simula-
tion study, and section 4 proposes some improvements that reduce the number
of transmissions and so the power consumption. Finally, section 5 discusses some
implementation issues, and, section 6 the conclusions and future work.

2 DNS-Based Service Discovery in Ad Hoc Networks

DNS Service Discovery (DNS-SD) [I6] provides support for service discovery
over DNS, without making any change to the DNS protocol. With DNS-SD,
devices can obtain a list of servers offering a given service type as a response
to a DNS query. At the time of writing this paper, this proposal is in Internet
Draft state.

DNS-SD works over DNS, so it may use the classical centralized architecture,
based on a hierarchy of servers, or any of the DNS modifications for name res-
olution in infrastructureless networks, Multicast DNS or LLMNR, with a fully
distributed architecture.

DNS-SD exploits the syntax and the semantic of the SRV resource records
for service discovery, adding one level of indirection to allow the user obtaining
instances of service types with different characteristics.

DNS is a protocol that requires network infrastructure and a heavy admin-
istrative management due to how domain names are assigned and delegated.
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Regardless of whether DNS is being used for service discovery or not, a solu-
tion for name resolution in infraestructureless, ad hoc, networks is necessary.
Recently, two proposals have been presented in the IETF for distributed DNS,
and, as we previously mentioned, they may be also used for DNS-based service
discovery: Multicast DNS and Linklocal Multicast Name Resolution.

Both proposals start from the DNS protocol but do out with the centralized
architecture, replacing it by a fully distributed approach in which all the devices
in the network have their own DNS server, and all DNS queries are multicast.
In the following subsections we will describe in detail both proposals.

2.1 Multicast DNS

Multicast DNS [I7], as DNS-SD, is fruit of a joint initiative of the Zeroconf
and DNSEXT groups of the IETF, with Apple Computer as the prime mover.
Multicast DNS defines a new top-level domain, .1local.. All the names under
this domain have meaning only in the local network in which they have been
defined. There is no naming authority in charge of managing this domain, but any
user or software may create their own names with the .local. suffix, provided
that they don’t clash with names chosen by other users in the same local network.

When the resolution of a name with .local. suffix is requested, the Multicast
DNS protocol must be used. All devices in the network must have a “Multi-
cast DNS client” that issues multicast resolution queries, and a “Multicast DNS
server” that resolves these queries.

In Multicast DNS, applications that request a name resolution can have three
modes of operation: “one-shot queries”, the client waits for the first response
and discards the others; “one query-multiple responses”, the client waits for all
the answer messages; and “continuous query”, in which the client issues the
same query periodically, and so it monitors the existence of some resource in the
network.

In order to reduce network traffic in the last two modes, queries include all
the records previously known by the client (stored in its cache), so a server will
answer a query only if it knows of a resource record not included in the query. To
include the known records in the query, the answer section of the DNS message
is used (the use of the answer section of the message in a query is illegal in
classical DNS). If all the known records do not fit in a query packet, this must
be signalled setting the TrunCation (T'C) bit in the header of the query message,
and the rest of the known records must be sent in a new query with an empty
query section.

In this protocol, servers send multicast answer messages, so all devices in
the network receive all of them, and this way they keep their caches updated.
Moreover, this allows fast detection of clashes between domain names used by
different devices. To help reducing the number of collisions in the network, servers
delay their answer messages to a query a random time uniformly generated
between 20-120 ms. All replies must be authoritative answers, so a server never
replies with information from its cache.
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In Multicast DNS, the TTL (the Time-To-Live defined in DNS) of the re-
source records is chosen according to how mobile the device is, and how long it
will remain in the same network. So, for static devices, large TTL values are con-
figured, and for dynamic devices, small TTL values are used. The recommended
default value for the TTL is 120 seconds, which means that other devices in
the network may store outdated information about us for up to two minutes.
Reducing the TTL reduces the time outdated data remains in the caches when
someone leaves the network, but it increases the network traffic.

To reduce the number of stale entries in the cache, and so the number of false
service discoveries, Multicast DNS introduces three mechanisms:

— The “goodbye” message: it is used when a server detects that it is about
to leave the network or to shutdown. This message consists in a gratuitous
answer message (i.e., an answer that do not correspond to any query) in
which the device includes all its local resource records (services) with TTL
value of zero sec. This way, all devices listening the goodbye message, will
delete these records from their caches.

— Update entries: if there is a change in any resource record (e.g., a device
changes the characteristics of a service it was offering), the server sends a
gratuitous answer message with the updated resource records.

— Remove entries in the local cache: when a failure is detected using the in-
formation from a resource record in the cache (e.g., the service does not
respond), or a change in the topology of the network is detected, the in-
volved resource resords are removed from the cache.

2.2 Linklocal Multicast Name Resolution

Linklocal Multicast Name Resolution (LLMNR) [18] is an initiative from the
DNSEXT group of the IETF, with Microsoft as the prime mover. Its way of
approaching the problem of name resolution in ad hoc networks is much more
conservative than Multicast DNS, with no modification in the use DNS message
fields, and without defining any new domain name for the local scope.

In LLMNR, devices have a “LLMNR client”, which sends name resolution
queries, and a “LLMNR server”, which answers the queries made by the clients.

LLMNR clients transmit their queries using multicast, and wait for answer
messages to arrive. Servers which have one or more authoritative resource records
that match the query, reply using unicast. Information from the caches cannot
be included in the replies. LLMNR is more restrictive than DNS regarding the
definition of authoritative zones. In DNS, the authoritative zone of a server
comprises all the domain names in the sub-tree under its start of authority
(SoA) resource record, except for those delegated to other DNS servers, while
in LLMNR a server is authoritative just for the root of its zone and not for the
sub-domains under it.

LLMNR uses the same TTL value for all the resource records in a server.
This TTL value is chosen depending on how static or dynamic the network is.
Larger TTL values reduce network traffic but generate stale cache entries in
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highly changing networks. For such networks, such as ad hoc networks, a TTL
value of zero is recommended in the draft.

Regarding security aspects, both LLMR clients and LLMNR servers check the
source addresses of the reply and query messages received, respectively, before
accepting or discarding them. A client only accepts replies from servers with
“on-link” TP addresses, i.e., with a source IP address that belongs to the same
IP subnetwork as the client. Similarly, a server only answers unicast queries from
“on-link” IP addresses, or from multicast queries that use local-scope multicast
addresses. Moreover, servers must include in their answer messages just resource
records that are reachable from the same subnetwork.

3 Comparative Study of Multicast DNS and LLMNR

Both Multicast DNS and LLMNR, keep the DNS message format, syntax and
resource record format, although Multicast DNS introduces some changes in the
way some of the fields of the DNS message are used (specifically, the use of the
answer section in the queries). Regarding the use of these protocols together
with DNS-SD to support service discovery, the main differences between both
proposals are the following:

— Multicast answers: in LLMNR, servers answer using unicast, while in Mul-
ticast DNS they answer using multicast.

— Resource records caches: LLMNR recommends using TTL values of zero for
ad hoc environments; therefore, no resource records are cached. Multicast
DNS recommends using a TTL value of 120 seconds, and caches are used to
improve the operation of the protocol.

— “Goodbye” message: The goodbye message is defined in Multicast DNS.
LLMNR does not define an equivalent message. Since a TTL value of zero
is recommended in LLMNR for ad hoc networks, no resource records will be
stored in caches, and so no false or stale entries are possible.

In this section we will study through simulation the impact that these differ-
ences between Multicast DNS and LLMNR have when they are used for service
discovery in ad hoc networks. We use OMNeT+-+.

We have simulated an area of 300 x 300 meters, with a number of devices
(clients and servers offering services), all of them mobile, using a Random Way-
Point model for the movements, with exponential “thinking times”, and an IEEE
802.11 network interface in ad-hoc mode. We have used MAC broadcasts for
multicast IP transmissions. Multicast multi-hop ad-hoc routing is not necessary,
since both Multicast DNS and LLMNR, are defined to be used just on the lo-
cal link. The length of the simulation was elected to obtain results with a 90%
confidence level and a 10% confidence interval.

The variables of our interest are: the number of messages transmitted (nor-
malized per service search), the service discovery ratio (the ratio of services

! http://www.omnetpp.org/
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discovered), and the service error ratio (ratio of stale or false services discov-
ered).

An optimum service discovery solution for ad hoc networks should achieve as
low number of messages transmitted as possible, so reducing power consumption,
while keeping a high (close to 100%) service discovery ratio, and a low (close to
0%) service error ratio.

3.1 Multicast Answer Messages and the Use of Caches

In LLMNR, clients send queries using multicast, and servers send their answer
messages using unicast; besides, clients are recommended not to make cache of
the received answers. In service discovery terminology [12], this mode of opera-
tion is commonly known as “pull mode without cache”. One of the main advan-
tages of this mode is its reliability and its simplicity. In fact, its performance can
be studied analytically. It can be shown that, since each time a service is needed,
a query is sent, assuming no link failures, the service discovery ratio is 100%,
and the service error ratio is 0%, since all available services respondi the query
sent at the time when a service is needed. Given that there are n devices in the
network, that each one offers a service, and that there are k different kind of
services in the network, the number of messages transmitted per search follows
Equation [l By
+n—1
; (1)
Multicast DNS is more complex than LLMNR. Following again service dis-
covery terminology, it behaves as a “pull mode with cache and with multicast
responses”, or what is equivalent, as a push mode with service announcement’s
rate controlled by the service request frequency in the network. Moreover, in
Multicast DNS, service queries include previously known entries from the cache,
what helps to reduce the number of replies necessary for that query.

NumberOfMessages =

" Multicast DNS with goodbye ——
Multicast DNS without goodbye -
LLMNR -

NUMBER OF MESSAGES PER QUERY —>

L L L L
0 20 40 60 80 100
CACHE SIZE ->

Fig. 1. Number of messages against cache size

Because of its complexity, we have carried out the performance evaluation of
Multcast DNS through simulation. The results of these simulations are shown in
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Fig. 2. Service discovery and error percentages against cache size

Figures[Il and 2l The scenario simulated consists of 20 devices in average, each
one with an average thinking time of 600 seconds, offering one service, with 5
different kinds of services in the network, and issuing a query (a service request)
every 60 seconds in average. We simulate different cache sizes, from 0 to 100
entries (a cache with size n has space to store up to n resource records).

As we can see in Figure [Tl this mode of operation significantly reduces the
number of messages per service search, compared with LLMNR. The price to
pay is that this reduction comes with an increment in the uncertainty about
the availability of the services discovered, since although the service discovery
ratio reaches the 100%, Figure 2] (a), the service error ratio reaches a value close
to 30% when moderate or large caches are used, Figure [ (b) (plot labelled
“Multicast DNS without goodbye”)).

3.2 Goodbye Messages

The above mentioned lost of reliability in the Multicast DNS protocol is allevi-
ated through the use of the cache consistency mechanism defined in Multicast
DNS. This mechanism allows deleting staled cache entries by using “goodbye”
messages. We have repeated the simulations introducing now the use of the
“goodbye” message, Figure ] (plot labelled “Multicast DNS with goodbye”).
We see that the service error ratio is reduced to 0% while the increase in the
number of messages transmitted is not significant, and continues well under
LLMNR, see Figure [l (plot labelled “Multicast DNS with goodbye”).
Considering the results we have obtained, we can conclude that Multicast
DNS is more suitable than LLMNR to be used for service discovery in ad hoc
networks, since it preserves protocol reliability while significantly reducing the
number of transmissions for service discovery, and so the power consumed.

4 Proposed Improvements to Multicast DNS

As we have seen above, Multicast DNS is more efficient for service discovery in ad
hoc networks than LLMNR. However, the traffic efficiency of the protocol can be
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significantly improved with some simple modifications. In this section we propose
four simple modifications, and evaluate how they improve the performance of
Multicast DNS. They all try to reduce the number of network transmissions
and receptions, particularly for the more limited devices, and so their power
consumption.

4.1 Use Services Stored in the Cache for the Answers

In ad hoc networks, cooperation among devices is essential since the devices can
carry out more complex tasks at a lower cost thanks to the cooperation. Our
first proposal of modification for Multicast DNS is to allow all the devices that
know about a service, not just those devices that offer themselves the service,
to answer a service request query. In other words, we allow using the resource
records in the cache (i.e., the non-authoritative resource records) for the replies.

Moreover, prior to answering, a device first listens for answer messages to the
same query from other devicedd, it checks whether it knows about any other
service that has not been announced yet, and if so, it sends its answer message,
and if not it aborts its reply. This way, all devices cooperate to build the list of all
available services of the requested type with the minimum number of messages
transmitted, see Figure Bl In this figure, we can see that the reduction in the
number of messages transmitted in this scenario is 12, 4% for big enough caches.

Multicast DNS with improvement 1 —+—
Multicast DNS —x-—-

NUMBER OF MESSAGES PER QUERY —>

L L L L
0 20 40 60 80 100
CACHE SIZE —>

Fig. 3. Number of messages against cache size with improvement 1

4.2 Update the Cache with the Services Included in the Query

Continuing with the philosophy of exploiting the cooperation between devices,
the second improvement we propose consists on updating the caches not just
with the resource records obtained from answer messages, as Multicast DNS
specifies, but also from the list of previously known services included in search
queries. This way, as Figure [] shows, the number of search messages is reduced
in our scenario a 22,8% with respect to Multicast DNS, for big enough caches.

2 Remember that, to avoid collisions, in Multicast DNS all devices wait a random time
before sending a reply to a query. We will come back on this later in this section.
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"Multicast DNS improvement 2 ——
Multicast NS —x-—-

NUMBER OF MESSAGES PER QUERY —>

L L L L
0 20 40 60 80 100
CACHE SIZE —>

Fig. 4. Number of messages against cache size with improvement 2

4.3 Use a Different Distribution for the Random Waiting Time

In Multicast DNS, to avoid collisions after a query, servers do not answer imme-
diately, but wait a random time drawn from a uniform distribution between 20
and 120 msec. Our third proposal consists on generating this random time fol-
lowing a more intelligent distribution that statistically guarantees that devices
with less energy constraints (e.g., with an AC adapter plugged in), and which
know about more services, answer first, making most of the times unnecessary
for the most limited devices to answer. To achieve this, we propose to generate
the random time inversely proportional to the Time-To-Live (TTL) associated
to the device, and to the number of services it knows. We assume that battery
powered devices will have a low TTL configured (which is consistent with the
fact that they are highly mobile).

Specifically, we propose the random time to be drawn from the expression in
Equation [ where U(x,y) represents a uniform distribution between x and y,
and the value 7200 sec. (120 minutes) is an heuristically chosen parameter that
represents the time starting from which a device can be considered static.

7200

2 12 2
U(20, 0% 7200 + TTL * #Cache_EntrieS) @

We have simulated an example scenario to measure what percentage of the
answer messages are transmitted by different devices with different TTL values,
in a heterogeneous scenario with 20 devices in average, with five different values
of TTL: 500, 2500, 4500, 6500 and 9500 seconds, which are also their average
thinking times. There are the same number of devices of each type (i.e., 20%
with each TTL). The cache has a capacity for 10 entries, except for the more
static devices (the ones with TTL = 9500), that are less limited and have a cache
with capacity for 100 entries. The rest of the parameters of the simulation are
the same than in previous ones.
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Fig. 5. Percentage of answer messages against TTL of the device with improvement 3

FigureBlshows the results of this simulation. We see that changing the strategy
of generation of the random waiting time causes that 75% of the queries are
answered by the devices with larger TTL, reducing the answer messages from the
others to a forth of what they would have answered with an uniform distribution
(as in Multicast DNS), and so reducing their power consumption. Moreover, the
number of messages sent is reduced a 58,86% because the devices with larger
TTL and greater cache, which answer the 75% of the queries, are the ones that
have a more complete and accurate view of the network, and most of the times
the reply from any other device is not needed because there is no other new
service to add.

4.4 Optimize “One Query-One Response” Queries

As we observed before, Multicast DNS distinguishes three modes of operation of
the applications in search for a service: “one-shot queries” (also known as “one
query-one response” ), one-shot queries accumulating multiple responses (“one
query-multiple responses”), and continuous querying. However, no field in the
DNS message is used to distinguish one type of query from the other, and so the
answers from the servers are the same in all cases; it is the client itself which,
for example, in the case of one-shot queries, selects the first answer and discards
the rest.

Our last proposal consists on defining a flag in the DNS header that could
be used in Multicast DNS to indicate whether the query is of the kind “one
query-one response” or “one query-multiple responses”. For this flag, any of the
currently unused bits (9 to 11) of the parameters field of the DNS message header
could be used.

This way, if a server receives a DNS query with the “one query-one response”
flag set, before sending its reply, if it listens another reply from other device in
the network, it will abort its reply, even though it would have something new to
say. This way, the bandwidth consumed is greatly reduced.
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5 Conclusions and Future Work

In ad hoc networks, devices must be able to discover and share services dynam-
ically. Several protocols have been proposed for service discovery. Recently the
IETF has proposed the use of the DNS protocol for service discovery. For ad
hoc networks, the IETF works in two proposals of distributed DNS, that can be
used for service discovery: Multicast DNS and LLMNR.

In this paper we have reviewed and analyzed both proposals from the point
of view of their efficiency when used for service discovery in ad hoc networks.
From our study, we conclude that the one that better fits the requirements of
these kinds on environments is Multicast DNS. However, some very simple im-
provements can be introduced that help to improve their efficiency, especially
regarding power consumption in limited devices. In this paper we have proposed
and analyzed through simulation four improvements. The reduction in the num-
ber of messages transmitted is about 35%, depending on the scenario, for one
query-multiple response requests, and may be much greater for one query-one
response. Besides, this reduction is achieved in those devices where it is more
necessary, in the more limited devices.

We are working on validating the viability of our proposals via real implemen-
tation. In this sense, starting from an implementation in J2SE of Bonjour [19],
we are completing an implementation in J2SE of Multicast DNS and DNS-SD
with and without the power-saving improvements we propose. There is also an
implementation of Rendezvous for network cameras Axis 2100.

As a future work, besides finishing the implementation of our improvements to
Multicast DNS in J2ME for PDAs, and in other devices usually found in perva-
sive computing environments, we are also interested in broaching the following
problems. First, we want to test other distributions for the generation of the
random time, and to study their effect and how to achieve a further reduction.
Secondly, today the value of TTL is configured manually both in Multicast DNS
and in LLMNR devices, but it would be very interesting that this value could
be automatically learned from the mobility behaviour of the device, without
any direct intervention from the user. Thirdly, we plan to do more simulations
using different multicast ad-hoc routing protocols in larger areas, instead of IP
broadcasts. Finally, we are aware of the security problems inherent with ad hoc
networks, and we are working in a distributed trust model, so these networks can
include automatic mechanisms to adapt the trust relation between the devices
as they experiment positive and negative experiences [20].
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Abstract. In wireless mesh networks, there are mesh routers which can
compose a wireless backbone with low mobility. We propose a hop-by-hop
multipath routing scheme which is suitable for mesh routers offering network
reliability with route redundancy. We extend DSDV in order to have multiple
next hops to all nodes in the network without additional overheads. The basic
idea of our scheme is to make several paths between the source and destination
by selecting a proper next hop at every forwarding data. We choose a mesh
router with the highest residual bandwidth as a next hop among multiple ones.
Through periodic one hop broadcasting, not only we can get residual bandwidth
information but also we can detect route failures fast and reduce the number of
routing overhead packets. Through simulation, we represent that our scheme is
more efficient than DSDV in delivering data to the destination when traffic is
heavy, reducing overhead packets in the network, and preventing data loss
when the route failure occurs.

Keyword: Wireless mesh networks, Routing, Proactive routing, Hop-by-Hop
multipath, Residual bandwidth.

1 Introduction

As the use of Internet is increased, the demand to utilize Internet wherever and
whenever is also increased. Because the size of devices is getting smaller and the
capacity of them is getting better, they can satisfy the increasing demand for Internet.
In these points of view, wireless mesh networks come. Wireless mesh networks take
charge of connections both between the same networks and among the different
networks. This fact makes it possible to use any data located in Internet or other
networks whenever people want to. Wireless mesh networks consist of mesh routers
and mesh clients. Mesh routers act as bridges which connect to different networks,
gateways which connect to the Internet, and a wireless backbone. Mesh clients, as
wireless terminals, can be hosts and routers like nodes in Ad-Hoc networks. Mesh
clients also perform as a ad hoc gateway in order to connect to the wireless mesh
backbone to access Internet[1].

We find out that mesh routers have similar characteristics to the nodes in Ad-Hoc
networks such as wireless multi-hop communication. However, the mesh routers have
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different features in that they have very low mobility and no energy constraint, and
they form a wireless infrastructure backbone including the bridging and gateways
functions. The main data in wireless mesh networks must be the data from or to
Internet through gateways. Moreover, it is expected that there are a lot of data traffics
among mesh routers, especially audio and video traffics which are sensitive of a time
and should satisfy QoS(Quality of Service) requirement. Therefore, a new routing
protocol is necessary among mesh routers to reflect these unique characteristics and it
should be different from the existing routing protocols in Ad-Hoc networks.

A lot of routing protocols has been studied in Ad-Hoc networks actively[2]-[9].
Routing is a very challenging task in Ad-Hoc networks because the Ad-Hoc networks
have characteristics such as the unpredictability of environment due to node failure,
the unreliability of wireless medium, resource-constrained nodes, and dynamic
topology due to mobility. Ad-Hoc routing protocols are divided largely into two
parts according to the time when a routing path is determined. The routing path
is calculated whether before or at transmitting data, which are proactive protocols
(DSDV[4], OLSR[5]) and reactive protocols(DSR[6], AODV[7]). The proactive
protocols are also called table-driven schemes and they calculate the routing path
before transmitting data. Each node in the network exchanges its routing table
periodically and it can know network information such as the topology, the link state,
and the routes. After setting up the routing table, the nodes can know the path to all
nodes in the network and they can send data immediately whenever data to send is
occurred. The reactive protocols are also called on-demand schemes and they
calculate the routing path at transmitting data. Because these schemes calculate the
path to the destination only when data to send is occurred, they don’t have to
exchange the routing tables periodically. They can reduce the number of overhead
packets but the end-to-end delay is increased because data are able to be sent after
calculating the routing path[2], [3].

In Ad-Hoc networks, DSDV[4] is a renowned proactive routing protocol. As a
distance vector scheme, DSDV selects a next hop which has minimum hop counts to
the destination. By exchanging routing tables, each node in the network can know the
distance information as hop counts and next hops for all other nodes in the network
with the minimum distance. As a proactive routing scheme, DSDV updates the
routing table periodically. There are two ways to update the routing table, one, called
a full dump, will carry all of the available routing information. The other, called an
incremental, will carry only information changed since the last full dump. When the
routing table is updated, routes are always preferred if the sequence numbers are
newer and if the sequence numbers are the same and yet the lower hop count is better.
The sequence number prevents the formation of loop because the route which has
newer sequence number is preferred.

To compensate for the dynamic and unpredictable nature of Ad-Hoc networks,
multipath routings are studied actively, too[9]. Multipath routing allows the
establishment of multiple paths between a single source and single destination node.
Load balancing can be achieved by spreading the traffic along multiple routes. If
multiple paths are used simultaneously to route data, the aggregate bandwidth of the
paths may satisfy the bandwidth requirement of the application. Since there is more
bandwidth available, smaller end-to-end delay may be achieved. In [10], it is showed
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that a distance vector routing could be extended to offer the computation of all
possible alternative paths with instance loop freedom.

Proactive routing protocols are proper for wireless mesh networks especially
among mesh routers due to the mesh routers’ characteristics. As a wireless backbone,
the traffic patterns of mesh routers are likely that a large subset of nodes communicate
with each other and the source and destination pairs are also changing with time. If
mesh routers know all network information, they can minimize end-to-end delay by
sending data without calculating a path to destination. In multi-hop wireless networks,
as hop counts to traverse increase, the throughput is sharply decreased. This has been
confirmed by several simulation studies based on 802.11 and other MAC(Medium
Access Control) protocols similar to 802.11[12], [13]. We prefer DSDV because it is
one of the well-known proactive routings and selects a next hop with minimum hop
counts to the destination. However, it is hard to offer networks route redundancy for
reliable data transmission because DSDV maintains just one next hop to each
destination. Generating a lot of routing overhead packets is also a weak point of the
proactive routing schemes to declare and update routing tables. If the data
transmitting route gets into trouble, DSDV takes much time to recover the route and
causes a lot of data loss. QoS metrics such as the bandwidth, the link state, and the
queue state are hard to apply to DSDV because it is difficult to come up with
network’s information changed rapidly through periodic routing table updates.

In this paper, we propose the hop-by-hop multipath scheme of extending DSDV
and adding a neighbor table containing residual bandwidth information. By extending
DSDV, mesh routers can get multiple next hops without any additional packets or
calculations. The multiple next hops should have minimum hop counts to all
destinations. They enable our proposed scheme to operate as the hop-by-hop
multipath based on minimum distance. Mesh routers make and maintain a neighbor
mesh routers’ table by using a HELLO message containing residual bandwidth
information. We calculate the residual bandwidth according to [11] using HELLO
bandwidth estimation. When a mesh router transmits data, it selects one of the
multiple next hops according to the residual bandwidth information in the neighbor
table, larger bandwidth value is preferred. Through the periodic broadcasting of
HELLO messages, mesh routers can detect the state of topology fast. If the mesh
router does not take periodic HELLO messages from neighbor routers, it concludes
that the neighbor router has problem and it changes the next hop with another one to
the destination directly without any additional procedure. The HELLO message also
can make routing table updates operated only when there is no route to the
destination. Our proposed scheme can deliver a lot of data to the destination by
distributing data to the network using multiple next hops and residual bandwidth
information especially when the data traffic is heavy. It can also reduce the number of
routing overhead packets by modifying the routing update scheme of DSDV with the
neighbor table, and prevent a lot of data loss by detecting problem quickly and
changing a next hop directly.

This paper is organized as follows: In Section 2, we introduce our proposed routing
scheme. In Section 3, we represent our simulations and discuss the performance
results obtained from a series of simulations. In Section 4, we will make conclusions
and future research.
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2 Proposed Scheme: HMP Routing Protocol

In this paper, we propose a new routing protocol suitable for mesh routers. We call
the proposed scheme HMP(Hop-by-hop MultiPath) routing protocol. The HMP has
two routing tables: a forwarding table and a neighbor table. The forwarding table is a
routing table similar to DSDV’s but it has multiple next hop information to all the
other mesh routers in the network with minimum hop counts. The neighbor table is a
table which stores neighbor routers’ residual bandwidth information and it is used to
choose a next hop and come up with the change of network state.

2.1 Forwarding Table: Multiple Next Hops

We modify DSDV because it has relatively little overhead among proactive routing
protocols and it is simple to be extended to a multipath scheme. We represent a new
approach to add a multipath capability to DSDV. We modify DSDV’s routing table in
order to take multiple next hop information to the destination with minimum hop
counts. The basic idea of our scheme is to make several paths between a source and
destination by selecting a proper next hop among multiple ones at every forwarding
data, as a hop-by-hop multipath scheme.

=

1) Delete other entries
Insert to the same destination
Forwarding 2) Update that entry
Table Entry

=

1) Delete other entries
to the same destination
2) Insert that entry

Fig. 1. Procedure of Forwarding Table Update

Figure 1 shows the way of modifying the procedure of DSDV to get multiple next
hop information to all nodes in the network without any additional routing overheads.
When exchanging routing tables, if the received updating message has the same
sequence number but it is from a different mesh router, the message is used to update
a forwarding table. Even though the incoming information has the same destination, it
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is determined whether to be used or not according to the next hop information. This
way gives multiple next hops to the routing table. After checking the next hop
information, it checks hop counts. According to the hop counts, the update procedure
is changed as shown in figure 1. This way makes the routing table get the minimum
hop counts to the all destinations. Without any additional routing messages or
calculations, we can get the forwarding table containing multiple next hops to all
mesh routers with the minimum hop counts.

Our proposed multipath scheme can distribute data all over the network and
achieve the load balancing using next hops properly. This distributing feature can
prevent the occurrence of bottleneck mesh routers, especially when the amount of
data is increased all over the network. Therefore, our scheme improves the efficiency
of data delivery. Our proposed scheme can also improve the reliability of data
transmission with route redundancy. When a mesh router in the route gets some
problem such as link or route failures, one of other next hops can be used immediately
without any other procedure to recover the route. Therefore, our proposed scheme
decreases a lot of data loss when the route has problem.

Once forming topology among the mesh routers, the topology is hardly changed
due to low mobility and the routing table’s information can be used for relatively
long. Therefore, the periodic routing table update in DSDV is not quite necessary. We
modify the routing table update so that the update is performed only when a new
mesh router joins or leaves the network. Even though the topology is changed, we can
delay the routing table update until there is no route to the destination in order to
reduce overhead packets more. Because our proposed scheme has multiple routes to
the destination, the routing tables are updated only when there is no route to the
destination. This modification can reduce a great number of routing overhead packets.

2.2 Neighbor Table: Residual Bandwidth and Topology Control

We propose making a neighbor table through HELLO messages to store residual
bandwidth information of neighbor mesh routers and control topology. The HELLO
message contains residual bandwidth information and it is exchanged between one-
hop neighbor routers through a periodic broadcasting. Being different from the
forwarding table, the neighbor table maintains the information of just one hop
neighbor. The information of the neighbor table is used to select a next hop out of
multiple next hops when transmitting data. The mesh router with the maximum
residual bandwidth is selected as a next hop. This means that we select a path with
higher bandwidth among several paths keeping minimum hop counts.

We calculate the residual bandwidth according to [11] as the raw link capacity
minus the overall consumed bandwidth, divided by a weight factor. It is necessary to
divide the residual bandwidth by the weight factor due to IEEE 802.11 MAC’s nature
which RTS(Request To Send), CTS(Clear To Send), and ACK(ACKnowledgement)
packets consume bandwidth, the back-off scheme cannot fully use the entire
bandwidth, and packets can collide, resulting in packet retransmissions. Each mesh
router broadcasts its residual bandwidth information periodically calculating through
above method. We think that if a mesh router has more residual bandwidth, the router
has more ability to manage data efficiently and the data can be transmitted with
higher transmission rate. Therefore, selecting a next hop which has a maximum
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residual bandwidth basically minimum hop counts helps the network use the capacity
of 802.11 WLAN(Wireless Local Area Network) evenly, reduce waste of network
bandwidth due to reducing retransmission, distribute data to the router with more data
processing capacity, and prevent a network from occurring bottleneck mesh routers.

We can use the neighbor table to control topology by finding out the routers’ state.
The neighbor table also makes it possible to update the forwarding table only when
the network topology is changed. If neighbor router’s information is not updated for a
certain time, we can conclude that the mesh router already leaved the network or the
router has a problem. Then, the router sets the residual bandwidth of the neighbor
router zero in order not to select the router as a next hop. It can send data through
another next hop directly. If the residual bandwidth of all possible next hops is zero,
which means that there is no route to get to the destination, the forwarding table
update is started through all over the network. At this moment, the entries that have
zero residual bandwidth in the neighbor table are deleted. This method reduces the
amount of data loss by using another next hop directly and it can also reduce the
number of routing overhead packets not by updating routing tables immediately and
periodically all over the network.

The interval of broadcasting HELLO messages is thoroughly related to the time to
know a route failure and a topology change. If the interval is short, the time to detect a
route failure is also short but the number of overhead packets is increased. On the
other hand, if the interval is long, the time to detect a route failure is also long but the
number of overhead packets is decreased.
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Fig. 2. Example Tables of Proposed Scheme
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Figure 2 shows an example of a forwarding table and a neighbor table as a result of
operating the proposed scheme in 4x4 grid topology. Let’s assume that the router 11
wants to send data to the GW. First, the router 11 sees the forwarding table to find a
next-hop. Next, the router 11 can know there are two next hop candidates, router 7
and 8. Then, the router 11 sees the neighbor table to determine which next hop has
more residual bandwidth. Finally, the router 11 chooses the router 8 as a next hop and
sends data through the router 8. In case that the router 8 leaves the network, the router
11 can not take the HELLO message from router 8. The router 11 sets the residual
bandwidths of router 8 zero in the neighbor table. Then, the router 11 sends data to
the GW through the router 7. Because the residual bandwidths of the router 8 become
zero the router 11 does not choose the router 8 as a next hop.

3 Simulations

We evaluated the proposed scheme through NS-2. The simulation was conducted with
the following parameters. The simulation topology is the same as figure 2(a).

Table 1. Simulation Parameters

Parameter Value
Topology 4x4 grid topology
The number of nodes 16
Distance between nodes 50 m
Transmission range 50 m
Traffic FTP
Packet size 64 ~ 2048 bytes
MAC protocol 802.11 WLAN
Link bandwidth 11 Mbps
The broadcasting interval of HELLO message 10 seconds
Simulation time 200 ~ 300 seconds

Figure 3 shows the total throughput with increase of the packet size. Figure 4
shows the average delay according to the number hops to traverse when the size of
packet is 1024 bytes. In the simulation of figure 3 and 4, routers 2, 3, 8, 10, 14, 15,
and GW participate in data communication showed in figure 2(a). The packet size is
increased with the following 64, 128, 256, 512, 1024, and 2048 bytes.

We can see that HMP shows better performance of throughput and delay than
DSDV in all cases in figure 3 and 4. As the size of packet increases, the throughput
gap between HMP and DSDV gets wide. Similarly, as the hop counts to traverse
increases, the delay gap between HMP and DSDV gets wide, too. The reason why
HMP has better performance is that HMP can distribute data to the networks evenly
using multiple next hops properly based on the residual bandwidth information. HMP
achieve better performance of the total throughput and the average delay when there
are a lot of data in the network.
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In figure 3, the total throughput of both HMP and DSDV increases as the size of
packet is increased, but the rate of increase becomes slow. In figure 4, the average
delay of both HMP and DSDV increases sharply as the hop count to traverse is
increased. As the hop count to traverse is increased, the data experience more
contentions in MAC layer. Therefore, we can observe that the average delay increase
sharply according to the hop counts in the figure 4. Especially, the amount of data in
the network is increased, the contention becomes severe. Moreover, as the amount of
dada is increased in the network, each router’s queue is filled with data to send or
retransmit. Therefore, the total throughput is saturated showed in the figure 3.

Figure 5 shows the total throughput according to the location and the number of
mesh routers which participate in transmitting data when the size of packet is 1024
bytes. The sources or destinations are selected according to the following rules. First,
remote routers from the GW are selected(from router 15 to router 10). Next, the mesh
routers are randomly selected(from router 1 to router 15). If the randomly chosen
router finishes the data transmission, the other router is randomly chosen to send data
during randomly chosen transmission time to the destination. Finally, near routers to
the GW are selected(from router 6 to router 1).
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We can see that HMP shows better throughput than DSDV in all cases. As the
number of source or destination routers increases, the throughput gap between HMP
and DSDV gets wide. We observe that the sources or destinations which are located
close to the destination or source have better throughput in the figure 5. As the
distance between the source and destination is increased, the throughput is decreased.
The reason why HMP shows better performance is the same as we explained early in
previous figures, figure 3 and 4.
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Fig. 5. Total Throughput with Location and the Number of Routers

We can consider the hop counts from the GW as a mesh router’s location. The
location considerably affects network performance showed in figure 4 and 5 due to
the nature of IEEE 802.11 MAC such as RTS, CTS, and ACK. The difference of
throughput and delay according to the location is very large and this fact gives rise to
unfairness and difficulty of the performance in order to support time-sensitive data.
Therefore, the ways to guarantee QoS and fairness are necessary and very important.
We will take into account these issues in the future.
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Figure 6 shows the generated overhead packets in the network. Because DSDV and
HMP exchange routing tables before sending data, they generate lots of overhead



132 E.-J. Oh, S. Lee, and J.-S. Lim

packets at the beginning of simulation. However, as the simulation time increases, the
overhead packets of DSDV and HMP are not increased sharply. Compared with
DSDV, HMP generates more overhead packets at the beginning of simulation but it
generates fewer overhead packets than DSDV with increase of the simulation time.
This is because HMP generates routing table update packets and neighbor table
update packets simultaneously at the beginning of simulation. However, HMP does
not generate overhead packets for periodic routing table updates after getting network
topology as long as the topology is not changed. After getting network topology,
HMP exchanges only HELLO messages. Therefore, the rate of generating overhead
packets of HMP becomes very slow.
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Figure 7 shows the sequence numbers of TCP in the destination. In this simulation,
there are one source(router 15) and one destination(GW). The source sends data
consecutively and when it arrives 120 second, the route is failed. The right figure is
the magnified version of the left one around 120 second. In the figure 7, HMP starts
transmitting data faster than DSDV because HMP takes less time to know network
information by modifying the routing table update scheme. Because DSDV meets
several periodic routing table updates during initial forming a forwarding table,
DSDV takes more time to construct a forwarding table.

After the route failure, each routing protocol detects the route failure and operates
each procedure of route repairs. When a route failure is occurred, DSDV operates
periodic forwarding table updates without any procedure of detection or repair.
DSDYV takes about 30 seconds to recover the route in the simulation, which can be
identified through breaking sequence number of DSDV. When a route failure is
detected through HELLO message, HMP doesn’t have to update the forwarding table
immediately. HMP operates the neighbor table update by setting the failed router’s
residual bandwidth zero and did not choose the failed router as a next hop as we
proposed. HMP can be aware of the route break faster than DSDV depending on the
interval of broadcasting residual bandwidth information and HMP find another path
directly to the destination. In our simulation, HMP takes about 5 seconds to restart
transmitting data and it detects the route failure within the maximum 10 seconds.
Therefore, HMP can reduce a lot of data loss by finding and using another path to the
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destination fast and directly with multiple next hop information and the periodic
HELLO message when route break is occurred.

4 Conclusions and Future Research

We have proposed a new hop-by-hop multipath routing scheme that is suitable for
mesh routers in wireless mesh network by extending DSDV and adding the exchange
of HELLO message. The proposed HMP routing protocol has two routing tables. One
is a forwarding table containing multiple next hop information with minimum hop
counts which makes possible to be hop-by-hop multipath. The other is a neighbor
table with the neighbor routers’ residual bandwidth information to determine a next
hop and control the topology. Our scheme has better reliability to transmit data and it
can distribute data over the network with preventing bottleneck. Through simulations
by NS-2, we represented that our scheme is better than DSDV in delivering data
efficiently when traffic is heavy, reducing the amount of overhead, and transmitting
data when the route failure is occurred.

We represented that the performance of throughout and delay decreases sharply
according to the location and the amount of traffic due to the nature of IEEE 802.11
MAC. Therefore, the ways to guarantee QoS and fairness are necessary and very
important and we will extend our proposed scheme so as to provide QoS and fairness
support. In this paper, we considered only mesh routers which have very low mobility
in a static topology but, in the future, we will take into account the mobility of mesh
routers and mesh clients in dynamic topology. Our proposed scheme is not guaranteed
to be the best choice because the selected neighbor’s neighbor may have very little
available bandwidth. We will discuss this problem more and try to solve it. We will
consider extending OLSR to a multipath scheme for wireless mesh networks.
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Abstract. In this paper, we address clustering in ad hoc networks. Ad hoc net-
works are a wireless networking paradigm in which mobile hosts rely on each
other to keep the network connected without the help of any pre-existing infra-
structure or central administrator. Thus, additional features pertinent to this type
of networks appeared. In fact, centralized solutions are generally inadaptable
due to the need for cooperative network operations. To ensure efficient, tolerant
and durable cooperative operations, nodes need to organize themselves. Cluster-
ing is an organization method which consists in grouping the nodes into clusters
(groups) managed by nodes called clusterheads. In this paper, we present exist-
ing clustering algorithms and propose a new solution inspired from two of these
algorithms (Lowest Id and WCA). This solution, called Lowest Weight, ex-
ploits their advantages and relieve to their drawbacks in terms of clusters stabil-
ity and computational overhead. Simulation experiments were conducted to
evaluate the performance of the algorithm proposed in terms of clusters num-
bers, clusterheads lifetime and the number of reaffiliations (node moving from a
cluster to another). Results show that Lowest Weight ameliorate performs of
existing algorithms especially regarding mobility leading to more suitable,
adaptable, scalable and autonomous clustering.

1 Introduction

An ad hoc network is a multihop wireless network supporting cooperative mobile
nodes without any existing infrastructure. In this type of networks, management tasks
must be distributed over all nodes. Clustering might be an interesting technique for ad
hoc networks to ensure efficiently these management tasks such as routing, address-
ing, transmission management and security. It consists in dividing the network into
clusters managed by nodes called clusterheads. However, this technique can lead to
the clusterheads congestion (processing, routing...etc). In addition, signalling mes-
sages used for executing the clustering algorithm and updating clusters can degrade
the network performances. An efficient clustering algorithm must adapt itself to fre-
quently and unpredictable topology changes known in ad hoc networks. It must also
generate stable clusters as much as possible to prohibit their updates which can lead to
update other information as routing, security, addressing and management informa-
tion [1, 2].

In the literature, different works proposed clustering algorithms for ad hoc net-
works. These algorithms have different purposes (routing efficiency, transmission
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management, backbone formation...etc.). Our works are inspired from two existing
clustering algorithms called Lowest Id [3, 4] and WCA: Weighted Clustering Algo-
rithm [5], to propose an algorithm (Lowest Weight) that combines their strength and
relieve to their limits.

WCA has the advantage of electing clusterheads based on a weight related to en-
ergy consumption, mobility, distance to neighbours and connectivity degree. How-
ever, it has drawbacks in the strategy used to divide the network into clusters since it
uses a great number of clustering messages (broadcasting, many times, clustering
messages in the whole network). Lowest Id minimizes this number because each node
broadcasts clustering messages once and only to its one-hop neighbours. But, it uses a
non suitable metric (the node identification).

The rest of the paper is organized as follows: in section 2, we present existing clus-
tering algorithms underlying their advantages and limits. In section 3, we describe the
proposed clustering algorithm. Section 4 discusses the robustness and efficiency of
our solution in comparison with existing ones. Section 5 presents simulations con-
ducted to evaluate the performances of our algorithm. The conclusion outlines our
immediate future work.

2 State of the Art

Many works have recently proposed clustering algorithms for ad hoc networks [3-9].
These works present advantages but some drawbacks as a high computational over-
head for both clustering algorithm execution and update operations. We can classify
these algorithms into two main categories: proactive algorithms and reactive ones.
Most of them are proactive. Only WCA [5] is reactive. In this section, we present, in a
first stage, the proactive group highlighting their advantages and drawbacks. In a
second stage, we describe the only reactive algorithm (WCA). We focus our interest
on clustering algorithms dealing with management tasks.

2.1 Proactive Clustering Algorithms

[3] and [4] describe two clustering algorithms aiming to minimize routing information
and ensure efficient medium access control. In the first algorithm, called highest con-
nectivity (CON), a node is elected as a clusterhead if it has the highest total number of
one hop uncovered neighbors. Any tie is broken by the unique node identification. In
the second algorithm, called lowest identification (Lowest-ID), generated clusterheads
have the lowest identifications compared to their neighbors. In these two algorithms,
the election of clusterheads doesn’t take into consideration the quantity of energy
existing in the node. Clusterheads are supposed to take in charge many energy con-
suming functions (routing, security, transmission management...etc) in their clusters.
Unlike CON, we can note that Lowest-ID can be improved if identification will be
related to energy and mobility.

A variant of CON called K-connectivity identification is described in [6] and [7]
where the connectivity degree is computed on k hop neighbors. It generates clusters
with k hop members.
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In [8], Nocetti, Gonzalez and Stojmenovic describe a K hop clustering algorithm
called Max-Min aiming to maximize routes for fault tolerant applications. This algo-
rithm elects clusterheads after two flooding steps called Floodmin and Floodmax. In
the first flooding step, every node broadcasts k times (TTL=1) the highest node iden-
tification received. In the second step, every node broadcasts k times the lowest node
identification received. Then, a node is elected clusterhead if it receives its ID during
Floodmin otherwise it elects the minimum node ID received during the two phases as
its clusterhead or it elects the maximum node ID received during the first phase as its
clusterhead. Experiments show that compared to previously cited algorithm, Max-Min
tends to reelect clusterheads after mobility. In addition it generates large clusters with
long lifetime clusterheads. This might be an inconvenient since it drops clusterheads
battery power because each one will serve a large number of nodes. In addition the
election of clusterheads doesn’t take into consideration the quantity of energy existing
in a node. Moreover, this algorithm generates a very important overhead since it is
based on 2*K flooding steps.

In [9], Basagni describes a one hop clustering algorithm called DMAC (Distributed
Mobility Adaptative Clustering). Nodes are elected as clusterheads based on a weight
calculated on mobility and other parameters which were not specified. This algorithm
is better than Lowest-ID and CON because it updates rarely its clusters structure. This
might be of a great importance since updating clusterhead frequently results not only
in a communication overhead to establish new clusters but also in management in-
formation updates.

2.2 Reactive Clustering Algorithms

Here we describe only one reactive clustering algorithm called WCA [5] (Weighted
clustering algorithm). In this algorithm, each node broadcasts its weight to all nodes
in the network. A node is elected as a clusterhead if it has the Lowest Weight among
all uncovered nodes of the network. This process is repeated until all nodes know
their roles (a clusterhead or a member). The weight used is a linear function of the
node mobility, its connectivity, its consumed energy and the cumulative distance to its
neighbors. An elected clusterhead serves a maximum of & nodes. This helps it saving
battery power. Moreover, the algorithm aims to build up efficient transmission man-
agement by using low power for intracluster communications and high power for
intercluster communications. This minimizes energy consumption and interferences.
For the update policy, the clusterhead chooses new clusterheads for its member nodes
going far from it. When a node can no longer be a neighbor of any existing cluster-
head, it invokes the algorithm to form new clusters. This might be very severe, espe-
cially for high mobility and it generates an important computational overhead. More-
over, information stored in the clusterheads (security, administration, policies...etc)
should be reestablished after the update phase.

3 The Proposed Clustering Algorithm

We propose a new reactive clustering algorithm, called Lowest Weight (LW) that
tries to establish efficient and stable clusters by settling down a convenient metric like
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the one specified in WCA [5] while the algorithm layout resembles Lowest-ID [3,4].
The first algorithm specifies a good metric but it generates a high computational over-
head. The second algorithm minimizes the number of clustering messages exchanged
to settle down clusterheads but uses a bad metric. The proposed algorithm combines
the strengths of these two algorithms and specifies a new local update algorithm
which minimizes the communication overhead and the nodes reconfigurations after
mobility (routing tables and management information such as addressing and secu-
rity). In what follows, we describe the Lowest Weight clustering algorithm. We give
its basis, metric components and its design.

3.1 Basis of Our Clustering Algorithm

The problem of clustering can be seen as follows: given a set of nodes, how can we
divide it into an optimal number of clusters without degrading the whole network
performances [10]. LW aims to minimize the number of messages exchanged for both
clustering and update policy to obtain a lower computational overhead. In case of
mobility, it conserves a certain stability of the clusters structure. This is important to
avoid re-invoking the algorithm on the whole network and losing the management
information stored in the clusterheads.

3.2 The Metric Components

Before computing a metric, we should ask ourselves “clustering for what purpose”
and “how can we minimize the generated overhead”. In our solution, we aim to better
manage the network. This includes all kinds of management (security, administration,
transmission management, routing...etc). We can suppose that clusterheads will col-
laboratively ensure management tasks. To decide how much a node suited for being a
clusterhead, we take into consideration the following features, inspired from the WCA
metric components:

The Battery Power (BP): Compared to ordinary nodes, clusterheads ensure some
services. Thus, we should elect nodes with highest remaining battery power as clus-
terheads. In WCA, this metric component is computed as the cumulative time Pv,
during which a node v acts as a clusterhead. Pv implies how much battery power has
been consumed. We have opted to consider the remaining battery power because, in
ad hoc networks, at the network bootstrapping, nodes can have different quantities of
energy.

The mobility (M): We aim to have stable clusterheads. So we should elect nodes
with low mobility as clusterheads. Unlike WCA which computes M from the network
bootstrapping till current time T, we compute it as the average speed for the last pe-
riod of time P, from T-P till current time T as show in equation (1):

1 L 2 2
M =;Z\/(X,—X{) (Y, -Y) (1

Where (x, - X ) and (v, —v.)are the coordinates of the node at time t and t.
t t
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We preferred this way to compute M because a node can switch from high (respec-
tively lower) mobility to very lower (respectively very high) one. The node coordi-
nates can be estimated as described in [11].

The Node Connectivity Degree (C): we shouldn’t elect nodes with highest connec-
tivity or lowest one as clusterheads. In fact, in the first case, they will be congested
and their battery power will drop rapidly. In the second case, the clusters size will be
very low and we won’t take advantage of clustering. Hello messages are used to com-
pute C. In fact, each node broadcasts a hello message with TTL=1 (including its iden-
tification) then uses received hello messages to compute its connectivity degree C.

The Distance to Neighbours (D): it’s better to elect a clusterhead with the nearest
members. This might minimize node detachments. For a node v, D is computed as the
cumulative mean square distance to neighbors divided by the total number of
neighbors as shown in equation (2):

D=L Y X X )+ -v,) 2)

C v'e N (v)

where (X Y))and (X, Y,)are the coordinates of the node v and v’ respectively and

N(v) is v’s list of neighbors. These coordinates can be estimated as described in [11].
We assume that this method for computing D is more efficient than the one used in
WCA where D is just the cumulative distance to neighbors. In fact, a node with a high
number of neighbors close to it can have a distance superior than the one of a node
with very few neighbors which are far from it.

3.3 The Proposed Algorithm

LW combines each of the above parameters with certain weighing factors chosen
according to the application needs and various networks environment (battlefield,
conferencing, vehicular applications...etc). The algorithm is executed for only one
time (at the system bootstrapping). Then the updating procedure is locally invoked
after mobility or to attach new nodes joining the network. First, we describe cluster-
heads election procedure. Then, we present the update policy.

Clusterhead Election:
Messages and notations used in the algorithm are described in table 1. Each node:

— Broadcasts a hello message with TTL=1 (including its identification).
— Uses received hello messages to compute its connectivity degree C (total number
of neighbors) then computes its weight as shown in equation (3).

W=wXBP +w,xXxM +w,xC+w, XD

3
where w, +w, +w, +w, =1 ®)
— Broadcasts its weight to its one hop neighbors (TTL=1)
— Computes a list called neighbor list (NL) that contains the identifications of
neighbor nodes and their corresponding weights NL.
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If the node possesses the minimum weight compared to the weights in NL it pro-
claimed itself clusterhead by sending a role message UPDATE_ROLE (My_ID,
My_ID) to its one hop neighbors.

If it isn’t the case, it expects role messages from its neighbors with lower weights
than its one. If it receives at least one role message as clusterhead, it chooses the Low-
est Weight node among them. It broadcasts a role message UPDATE_ROLE (My_ID,
My_CH_ID) to confirm its role as an ordinary node and attach itself to that cluster-
head, identified by My_CH_ID. Otherwise, it becomes a clusterhead and broadcasts a
role message UPDATE_ROLE (My_ID, My_ID) to its one hop neighbors.

Table 1. Messages exchanged and notations

Message/notation Meaning

My_ID The identification of the node that sends the message

My_CH_ID The clusterhead identification of the node that sends the message
(My ClusterHead IDentification).

UPDATE_ROLE A node sends an update message to declare its role as an ordinary

(My_ID, My_CH_ID) node and attach itself to the clusterhead identified by My_CH_ID.

UPDATE_ROLE A node sends an update message to declare its role as a clusterhead.

(My_ID, My_ID)

Update Policy

The update policy process begins after the election procedure. In our algorithm, we
suppose that clusterheads broadcast periodically hello messages. In what follows, we
describe how our approach reacts to topology changes.

When an ordinary node moves: When an ordinary node moves within its correspond-
ing cluster (that means that it can join its clusterhead), no changes occurs. Otherwise,
the moving node can leave its cluster. Thus, it can find itself closer to multiple or
none clusterheads (declared in its neighboring list). In the first case, it chooses the
Lowest Weight clusterhead as its new clusterhead and broadcasts its new role as
UPDATE_ROLE (My_ID, My_CH_ID). For the second case, the node executes lo-
cally the clustering algorithm by sending a hello message to its uncovered neighbours.

When a clusterhead moves: When a clusterhead moves, it leaves its role as a cluster-
head until it detects one or numerous clusterheads in its neighborhood. If it has the
Lowest Weight, it keeps its role as it is; otherwise it becomes an ordinary node and
attaches itself to the Lowest Weight clusterhead by broadcasting an update message
UPDATE_ROLE (My_ID, My_CH_ID).

An Illustrative Example

We explain our clustering algorithm execution by applying it on the set of nodes de-
scribed in Fig 1. Nodes are represented by circles dotted with their identifications. An
edge between two nodes exists if each one is on the sight of the other. All existing
edges are associated with the corresponding distance between the corresponding two
nodes. Table 2 shows, for each node, its metric components as well as the correspond-
ing weight. The two metrics BP and M are arbitrary chosen. The weight factors con-
sidered are w1=0.2, w2=0.3, w3=0.2 and w4=0.3.
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Table 2. Weight computations for each node

Node ID C D BP M  Weight
1 4 2.5 2.1 2.33 2.436
2 5 34 2.9 1.25 2.85
3 2 2.5 3.6 5.14 2.898
4 2 4 5.5 2.23 3.146
5 2 1 6.3 4.8 2.92
6 4 2.5 2.1 1.78 2.32
7 2 2.5 3.14 5.58 2.894
8 4 1.75 5.21 3.28 3.023
9 2 4 7.12 5.23 4.07
10 3 2 8.4 2.75 3.43
11 4 2.5 2.7 2.14 2.518

Fig 2 shows the clusters identified. In fact, the nodes 1, 6 and 11 declare them-
selves as clusterheads because each one has the minimum weight compared to the
weights of its one hop neighbors. Node 2 chooses 6 as its clusterhead from the set {6,
1 and 11} because 6 have the Lowest Weight...etc.

Il

Fig. 1. Nodes with corresponding neighbors Fig. 2. Clusters identified
and distances

4 Main Contributions

Unlike the clustering algorithms described above [3, 4, 6-8], our solution uses a suit-
able metric since it takes into account the quantity of energy existing in the node and
its mobility. Thus, it generates more stable and durable clusterheads. In addition,
unlike those solutions, our approach is reactive and it specifies a local update phase
while those solutions are proactive. A proactive algorithm is re-invoked periodically
even if there’s no change in the network topology. This can result in useless ex-
changed clustering messages and can then degrade the performances of the system.
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In comparison with WCA, our approach generates a lower overhead. In fact, each
node has to broadcast (TTL=1) only 3 messages to know its role( a hello message for
neighbors discovery, a weight message and a role message to declare its role). In
WCA [5], each node has to broadcast in the whole network o(nz) messages to know
its role (n is the number of nodes in the network). Moreover, during the algorithm
computation, the non covered nodes must re-compute their weights and re-diffuse
them. This can lead to a high computational overhead. Furthermore, to decide its
role, a node must compare its weight to all weights in the network. But, how does a
node know that it received all weights? Thus, WCA might not converge.

We can say also that our approach uses a more adequate update policy. In fact,
unlike WCA, we update locally the clusters structure. Moreover, the clustering algo-
rithm is just applied during the network bootstrapping. Then the update phase is exe-
cuted by each node if it detects special changes in its neighborhood. In WCA, the
update phase consists in reapplying the clustering algorithm when a node, can’t be
attached to any clusterhead. This might change all clusters structure. In fact, all man-
agement policies (configurations, security, etc) could be lost and nodes will be
obliged to re-establish them.

S Simulation Experiments

To study our proposed solution and compare its performances to other clustering
algorithms, we have extended the NS2 simulator so that it permits to support cluster-
ing techniques. Five algorithms were implemented: Lowest-ID, CON, CON-ID, WCA
and LW. We focused our study on our proposed algorithm and compare its results
essentially to WCA that presents better performances than Lowest-ID.

We fixed three main performance criteria which are:

— clusterheads lifetime
— node reaffiliations
— average number of clusters

These parameters are studied by varying nodes number transmission range and maxi-
mum node speed.

The scenarios were generated using the random waypoint model with input pa-
rameters such as maximum speed, pause times, number of nodes, area and simulation
period. The simulation parameters are listed in Table 3. The weight values used for
simulation are wl = 0.7, w2 =0.2, w3 = 0.05 and w4 = 0.05.

Table 3. Simulation Parameters

Parameter Meaning Value
N Number of nodes 20 - 60
Grid (mx n) Scenario area 100 x 100 m?
Tx Transmission range 10 — 70m
10 — 120m
PauseT Pause time 0 sec

MaxSpeed Maximum speed of nodes 1 -10m/s
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5.1 Discussion of Results

We will discuss results while varying transmission range in a first step and mobility in
a second step.

Results for Varying Transmission Range (Tx)
Fig 3 shows, for varying nodes number, the variation of the average number of clus-
terheads with respect to the transmission range for both LW (a) and WCA (b). The
maximum speed was fixed to Sm/s. We notice that the average number of cluster-
heads decreases with the increase in the transmission range. In fact, a clusterhead with
a large transmission range will cover a larger number of nodes.

[12] has shown that an optimum decomposition of a network of n nodes into clus-

ters should be \/; clusters of \/; members each one. We notice that both LW and
WCA give a good clustering of the network. However, for the same simulation pa-
rameters, our results are close to that optimum (\/; ). For example, for n=60 and

Tx=40, WCA generates 6 clusters while LW generates 7.5 clusters (the optimum for
n=60 is 7.74)
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Fig. 3. LW and WCA average number of clusterheads, max_speed = 5

Fig 4 shows the reaffiliations per unit time with respect to the transmission range,
where maximum speed is 5m/s. We notice that reaffiliations increases with the in-
crease of transmission range, reaches a peak where transmission range is around 65m,
then decreases. This behavior could be explained as follows: for lower transmission
range, there are many clusters and the nodes are closer to their clusterheads. Then,
while the transmission range increases, clusterheads cover much more moving nodes
which can leave the corresponding clusters. After the peak, a clusterhead still cover a
large number of nodes which, in spite of their movement, stay in the large area cov-
ered by the clusterhead.

In comparison with WCA results, we observe that Lowest Weight results in more
stable clusters as it yields as much as 75% reduction in the rate of reaffiliations per
unit time. This reduction shows that LW uses a more efficient metric and update pro-
cedure than WCA.
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Fig. 4. LW and WCA average number of reaffiliations per unit time, max_speed = 5

Fig 5 shows, clusterheads lifetime with respect to the transmission range where
maximum speed is Sm/s. We observe that clusterheads lifetime increases with the
increase in the transmission range. This is because, for nodes with higher transmission
range, the number of clusterhead decreases and the elected clusterheads are far from
each other. Thus, the probability that a moving clusterhead becomes a neighbor of
another one is minimized.

Results for Varying Mobility
Fig 5 and 6 show the variation of the same metrics but for varying the nodes maxi-
mum speed from 1m/s to 10m/s. In these scenarios, the transmission range is fixed to
30m like in WCA simulations.

Fig 5 (a) shows that, for LW, the average number of clusterheads is almost the
same with respect to the maximum speed of nodes. In WCA (Fig 5 (b)), we observe
that the number of clusterheads decreases slightly with respect to maximum speed.
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Fig 6 shows the reaffiliations per unit time with respect to the maximum nodes
speed where. We notice that reaffiliations increase with the increase of nodes speed.
This is because nodes with higher speed quit rapidly their cluster to reach another one.

In comparison with WCA, we observe that our algorithm results in more stable
clusters as it yields as much as 60% reduction in the rate of reaffiliations per unit
time. In addition, [5] shows that WCA presents the minimum reaffiliation rate com-
pared to Lowest-ID [3, 4], CON [3, 4], CON-ID [6, 8], DCA and DMAC [9].
Compared to WCA results (Fig 6 (b)), we observe that LW generates more stable
clusters.
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Fig. 6. Reaffiliations per unit time, Tx=30m

6 Conclusions

In this paper, we have proposed a reactive clustering algorithm for ad-hoc networks
called Lowest Weight. This algorithm is inspired from two existing algorithms low-
est-ID and WCA avoiding their limits. In LW, we have exploited the good strategy of
Lowest-ID for clustering. This strategy takes into account only neighbors of a given
node while WCA considers the entire network which leads to a great number of clus-
tering messages exchanged between nodes. In selecting clusterheads, we have opted
for a metric inspired from the WCA one (the node’s degree, mobility, remaining en-
ergy and cumulative distance to neighbors). However, we have defined an update
procedure that is proper to LW.

We have conducted simulations to evaluate the performances of the LW and com-
pared results essentially to WCA that presents better performances than Lowest-ID.
Experiments have shown that LW gives a better clustering than WCA as the number
of generated clusterheads is close to the optimum\/; . In addition, LW results in more
stable clusters. Indeed, it allows 30% reduction in the reaffiliation rate per unit time
while varying transmission range and 60% while varying mobility.

Our future works will be focused on testing a distributed Public Key Infrastructure
over an ad-hoc network structured by the Lowest Weight algorithm.
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Abstract. Wireless Mesh Networks (WMNs) are evolving to be the key
technology of the future. The self-configuring nature of WMNs and the ease,
with which a mesh router/mesh point can be added, makes it pertinent to ensure
their secure operation. All the routing protocols in WMNs naively assume the
nodes to be co-operative in forwarding each other’s packets. However, a node
can behave selfishly by discretely dropping other’s packets, in an attempt to
maximize its throughput. In this paper, we present a distributed scheme called,
Distributed Self-policing Architecture for Fostering Node Cooperation (D-
SAFNC), for enforcing cooperation among the nodes in a WMN. We use a
distributed approach in isolating any selfish node with the help of localized
detection agents called sink nodes. We study the effectiveness of our scheme
through simulations using ns-2 which reaffirm that D-SAFNC can successfully
prevent any performance degradation due to the presence of selfish nodes.

Keywords: Free riders, Mesh networks, Node Misbehavior, Selfish Nodes.

1 Introduction

Recent years have witnessed a rapid evolution of Wireless Mesh Network (WMNs),
as seen by the surge in its popularity surpassing well known peer technologies. Since
its inception, it has become the limelight of all researchers. Nokia’s Rooftop Mesh
[1], MIT’s roofnet [4], Radiant Networks [3] are some known efforts in this direction.

A WMN excels in performance by providing seamless broadband connectivity
[12], when compared to other peer technologies such as cellular and WLAN. A
cellular network offers wide area coverage, but provides low channel capacity (at best
3Mbps in 3-G and at best 100 Mbps in 4-G); while the WLANs 802.11 network has
an attractive high bandwidth connectivity (802.11g currently in user at 54 Mbps and
802.11n with a theoretical throughput of 540Mbps) but with a very limited range.

A WMN is formed by a set of Access Points (a.k.a mesh routers) connected
wirelessly, among which a small subset called the Internet Gateway (IGW), is directly
connected to the internet. These mesh routers cooperatively forward each other’s
packets with an underlying ideology of “using” and “providing” service. This kind of
cooperative behavior helps in extending the network coverage without any additional
infrastructure. The salient characteristics of WMN include: scalability, self-healing,
and self-configurable capability.

P. Cuenca and L. Orozco-Barbosa (Eds.): PWC 2006, LNCS 4217, pp. 147 2006.
© IFIP International Federation for Information Processing 2006
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Although, the notion of ad hoc networking facilitates the plug-and-play
architecture there by increasing flexibility, it also increases the vulnerability of the
network. A selfish or malicious user can add a rogue Mesh Router (MR) to the
network and can start disrupting the network services. Such intermediate router can
behave selfishly, by discreetly dropping other’s packets and forwarding only its own
traffic. A selfish node might not forward another node’s traffic with an objective to
maximize its throughput. We also call such a node “free-rider”, as it enjoys network
resources without contributing to the community. It is even more precarious if a
selfish node is located near the IGW as these nearby nodes are mainly in-charge of
forwarding the bulk of traffic in a WMN. This would inordinately affect the multihop
flows traversing from distant sources and result in wastage of network resources and
cause total havoc to the system.

In order to maintain the system integrity, it is evident all the nodes should
cooperatively forward each other’s traffic. Authenticating a node is not a complete
solution as an intruder could still capture a legitimate node or a legitimate node could
later on turn selfish. Hence, we propose a novel distributed self policing architecture
to detect such selfishly behaving mesh routers in a WMN. We employ special agents
called sink nodes that are delegated the duty of policing their local neighborhood to
detect free-riders. On identifying free-rider(s), sink nodes trigger a system wide alert,
instructing rest of the nodes to take preventive measures by quarantining the
defaulting nodes. It is quite possible that a free-rider might attempt to accuse an
innocent node. Our system can elegantly detect such false accusations by observing
the system behavior over a period of time and using an additive increase-
multiplicative decrease scheme to relieve the innocent node. Simulation results show
that D-SAFNC effectively discourages selfishness by taking timely action against
free-riders and fosters cooperation.

The remainder of this paper is organized as follows. We discuss the related work on
detecting selfish nodes in multihop ad hoc networks in Section 2, followed by an
outline of the assumptions, design goals and challenges in Section 3. We then describe
the implementation of the proposed D-SAFNC scheme in Section 4 and present an
analysis of its complexity in Section 5. Section 6 discusses the performance evaluation
of our scheme. We finally conclude with a summary of the work in Section 7.

2 Related Work

Discouraging selfishness in MANETs (Mobile Ad Hoc Networks) has been widely
studied. They adopt either credit-based or reputation-based or game theory based
approaches. But, these schemes cannot be directly adopted for WMNSs due to several
differences in their design. First, WMNs are capable of employing multi-radio multi-
channel for simultaneous transmission and reception as a result of which promiscuous
listening based reputation scheme cannot be applied. Second, WMNs are relatively
static unlike MANETSs and hence a credit based scheme fail. Third, the traffic in a
WMN is oriented either to or away from the IGW.

In a credit-based scheme (like Nuglets [6], Sprite [16], and PIFA [15]), each node
earns virtual currency by forwarding others packets so that they can originate their
own packet. They require a tamper-resistant hardware for the authenticity of the
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currency or depend on a centralized credit agency to allocate wealth. A central
authority is vulnerable to single point of failure as it is overloaded with report
messages from all the nodes in the network.

In a reputation based approach, each node promiscuously eavesdrops on the
neighboring node’s transmission and assigns ratings to each other. The rating is then
incorporated by other nodes during their route selection process. Watch-dog and Path-
rater model [11] find the selfish nodes by a reputation mechanism. However, it does
not take any action against the traffic of a selfish node. Such a neighborhood watch
scheme is also prone to a replay attack. CONFIDANT [5] [14] uses a path manager
that ranks the paths based on the intermediate nodes along the path, eschewing the
selfish node. As the reputation spreads by global flooding, it faces scalability issues.
Both schemes, fail to differentiate collision and misbehavior. Game theory approaches
fix the forwarding rate of a node at certain Nash equilibrium for the network as in
Generous Tit-for-Tat (GTFT) [14], but are realistically infeasible.

CATCH [9] is a distributed scheme for multi-hop wireless network that combines
anonymity and Watch-dog approach in detecting free-riders. All nodes broadcast an
anonymous message. As the selfish node is unaware of the sender’s identity, it is
forced to forward all of them dutifully to stay connected. If not, it would risk being
isolated from the network. However, this scheme is inapplicable for a WMN
employing multi-radio communication, as promiscuous eavesdropping would not be
always possible. It also requires each node to possess large memory to store the
unsent packets when a neighbor does not forward them. In contrast to all the above
schemes, our proposed scheme entails lesser memory overhead due to 2-hop
information sharing.

3 Assumptions, Design Goals and Challenges

In this section, we first outline our assumptions, enlist the envisioned goals of D-
SAFNC and finally discuss the challenges involved in realizing our goals.

3.1 Assumptions

e We assume that a scheme like ingress filtering can be used to prevent source
address spoofing.

e We host sink agents on certain trustworthy mesh routers such that each every node
is within the 2-hop neighborhood of a sink agent.

e We assume there is no collusion among selfish nodes. A selfish node is different
from a malicious node. A malicious node disrupts the network activity by
collusion. In contrast, a selfish node does not gain anything by disrupting the
network (in fact by doing so it will defeat its purpose). Its greedy intention to
devour all the network resources for itself results in its solitary operation. Hence,
this is a safe assumption.

3.2 Design Goals and Challenges

The main design goal of our scheme is to accurately identify selfish nodes and give
them a second chance to re-socialize in the network. We target to give each node a
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fair chance to originate and immediately transmit packet, irrespective of its
geographic location. We stay clear of using a credit or reputation based scheme
because of the following inherent flaws [8] [10]:

1. In a credit based scheme, a node positioned in the periphery of the network is
handicapped and fails to earn credits as it is not used as an intermediate hop by
other nodes. This is very much likely in a WMN wherein nodes located near the
IGW forward more data than those at the periphery.

2. As the nodes are not allowed to send traffic until they earn enough credits, it is
unsuitable for real-time voice and video applications like VoIP, video
conferencing, and video surveillance. When the nodes have insufficient credit, they
have to either buffer or drop the unsent traffic, until they earn sufficient credits.
This causes undue latency in the packet delivery.

3. In a credit scheme, an egregious node might begin its selfish activity after
accumulating enough credits which is counter-intuitive to the goal of the scheme.

4. Most of the credit/reputation schemes are applicable only to a source routing
protocol as it needs to determine the credits to be loaded in the packet for
transmission.

5. All reputation based schemes require a way to build a reliable mutual trust index
by monitoring the network activity. This is in general accomplished by listening to
neighboring node’s transmissions. However this assumption does not hold well in
asymmetrical link [7], and systems with directional antennae [13] or a WMN using
multi-radio multi-channel capable nodes (if non-interfering channels are assigned
to adjacent nodes).

The aforementioned disadvantages render these approaches impractical for
promoting cooperation in WMNs. Thus, we focus on developing a distributed
monitoring scheme. As there is a possibility to misclassify a genuine packet loss as
misbehavior, it is important to monitor the node behavior over a significant period of
time. Moreover the scheme should be resilient to member report losses.

4 Proposed D-SAFNC Scheme

From the discussions in the previous section, we realize that a pervasive solution is
essential for monitoring WMN. We start with an overview of the system environment
and architecture of D-SAFNC scheme and then proceed to the details of the scheme.

4.1 System Environment and System Architecture

We consider a static framework of interconnected nodes forming a mesh topology that
provides wireless internet service in an office or a university as shown in Fig. 1. In
order to facilitate simultaneous communication with the end users and other mesh
routers, we assume that each mesh router has at least two interfaces operating on non-
interfering channels.

We propose a distributed scheme, D-SAFNC; which helps in detecting free-riders
by deploying sink agents at about 10% of the routers in the network. System
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Fig. 1. A WMN in a University Fig. 2. Monitoring using Sink Nodes

monitoring is divided into two phases: Start-up phase and Monitoring phase. In the
start-up phase, the sink agents as shown in Fig. 2 advertise their presence by sending
periodic beacons. Each mesh router upon receiving a beacon registers itself under the
sink in two cases:

e If it has not already selected any sink or
e If the new sink is nearer than the previously registered sink.

To regulate the flooding of beacons each mesh node rebroadcasts the beacon only
if the hop-count is less than BEACON_MAX_HOPS. In the monitoring phase, once
all the mesh routers are aware of their respective sinks, they send periodic reports to
the sinks every REPORT_ROUND time. Unlike SPRITE [16] that sends a report for
every forwarding message, this aggregated scheme saves considerable overhead in
terms of network bandwidth and payload. The periodic report consists of information
on the number of packets received and forwarded by a node during a certain interval
of time. Table 1 gives a brief definition of each field in the report message.

At end of REPORT_ROUND time, each sink applies the following three
checkpoints. First, it computes a simple check between the output of a node and the
input registered at its neighbor, as given in Equation (1). It checks for every link if the
output from a node is same as the input at its neighbor. Let A; and A, denote the set of
neighbors of node j and k respectively. If j and k are two neighboring nodes, then

0, =1,(jeA keA) M

Where 0, and I, denote the O and [ fields of a message report whose IDR and

IDN are j and k. This computation prevents any node from dropping packets.

Second, it checks if S, if the number of packets originating at current node j as
reported by node; is equal to NON i.e. number of packets that originated at node j
among input packets from node j to node k as reported by node;. This check prevents a
node from misreporting the number of packets that are originating from a given node.

S,,=NON, ,(je A ke A,) 2
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The third and final check, finds the number of packets forwarded F; by a node j
using the two formulae and compares them. Equation (3) computes the total number
of packets forwarded by a node j to all its neighbors (excluding its own packets).
Equation (4) computes the packets forwarded by node j based on its neighboring
node’s (node k) reports i.e. the difference between total number of input packets to a
node j and the total number of packets terminating at node j. Equation (3) and (4)
should be equal to ensure that a selfish node does not manipulate the value of S or O.

F/:ZOM_ZSM 3)

ke A; ke A;

F,=> 1, - NIC ,, @)
ke A ke A;

There is a possibility of packet loss occurring due to interferences/channel
degradation/queuing overflows in a wireless channel which should not be
misinterpreted as selfish behavior. Hence, when the three checkpoints are applied, we
always consider maximum permissible packet drop for a given network condition.

Table 1. Format of Report Messages

IDR | ID of the reporting node

IDN | ID of the neighboring node

IDS ID of the node’s registered local sink

SEQ | Sequence number of the node’s report for synchronizing member reports at the sink

1 No. of input packets from the neighbor
o) No. of output packets to the neighbor
S No. of packets originating at current node among the output packets to the neighbor

NON | No. of packets that originated at the neighbor among the input packets from the neighbor
NTN | No. of packets terminated at next hop (at IDN) among the packets sent from IDR to IDN.
NTC | No. of packets terminating at this current node (at IDR)

When a new node joins the network, it first registers itself to its nearest sink node
and then places a request to the sink. The sink replies to the new node with the current
sequence number being used, reply time and REPORT_ROUND time. The new node
computes the new sequence number as given by Equation (5).

Current_time—Reply_time.

New_SEQ=SEQ+ 5
ew_SEQ o+ REPORT_ROUND ] )

4.2 Free Rider Detection Algorithm

The system runs a free-rider detection algorithm at every CHECK_ROUND time ( =
4 * REPORT_ROUND time) that accurately identifies and punishes the free-rider.
After applying the three checkpoints on its member reports, each sink checks if
reports from two adjacent nodes do not accord with each other. If so, the node and the
neighbor involved in the transaction is added to a NAM (Number of Alleged
Manipulation) list maintained at the sink.
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Looking at the inconsistencies at a single sink node, the identity of the free-rider is
unclear, as member nodes involved in the alleged manipulations might belong to the
same domain (intra) or a different domain (intra). Hence, one sink node is chosen as a
sink manager (SM) to which all other sinks nodes unicast their NAM list. A master
NAM list is created at the SM. As only the suspicious node list is passed to the SM,
D-SAFNC when compared to a completely centralized scheme incurs lesser overhead
in evaluating reports and lesser congestion, at each sink.

Using the master NAM list, the SM then builds an Inconsistency Record Table
(IRT) as shown in Table 2. Each entry m,, in IRT represents the number of alleged
manipulations in the packet transmission between node a and b. The last column
denotes the total NAM values for each node. If this is greater than a certain threshold
(UT_PERMISSIBLE_MANIPULATIONS- for a node not in blacklisted history) and
(LT_PERMISSIBLE_MANIPULATIONS- for a node in blacklisted history), this
node is blacklisted and added to a blacklisted node history. Each entry m,; is
incremented in the IRT by an additive increase and multiplicative decrease algorithm.
This is done so that an innocent node is not unduly framed and punished. For
example, if there is an inconsistency between node a’s and b’s report, we increase the
NAM values given by Equation (6).

m,p=myp+ 1 and my,=my,+ 1 (6)

As other nodes involved in a transaction with a or b might be penalized, the m;,
and m;, values of other nodes are reduced by half given by Equation (7).

mm=mZJVie{a,b}andm,.,bzn;—”"‘v’ie{a,b} (N

Once a blacklisted node is detected, the SM announces it to the entire network.
Upon receiving this message, the nodes that have route through this blacklisted node
invalidate their entries and take appropriate re-routing action. In AODV, this can be
either performing a local repair or sending a route error to the source (RERR). Thus
the affected nodes now reroute their traffic through alternate paths.

Selfish behavior is discouraged as all the legitimate nodes collectively refuse to
forward any traffic originating from the blacklisted node. SM maintains the list of all

Table 2. Inconsistency Record Table

A B C Total
A ] m,, | m,, me
B | m,, ] m, z m,,




154 L. Santhanam et al.

previously blacklisted nodes along with the observed time of its misbehavior. A free-
rider is not permanently blacklisted; instead its isolation is associated with a timer
(FORGIVEN_TIME). On the expiration of this timer, the system temporarily pardons
the isolated node to give it a second chance. The other nodes henceforth resume
routing through this node. If the node begins its selfish activity at any time in the
future and is found in the NAM list, its threshold for IRT table computation is
lowered to LT_PERMISSIBLE_MANIPULATIONS as a precautionary measure.
Using the IRT computation, if it is found to default again, it is permanently
blacklisted. Other nodes permanently shun any traffic originating from this node and
never consider routing through this blacklisted node. Thus transient liars that oscillate
between good and bad behavior are successfully caught and punished.

5 Complexity Analysis

In this section, we analyze the message complexity of the proposed D-SAFNC. There
are two kinds of messages: one is the report to the local sink from a WMN nodes and
the other is the inconsistency information to the SM from local sinks. However, since
the amount of the inconsistency information is just equal to the number of sink agents,
this inconsistency information is not a large overhead if we assume optimal minimum
number of sinks in a WMN. Thus, the analysis focuses on the member reports
submitted periodically every REPORT_ROUND to the local sink agent.

The notations are as follows:

A: total area of a WMN

N: total number of WMN nodes

r: transmission range of each node

s: number of sink agents

¢: number of nodes associated with
one sink agent

b: number of neighboring nodes of a
WMN node

Fig. 3. Coverage of One Sink Node

We note that the number of sink agents, s, is determined so that every WMN node
may reach at least one sink within two hops. Assuming all WMN nodes are uniformly

distributed, the area a sink can maximally cover is 4 7T r ® as shown in Fig. 3.

A
Hence, at least IV 5 | sink agents are needed. Considering minimum number of
Tr
4r* N
sink nodes, the number of WMN nodes a sink should manage is ¢ = T

Each WMN node sends reports for every neighbor, and the average number of
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N

-1

neighbors of one given node in a uniformly distributed network is b=

Hence, each sink agent receives as many reports as cb every REPORT_ROUND, and
the total number of reports in a WMN using D-SAFNC is given by following
Equation (8):

b 2{ A ]mrzzv[mzzv_]J ®

4r? A A

Meanwhile, the total hop count of report messages can be computed as follows. In
Fig. 3, as A, is three times wider than A;, we can safely assume that A, includes three
times as many nodes as A;. Since a node in A; and A, can reach the sink with one hop
and two hops respectively, the average hop count, is A= (I1x1+2x3)/4=1.75 .

Thus, the total hop count required for report messages is1.75scb .

6 Performance Analysis

In this section, we evaluate the performance of D-SAFNC using ns-2 simulator [1].
Although D-SAFNC can be run on top of any underlying routing protocol, we choose
AODV as the routing protocol. We consider a network of 25 mesh points in a 5x5
grid (shown in Fig 4(a)) spread over an area of 1500m x 1500m. IEEE 802.11 is used
for channel arbitration with the transmission range and channel capacity set to
250 m and 11 Mbps respectively. The total simulation time is set to 200 seconds.
We set D-SAFNC specific parameters as follows: CHECK_ROUND (28 sec),
REPORT_ROUND (7 sec), LT_PERMISSIBLE_MANIPULATIONS (1 sec),
FORGIVEN_TIME (14 sec), BEACON_MAX_HOPS (2), and UT_PERMISSIBLE _
MANIPULATIONS (3 sec).

6.1 Instantaneous Throughput

To evaluate the effectiveness of our scheme in the presence of selfish nodes, we study
the fluctuations in the instantaneous throughput of the flows. We start two flows
(Flow 1 and 2) in both directions between mesh routers MR 0 and MR 20 (which is an
Internet GW) as shown in Fig. 4(a) at time equal to 1 second. We place a selfish node
(MR 10 in Fig. 4(a)) in the shortest path between the two nodes. At time 10 seconds,
we start a traffic flow from this misbehaving node to the IGW. As seen from the
Fig. 4(b) and 4(c) during the time period 1-30 seconds, both the flows from the good
nodes (MR 0 & MR 20) suffer from 100% packet loss as they choose their routes
through the selfish node (MR 10).

On the other hand, the flow from MR 10 enjoys good throughput, Fig. 4(e).
However this free-riding does not continue for a long period of time. After four
rounds (nearly 30 seconds) of continued misbehavior by MR 10, the SM confirms
MR 10 as a free-rider and broadcasts this information to the entire network. Thus, MR
5 and MR 15 which have active routes through MR 10 purge their routing entry and
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re-route their traffic. This is clearly illustrated from the Fig. 4(b) & (c) during the time
period 40-200 seconds. At the same time, neighbors of the selfish node (MR 5 and
MR 15) stop forwarding any traffic originating from MR 10 and thus the flows from
MR 10 are shut albeit for a short period of time (FORGIVEN_TIME).
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Fig. 5. PDR vs. % of selfish nodes

In order to illustrate the punishment for prolonged misbehavior, we start another
flow from MR 5 towards the IGW (Flow 3 in Fig. 4(d)) shortly after the selfish node
is forgiven. MR 5 will now consider routing its traffic through MR 10 as it is on its
shortest path to MR 20. However as MR 10 continues its misbehavior, flow from MR
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5 suffers 100% packet loss. This can be seen during the time period 45-65 seconds in
Fig. 4(d). The SM quickly identifies the misbehavior of MR 10, permanently
blacklists it and then notifies to the entire network. MR 5 now tries to reroute its
traffic through an alternate route. From this point on, MR 10 which is permanently
blacklisted will not be able to route any traffic in the network. This can be seen from
the Fig. 4(e) during the time period 75-200 seconds.

6.2 Packet Delivery Ratio

We now evaluate the effectiveness of D-SAFNC in the presence of multiple selfish
nodes. We measure the Packet Delivery Ratio (PDR), which is the ratio of the number
of packets received at the destination to the number of packets generated at the
source.

We randomly pick different source MRs and IGWs and start traffic from these
nodes. Fig. 5 shows the PDR of the good and bad nodes for varying percentage of
selfish nodes. As can be seen from Fig. 5, D-SAFNC ensures that PDR of good nodes
is well maintained while considerably throttling the PDR of bad nodes. Even though
good nodes may occasionally loose packets because of the presence of selfish nodes
in their path, they quickly recover and try to reroute the traffic, consequently
maintaining a steady PDR. As D-SAFNC gives a second chance to the misbehaving
node, the PDR of free-riders is low but non zero as indicated by the PDR_bad plot in
Fig. 5.

PDR of good nodes decreases as we increase percentage of selfish nodes. This is
because as we increase the number of selfish nodes we also increase the traffic flows
as a result increasing the load on the network. Also, packets from good nodes
experience some loss during re-routing process, as now they take longer hops to reach
their destination. However, D-SAFNC prevents the PDR of good nodes from
dropping below 50% even when 25% of the nodes are selfish.

7 Conclusion

Mesh networks are continuously gathering momentum in its evolution in the wireless
industry which also raises several security concerns. We highlighted the inadequacy
of credit/reputation based schemes in promoting cooperation in a WMN and presented
a distributed policing architecture. As the information sharing of member reports is
restricted to a two hop neighborhood, it has considerably less overhead as compared
to a centralized scheme. These are fortified by the simulation results which indicate
that D-SAFNC increases the throughput of the system. The system tries as much as
possible to re-accommodate even the past misbehaving nodes and this way fosters
cooperation among the mesh routers. In our future work, we plan to implement the
scheme using multi-channel multiple interface architecture such that backhaul links of
different frequency are for sending reports to the sink.
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Abstract. Low-cost Radio Frequency Identification (RFID) tags affixed
to consumer items as smart labels are emerging as one of the most per-
vasive computing technology in history. This can have huge security im-
plications. The present article surveys the most important technical se-
curity challenges of RFID systems. We first provide a brief summary of
the most relevant standards related to this technology. Next, we present
an overview about the state of the art on RFID security, addressing both
the functional aspects and the security risks and threats associated to its
use. Finally, we analyze the main security solutions proposed until date.

Keywords: RFID Security, Pervasive Computing, Ubiquitous Comput-
ing, Security and Privacy.

1 Introduction

At the moment, the most extended identification systems are barcodes. Initially,
there were two standards: the Universal Product Code (UPC, United States)
and the European Article Number (EAN, Europe). Although, at first, EAN was
only taken by twelve European countries, by the end of 2004 more than one
hundred countries all over the world had already adopted this standard. Finally,
when the United States decided to adopt the European-born standard, UPC and
EAN merged, giving rise to what is nowadays known as GS1 [§].

Recently, the mass deployment of Radio Frequency Identification systems
(RFID) has taken place. These systems comprise of Radio Frequency (RF) tags
or transponders, and RF readers or transceivers. Tag readers broadcast an RF
signal to access resistant data stored in tags. One of the main differences with
barcodes is that RFID tags provide an unique identifier, or a pseudonym that
allows accessing to this unique identifier. The use of RFID tags offers several
advantages over barcodes: data can be read automatically, without line of sight,
and through a non-conducting material such as cardboard or paper, at a rate of
hundreds of times per second, and from a distance of several meters.

Radio frequency identification systems are becoming valuable tools in
processes such as manufacturing, provision chain management, and stock con-
trol. Around 5 billion barcodes are read daily, so efficiency gains from using
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RFID tags could substantially lower the cost of tagged items [29]. The penetra-
tion of RFID systems is nowadays mainly limited by privacy concerns and by
their cost, which must be between 0.05 and 0.1 € to be considered affordable.
Additionally, in order to take full advantage of the potential offered by RFID
tags, the identification of an item must be made throughout all its life cycle:
production, distribution, sale and recycling.

The low cost demanded for RFID tags causes them to be very resource lim-
ited. Typically, they can only store hundreds of bits, roughly have between 5000
and 10000 logic gates, and a maximum communication range of a few meters.
Within this gate counting, only between 250 and 3000 gates can be devoted to
security functions. It is interesting to recall that for a standard implementation
of the Advanced Encryption Standard (AES) between 20000 and 30000 gates
are needed. Additionally, power restrictions should be taken into account, since
most RFID tags in use are passive. Furthermore, one can not suppose either that
these systems are able to store passwords in a secure way, because tags are not
resistant against tampering attacks at all.

In spite of all these limitations, the penetration of RFID technology is increas-
ing steadily. Experts believe that both systems will coexist some time and that
finally, RFID tags will completely replace classical barcodes. An example of this
increasing interest in RFID technology is the project of the European Central
Bank about including RFID tags in 500 € bills, along with barcodes.

Nevertheless, the implantation of RFID systems is not being absolutely spot-
less, as there are some organizations like CASPTAN [4] which are strongly against
their massive deployment.

2 Overview of RFID Systems

2.1 RFID System Components

RFID systems are made up of three main components, that we briefly describe
in the following: the transponder or RFID tag, the transceiver or RFID reader,
and the back-end database.

1. Transponder or RFID Tag
In an RFID system, each object will be labeled with a tag. Each tag contains
a microchip with some computation and storage capabilities, and a coupling
element, such as an antenna coil for communication. Tags can be classified
according to two main criteria:
- The type of memory: read-only, write-once read-many, or fully rewritable.
- The source of power: active, semi-passive, and passive.
2. Transceiver or RFID Reader
RFID readers are generally composed of an RF module, a control unit, and
a coupling element to interrogate electronic tags via RF communication.
Readers may have better internal storage and processing capabilities, and
frequently connect to back-end databases. Complex computations, such as
all kind of cryptographic operations, may be carried out by RFID readers,
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as they usually do not have more limitations than those found in modern
handheld devices or PDAs.
3. Back-end Database

The information provided by tags is usually an index to a back-end data-
base (pointers, randomized IDs, etc.). This limits the information stored in
tags to only a few bits, typically 96, which is a sensible choice due to tag
severe limitations in processing and storing. It is generally assumed that
the connection between readers and back-end databases is secure, because
processing and storing constraints are not so tight in readers, and common
solutions such as SSL/TLS can be used.

2.2 RFID System Interface

In this section, we focus exclusively on passive RFID tags, since we consider that
these will be the first to be massively deployed and form part of our daily lives.
Additionally, these low-cost RFID systems are very limited on resources, which
forces some interesting trade-offs in their designs.

1. Transceiver/Transponder Coupling Communication
Passive RFID tags obtain their operating power by harvesting energy from
the electromagnetic field of the reader communication signal. Two main pos-
sibilities exist here: near field (d < ﬁ) and far field (d > ﬁ) 2.

The signal sent from readers to tags must be used simultaneously to trans-
mit both information and energy. However, readers normally operate in In-
dustrial Scientific-Medical (ISM) bands, so there are restrictions in the band-
width and in the transmitted power. Tags, on the other hand, are not under
these limitations.

2. Data Coding
The exchange of data between the reader and the tag, and vice versa, must
be performed efficiently; so both coding and modulation are used. The cod-
ing/modulation is defined according to the existing limitations in the back-
ward and the forward channel. Readers will be able to transmit greater
power, but will have bandwidth limitations. Tags, which are passive, will
not have bandwidth limitations.

As a coding mechanism, level codes (Non-Return-to-Zero, NRZ; and Re-
turn to Zero, RZ) or transition codes (Pulse Pause Modulation, PPM; Pulse
Weight Modulation, PWM; and Manchester) are mostly used. These coding
techniques are depicted in Table 1.

Table 1. Coding Techniques

Channel Usual Coding
Forward Channel |Manchester or NRZ
Backward Channel| PPM or PWM
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Modulation

The modulation scheme determines how the bitstream is transmitted be-
tween readers and tags, and vice versa. Three possible solutions exist: Am-
plitude Shift Keying (ASK), Frequency Shift Keying (FSK) and Phase Shift
Keying (PSK). The choice of a modulation type is based on power consump-
tion, reliability, and bandwidth requirements.

Tag Anti-collision

Collisions in RFID systems happen when multiple tags simultaneously an-
swer to a reader signal. Methods used to solve this kind of problems, al-
lowing reliable communication between readers and tags, are referred to as
anti-collision methods. The anti-collision algorithms used in RFID systems
are quite similar to those applied in networks, but they take into account
that RFID tags are generally more limited than the average network de-
vice. Two approaches are used: probabilistic or deterministic. However, in
practice, many solutions are a combination of both.

Reader Anti-collision

In this case, several readers interrogate the same tag at the same time. This
is known in the bibliography as the Reader Collision Problem. One possible
solution to this problem consists of allocating frequencies over time to a set
of readers by either a distributed or a centralized approach.

Frequencies and Regulations

Most RFID systems operate in ISM bands [15]. ISM Bands are designated
by the International Union of Telecommunications and are freely available to
be used by low-power, short-range systems. The most commonly used ISM
frequencies for RFID systems are 13.56 MHz and 902-928 MHz (only in the
US). Each band has its own radiation power and bandwidth regulations.

RFID Standards

RFID systems do not lack standards. Those standards typically describe the
physical and the link layers, covering aspects such as the air interface, anti-
collision mechanisms, communication protocols and security functions. Never-
theless, not everything is well covered, and there is a certain absence of stan-
dardization in testing methods and application data (notably in protocols and
application programming interfaces).

3.1 Contactless Integrated Circuit Cards

ISO 7810 defines a special type of identification cards without contact. According
to the communication range, three types of cards can be distinguished:

Close-coupled cards (ISO 10536). These are cards that operate at a very
short distance of the reader (< 1 centimeter).

Proximity cards (ISO 14443). These are cards that operate at an approxi-
mated distance of 10 centimeters of the reader. They can be considered as a
high-end RFID transponder since they have a microprocessor.
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— Vicinity cards (ISO 15693). These are cards that operate at distances greater
than one meter. On the contrary to the previous cards (ISO 14443), they
usually only incorporate inexpensive machines of states, instead of micro-
ProCessors.

3.2 RFID in Animals

ISO 11784, ISO 11785, and ISO 14223 standardize tags for animal identification
in the frequency band below 135 KHz. Initially, standards define an identifier of
64 bits. In ISO 14223, greater blocks for reading and writing, as well as blocks
of protected writing, are allowed. There are hardly any differences between the
communication protocols defined in ISO 14223 and ISO 18000-2.

3.3 Item Management

ISO 18000 defines the air interface, collision detection mechanisms, and the com-
munication protocol for item tags in different frequency bands.

— Part 1 describes the reference architecture.
— Parts 2-7 specify the system in different frequency bands (<135KHz, 13.56
MHz, 2.45 GHz, 5.8 GHz, 900 MHz, and 433 MHz).

3.4 Near-Field Communication (NFC)

1. NFCIP-1
NFC is designed for interactions between tags and electronic devices in close
proximity (< 10 cm). The standards ETSI TS 102.190, ISO 18092, and
ECMA 340 identically define the Near Field Communications Interface and
Protocol-1 (NFCIP-1).

These protocols describe the air interface, initialization, collision avoid-
ance, a frame format, and a block-oriented data-exchange protocol with error
handling. Additionally, they describe two different communication modes:
active and passive.

2. NFCIP-2
The Near Field Communication Interface and Protocol-2 (NFCIP-2) specifies
the communication mode selection mechanism (ECMA 352). NFCIP-2 com-
pliant devices can enter in three different communication modes: NFCIP-1,
ISO 14443, and ISO 15693. All these modes operate at 13.56 MHz and are
designed not to disturb other RF fields at the same frequency.

3.5 Electronic Product Code (EPC)

The Auto-ID (Automatic Identification) Center was created in October 1999
at the MIT Department of Mechanical Engineering, by a number of leading
figures. At the beginning, EPC was developed by the Auto-ID Center. The Auto-
ID Center officially closed the 26th October, 2003. The center had completed
its work and transferred his technology to EPCglobal [9]. EPCglobal is a joint
venture between EAN International and the Uniform Code Council (UCC). The
so-called EPC network is composed of five functional elements:



164 P. Peris-Lopez et al.

— The Electronic Product Code is a 96-bit number with 4 distinct fields: iden-
tifying the EPC version number, domains, object classes, and individual
instances.

— An Identification System which consists of RFID tags and readers. Tags can
be of three different kinds (Class 0, 1, and 2). The Auto-ID Center published
a protocol specification for Class 1 tags in the HF band (compatible with
ISO 15693 and ISO 18000-3), and Class 0 and 1 tags in the UHF band.

— The Savant Middleware offers processing modules or services to reduce load
and network traffic within the back-end systems.

— The Object Naming Service (ONS) is a network service similar to the Domain
Name Service (DNS), which is a technology capable of handling the volumes
of data expected in an EPC RFID system.

4 Risks and Threats

Although RFID systems may emerge as one of the most pervasive computing
technologies in history, there are still a vast number of problems that need to be
solved before their massive deployment. One of the fundamental issues still to
be addressed is privacy. Products labeled with tags reveal sensitive information
when queried by readers, and they do it indiscriminately.

A problem closely related to privacy is tracking, or violations of location
privacy. This is possible because the answers provided by tags are usually pre-
dictable: in fact, most of the times, tags provide always the same identifier, which
will allow a third party to easily establish an association between a given tag and
its holder or owner. Even in the case in which tags try not to reveal any kind of
valuable information that could be used to identify themselves or their holder,
there are many situations where, by using an assembly of tags (constellation),
this tracking will still be possible.

Although the two aforementioned problems are the most important security
questions that arise from RFID technology, there are some others worth to men-
tion:

1. Physical Attacks
In order to mount these attacks, it is necessary to manipulate tags physically,
generally in a laboratory. Some examples of physical attacks are probe at-
tacks, material removal through shaped charges or water etching, radiation
imprinting, circuit disruption, and clock glitching, among others. RFID tags
offer little or none resilience against these attacks.

2. Denial of Service (DoS)
A common example of this type of attack in RFID systems is the signal
jamming of RF channels.

3. Counterfeiting
There are attacks that consist in modifying the identity of an item, generally
by means of tag manipulation.

4. Spoofing
When an attacker is able to successfully impersonate a legitimate tag as, for
example, in a man-in-the-middle attack.
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5. FEavesdropping
In this type of attacks, unintended recipients are able to intercept and read
messages.

6. Traffic analysis
Describes the process of intercepting and examining messages in order to
extract information from patterns in communication. It can be performed
even when the messages are encrypted and can not be decrypted. In general,
the greater the number of messages observed, the more information can be
inferred from the traffic.

5 Proposed Solutions

In this section we present the best solutions proposed so far to solve the security
problems and threats associated with the use of RFID systems. Our objective
is not to give a detailed explanation of each solution, but to provide the reader
with the fundamental principles and a critical review of every proposal, as well
as the bibliography to be checked in case someone wishes to deepen on some
aspects of this subject.

5.1 Kill Command

This solution was proposed by the Auto-ID Center [5] and EPCglobal. In this
scheme, each tag has a unique password, for example of 24 bits, which is pro-
grammed at the time of manufacture. Upon receiving the correct password, the
tag will deactivate forever.

5.2 The Faraday Cage Approach

Another way of protecting the privacy of objects labeled with RFID tags is by
isolating them from any kind of electromagnetic waves. This can be made using
what is known as a Faraday Cage (FC), a container made of metal mesh or foil
that is impenetrable by radio signals (of certain frequencies). There are currently
a number of companies that sell this type of solution [24].

5.3 The Active Jamming Approach

Another way of obtaining isolation from electromagnetic waves, and an alter-
native to the FC approach, is by disturbing the radio channel, a method which
is known as active jamming of RF signals. This disturbance may be done with
a device that actively broadcasts radio signals, so as to completely disrupt the
radio channel, thus preventing the normal operation of RFID readers.

5.4 Blocker Tag

If more than one tag answers a query sent by a reader, it detects a collision. The
most important singulation protocols are ALOHA (13.56 MHz) and the tree-
walking protocol (915 MHz). Juels [19] used this feature to propose a passive
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jamming approach based on the tree-walking singulation protocol, called blocker
tag. A blocker tag simulates the full spectrum of possible serial numbers for tags.
In [I7], Juels and Brainard propose a weaker privacy-protection mechanism, soft
blocking. Soft blockers simply show the privacy preferences of their owners to
RFID readers.

5.5 Bill of Rights

In [I1], Garfinkel proposed a so-called RFID Bill of Rights that should be upheld
when using RFID systems. He does not try to turn these rights into Law, but to
offer it as a framework that companies voluntarily and publicly should adopt.

5.6 Classic Cryptography

1. Rewritable Memory
In 2003, Kinoshita [22] proposed an anonymous-ID scheme. The fundamental
idea of his proposal is to store an anonymous ID, E(ID), of each tag, so that
an adversary can not know the real ID of the tag. E may represent a public
or a symmetric key encryption algorithm, or a random value linked to the
tag ID. In order to solve the tracking problem, the anonymous ID stored in
the tag must be rene